Lysora

LAP Series Access Points

Lysora 2.400 Configuration Guide

Document version: V1.0
Date: 2025.12.09
Copyright © 2026 Lysora Technology Inc .




Copyright

CopyriywhtlWw&s oraMdTechnol ogy\VMInc
Al 1l MrightsVdareMreservedVMinVMthisMdocumentVMand\VMt hi

WithoutVtheVpriorVlLyrsiortadlmMéecthmwad mpgVYolf dani zati onVo
i ndi vidual Mshall MnotMreproduce Mextract MbackVup
documentMdindanyMdmannerMorMdMinManyMdform MorMtrans|

someMorVMall MpartsMofVMdMtheVMdocument MforNMcommerci al

ThJ—VSO C]\JI 0 g d ‘\hitesd d e maLryksMoafa\lM Technol ogyVMI nc

Al l Mot herMtrademarksMorMregisteredVMtrademar ks VM me

byVt heirMrespectiveMowners

cl ai mer

TheMproducts Mservices MorMfeaturesMyouMpurchase
andMdterms MAvailabilityVYmayVMvary\VdbyVMjurisdiction
products Mservices MorMfeaturesMdescribedW¥YinVthi
toMpur chaE£fx\termptwMsas V\expressl ydprovidedVdinMaVdwritt
youMdryagwraVdTechnal bgyyd@8pnesent ati onsdgaddwagyYiame\
contentVMofVthitoVYddbedmanxi mumMextent Mper mMNtdt edM by
includi hgdMmalrranti esMof Mmdmehhantf alriMdlaiMtpyatY t i cul ar

andVMnownfringeartemmMherebyVddiscl ai med

TheMnames MIinks Mdescriptions Mscreenshots VMand
partyVMsoftwareMmentionedVMinMthisMdocumentVareVdpr
onllyysMor aMTec hnthd ogWymdinte ed omsme nd M g warNarstsaane M

i abilityVdf praYsyossotfhiwad e 3$slefcuuniti etgya RectciutrVac
fitn¥ssVareVsolelyVMdresponsibleVMfor MparVYegwal uati
sof t wareMbasedVonMyourMspecificMbusinessMrequire
allMnecessaryMlicensesVMandVauthorizationsMfor\Vits
associatedVMiwysbYdiatl3eaobawHalglyMHaawxweMnoMIl i ability\Vf

orMdamagesVMarisingMfromMdyour Museplarftiy\tsiofetl wame e\

LysoraMTechhwebegydbsHdtheVMright MatMdits\VsoleVMdiscr
toVvmodi fydMtheMcontentVof\VMthisVMdocumentVatMVany\Vti
toMproductVMupdates Mcorrections VMrhggwlrattor yMchan
Technol owpndent akesVnoVobligationMtoMupdateVMor \Vdno

thi sMdocument



ThdoedtumestprovidedVd ASMI S MandMforMgeneral Minfor
only MWhsiolreeWW TechwoltbggdMdhoVensureVMt heMaccur acy\as
contentMat VMt heVt ii méel¥nafk\e s mloieaatrireasm tNYo rMMh antp\ ti lkeal\

content \Vif s Weoamplreralcur édht Mi nformationMcontained
providedVwithoutVanyVdwarrantyVofVMmerchantability
nomnfring¥anethas slumeVdal |l MriskVMforNMtheMuseMonNMappl
ForMraggulydMcompl i anceMqueriesVM e g MFCC CPSCVMst a

supportMchannel



Pref ace

Il ntendedVAudi ence
Thi sMdocumentVMi sMintended\VMfor \

Net wor kMengineers

Technical MsupportMandVMservicingMengineers

Net wor kMadmi ni strators

Technical MSupport

Of ficialWMiwefpbsi tehelp | ysoratech com

Technical Msudwmp aNte@ay dor at ech com

Conventions

1. Ul yConventions

Ul MConvel|Description Exampl e

TheVinteractivey(® ¢l TOKKH

Bol df ace|bol df aldemcl udi ngV|[@2 Sel €onfi gMWi zar

menus MandMsoMon 3 Cliclcli ems s \

TheV\ Msymbol Vi n
hierarchical MMrel gSel 8gtte®idme

toVMaMspeci ficVite

2. Symbol s

TheymbohanthyVbe W mWUtnldi sMdocument MareVMdescri bedVas

© Warning
AnVMal ertMthatVcall sMattenwhobitNo\bit Huordtea rstt \biomdfNarr
foll otweenddr esul tMinMdataVdl ossMorMequi pment MMdamage



https://help.lysoratech.com/
mailto:support@lysoratech.com

MACaution

AnMal ertMthatVMcall sMatt e mhiiodnfMt roolte\swsrechd i satl ola ch\f aorr
foll otweenddr esul tMinMfunctionMfailureMorMperfor man

WNot e

AnMal ertMthatVcontainsMadditional MorMsuppl ement a

“@wSpecification

AnVMal ertMthat\VcontainsVMaVMdescriptionVMofMproduct \

3. Not es

Thi sMdocument MMprovidesMconfigurationMdetail sV in
andMsoftwarefYiNnthenNfexpe dYoagdVwedregieamceMpurposesNMonl
eventVdofVany\Vddi screpancyVeNéexpechedsiden drbet wad

version MtheVMactual MversionMshall\VtakeMprecedenc



Content s

P T B B L I
1 Change De S Gl Dl 0 e e e e et e e e e e e e eeenes 1
L1.0 LYSOFA 2,400 ...ceiiiiiiei ettt eeeeeene 1
1. 1 . Har dwar e G a g . S e 1

1. 1.2ftware Feat.ur.e..ChangesS. ... 1

2 Fast | Nt e i e A Ll B S . Sttt e et e e e e ne s 1
2.1 Configuration ENvironment REQUIFEMENTS .......uuuiiiiieeiieeiiiiee e e e eeeiies e e e e e e eeavaa e e e e eeeenennnas 1
22 R 1 PRSP 1

2.2 Default CoNFIGUIATION. .. ... 1
2.3 LOQIN T0 WED INTEITACE ....vuiiii it e e et e e e e e e eaaaannas 1
2.3.Clonnecting to t.he..Acces.s..Roi.nt. ... 1

2.3.Configuring the I P Addr es.s...af...t.he...Man2agemen!:

2.3.l3bgging in to..t.he.Web..Rage ... 2
2.4 WOTK IMIOOE ... e 3
2 0 4 LAIP MO e e 4
2.4 RO UT €1 MO0 e 4
2. 4. Wi reless Repeat.er. .. Mode. ... 5
2.5 Configuration Wizard (AP MOOE) ........oiiii i e e e e e e e e e 5
2.5 . Get t i Ng..Shiard e 5
2.5.CQ0NT 1 gUTI @l 0. Sl P S it 5
2.6 Configuration Wizard (Wireless Repeater MOAE) ...........uuuuiiiiieiiiiiiiiiiiiie e 9
2.6 .Get t 1 Ng. .Sl ld el 9
2.6.CQoNnf 1 guUTr @b D Sl @ P S 9



4

2.7 Configuration Wizard (ROULEr MOUE) ......coeveiiiiiiiiie e e e e e e e e 13

2. 7. Getting..Start e 13
2.7 .CQ0NT 1 QU @LidaDil Sl DS 13
2.8 Introduction to the Web INterface.........oooo oo 15

2. 8.Elnabl i g gaealifzi ng Net.woa.r.k..Di.s.c.a.v.er.y....15

2. 8.2 sabl irOrgg asneilzfi ng Net.wa.r.k...Di.s.c.ov.e.r.y...17

NI YV T G G | o o I o A ¢ Y o 1
3.1 Viewing the Network INfOrmation ..., 1
3.2 AddINg NETWOTIK DEVICES ... .coieiiiiiiieie ettt e e e e e e ettt e e e e e e e eetbaa e e e 3
3. 2. Wired CoONNe.Cl O i 3
3. 2. AP Me.Sihla 5
3.3 Managing NEtWOrK DEVICES ........uuuuniiieeeieieeiiiie s e et ettt s e e e e e e aee s e e e e e e eaataa e e e eeeeeeennrnnnns 12
3.4 Configuring NetWOrk PIANNING ........eiiieee e e e e e e e e e e e e e eeeneennnas 14
3.4.Configuring..Wil.ed. MLAN. .. 16
3. 4.CoNT 1 gUF I NY.LAUN ..o e 19
Wi-F i NI VLY o T O I = 0 S A O o o ST 22
o R @to oo 18 T o [ A €] {1V ] 1 22
N R O Y S A = . TN 22
4. 1.CoNT 1T gUT @ LD Sl P S 22
4.2 AAdiNg @ WI-Fi NEIWOIK ..o 24
4.3 Configuring SSID and Wi-Fi PASSWOIT ..........uuiiiiiiiiiiiiiiii et e e e eeaeenens 30
4.4 Managing Wi-Fi NEIWOTKS .....coooiii 31
S o e [T T R LTSI 1S 1 S 32
T O Y= S A = . PN 32



4. 5.CQ0NT 1T gUT @ LD Sl P S 33

4.6 Configuring Wi-Fi BANd ........coooiiiiiii 33
4.7 Configuring Band STEEIING ....ceveeiuiiii ettt e e e e e ettt e e e e e e eeeeenannas 34
4.8 ConfIgQUIING Wi-Fi B....coieieieeeeee e 35
e T @do )0 18 1T o YT U 35
4.10 Configuring Layer-3 ROGIMING ....uuuiiieeeiiiieiiiii e eeee et s e e e e e et e e e e e aeaaaan e e e e e e eeeaenennnas 36
4.11 Configuring Clent ISOIALION .........uuiiie e e e et e e e e e e e eeaeeennnas 36
4.12 Configuring Layer 2 ISOIAtiON..........ccoooiiiieee e 37
o G I @fo ] 116 |81 1 0 To Jt= 0 1200 At TS UUPPTTR 37
4.14 ENabliNg MLO ... 37
4.15 Configuring @ GUESTE Wi-Fi.....ouuiiiiiiie e e e et e e e e e e e 38
N R @ Y= S VA = V. TN 38
4. 15C02NT 1T gUT @ LDl S . P St e e 38
4.16 Configuring Wireless Rate LImMitiNg ........coooviiiiiiiiii e 39
N R C O YA I Y O - Y PSPPI 39
4. 16C02NT 01 QU @ LdeDidl Sl 8PSttt 40
4.17 Configuring Wi-Fi BlOCkIist Or AIOWIIST...........oiiiiiiieieiee e 43
N R (@ YT S VA O = V.Y 43
4. 17C02NT 1 QUT @ LD S P Siiiiieeeeeeeereee e 4 4
4.18 Optimizing Wi-Fi NEIWOIK.......cooii i 45
(O YA I Y O = Y RSP PTPPTTTRR 45
4. 18Ge2t t i Ng..Shodfdo il 46

4. 18 o3nfiguring GI obal..Rad.i.o..Set.t.i.n.gs......46

4. 18Co4anfiguring Standal.on.e..Ra.d.i.o..Set.t..ngsé9



4. 18C05NT 01 UG . . WL.O e 54

4. 18Co6nfi gu-Fi nBo&mi ng Opt i mi.z.at.i.on..(=»8.02.599k/ v)

4.19 Configuring IGMP SNOOPING . ....utuuuiieeeiiieeiiiia ettt e e ettt e e e e e eeabab e e e e e eeeenerannns 60
N R @ YA L= S VA O = V. PR 60
4. 19Co2NT 1T gUT @ LD . S P St 60
4.20 Configuring Healthy MOUE..........uuiiiiec i e e e e e e e e e e e aanrnaaas 61
A R o 1 10 [0 1o T (=7 62
4.22 Configuring Wireless SChedule ... 62
4.23 ENADING AP IMESH ... e 62
4. 23CoInf i gur i nRgL.Me. .Sl M. 63
4. 23Ad2d ME S N L D ML S ittt 64
S To o £ = V1 TN = o ) 66
4.25 ClENE ASSOCIALION ... 67
4. 25Configuring I ntel.l.i.gent..As.s.q.c.i.at.i.0n..67
4. 25Configuring Cl.u.ent.. . .As.s.0.C.l..at. .00 ... 6 8
4.26 Configuring AP Load BalanCing .........coooiiiioiii e 70
A & @ YA L= S VA T = TP 70

4. 26Co2nfiguring Client..lLoad..Bal.anc.i.ng........70
4. 26Co3nfiguring Traf.f.i.c...Laad..Bal.anc.i.ng....72
4.27 Configuring LED Status CONMIOL .......cooiiiiiiiiiee e 74

4. 27Colnfiguring Stand.al.one..LED..St.at.us.......74

4. 27Co2nf i gur i ag dNee tLVEDL. KS.t..@ .t l.Seeeeeeeiiiiiiiiiiiiiiiiiiiiiiiiiiiininens 75
4.28 WWITElIESS AUTNENTICATION. ... iee ittt ettt e e e e e e e e e e e e e e e e e raaenns 76
O T B A LI GV A = Y. T 76



4. 28Co2nf i gurdlnigc kOnleogi n o.n...Ly.s.or.a...Cl.oud..76

4. 28Co3nfiguring Voucher Aut hent.i.cat.i.on..0c83Lysor
4. 28Co4nfiguring Account Aut hent.i.cat.l.on..c84Lysor
4. 28o5nfiguring SMS Aut hent.i.c.a.t.i.o.n...a.n..LylsOodr a Cl
4. 28Co6nf i gRiergiimgamy 8 @l a@.U.d....oooovrviiiiiiiie e, 112

4. 28Comfiguring a#pnFrAeuet hUesnetri cLaitsitono.n..We.h..Lh8 er f ac
4. 28i8 pl aying Aut henticat.ed..Us.er.s...an. .. wek?2i nt er |

4. 28i9% pl aying Authenticat.ed..Us.er.s..on..Lyl2d®r a Cl

4.29 Configuring 802.1X AUtNENTICATION ......ceiiiiiiiiie e e e 123
A @ YA L= S VA O = N V.Y 123
4. 29Configuring 802..1LX.  Aut.hent..cadt.i.on.... 124
4. 29%i3kwing Wirel.es.s..Us.et&. .. .Li.S.to.. 129
4. 29%Nidewing Wir.ed. User. .  Li. .Sl 129
5 NEet WO T K S 8t L0 S ittt 131
5.1 SWItChING WOIK MOAE........uniiiiii e e e et eeeaeeeees 131
5. 1. WOor K MO8 131
5.1.%20Ofgani zing Net.wo.r.k..Di.s.COV.el.Yo. 131
5. 1.C0NTf i guUTI At 0. Sl P S i 131
5.2 Configuring Internet ConNection TYPE (IPVA) .......iii i 133
5.3 Configuring Internet Connection TYPe (IPV6) ......cccoeii oo 134
5.4 ConfiguIiNg LAN POF ..cuueeiiii ettt e e e ettt e e e e e e e e eeabea e e e eeeeeenes 135
5.5 Configuring REPEAtEr MOUE .......ccoieeiieeeeee e 137
5.5 W F ed ReE P EaA L. B e 137
5. 5. Vi rel €5 S . RE.P.EAL. L 138



I O Y= 11 T = BV I N PSS 141

5.7 ConfiguriNg POIT VLAN ... 142

5.8 Changing MAC AGAIESS ......u ittt e ettt e e e e e e e eeabab e e aeaaeeenes 144

5.9 Changing MTU ... 145

5.10 Configuring DHECP SEIVET .....cciiiiiiiie et e e et e e e e e e e e e e eaaaaenes 145
5. L OD HIC P S Bl Ve Bttt ettt e e e e e e e e e e een e e e e e e eenees 146
5.10Co2nfiguring the DHCP..Ser.v.er.. . Eunc.t.i.omnde6
5. 10Di3playing Onli.ne..DHCP..Cl..ent.s. ... 147
5. 10i4s pl aying the DHCP .St.at..c..lL.P..Addr.esls48Li st

5.11 ConfigUIING DINS ... 148

5.12 Configuring Self-Healing MESh.........cccooiiiiiii e a e 149

5.13 Configuring Hardware ACCEIEration .............ciiiieiiiiieiiiiis e et e e e e e e 149

5.14 Configuring Port FIOW CONIOL .......uueiiiii e e e e e e e e e e e e eeeees 150

5.15 Configuring ARP BiINING .....cooiiiiiiiiiiiie et e e e e e e e e e eeee 150

5.16 ConfiguriNg LAN POITS .....uiiiiiiiiiiiiiie ettt e e ettt e e e e e e e eeababn e e e eaaaenees 151

B.17 TPVEB SBIINMGS. e e e e e e 153
50 1 TQVIE I Voot d@ Mttt 153
5. 1 71.P2V 6 Bla.SilCoiiiiiiiiiii 153
5.17.P3v6 Address Ass..g.nme.n.t...Met.hods....... 154
5. 17Enda bl i N L PMuB e 155
5.17Cobnfiguring the | Pve6e Addr.es.s..f.or..t.he 5WAN Poi
5.17Co6nfiguring the | Pv6 .Addr.es.s..f.or..t.he 57/AN Po |
5. 17V.i7ewi ng DHCPRN.6...ClL.i..eNnt. S e 160
5.17Co08nfiguring the Sta.t.i.c..DHCPRv.6...Ad.d.r.e.sls60

Vi



5.17Co9nfiguring the .lL.Rv.6..Nei.g.hboutr..Li.stl...161

6 SWIi T Ch Mamn.a g @ et i 163
6.1 CoNfigUIING RLDP ...ttt e ettt e e e e e et et e e e e e e e ee ettt e e e eaaaeeenes 163
B . L LAV B I Vodeed@ Mttt 163
6. 1.CQoNT I gUTI @t 0. Sl P S e 163
6.2 Configuring DHCP SNOOPING ....citiiiiitiieie e et e e et e e e e et e e e e eeeaeaasn e eaeeaaeenns 164
B . 2 ALV B I Vodetd Mttt 164
6. 2.CoNnf i guUTI @b D . Sl € P S 165
6.3 Batch Configuring SWILCNES........ooiiiii e 166
B . 3 LAV B I Vodeed Mttt 166
6. 3.CQ0NT I gUTI at. . 0. Sl B P S e 166
6. 3. Verifying Caoanf.i.gur.at i 0. ... 168
Gat eway Mana.g .M.l e 169
Online Client. .. Manageme.Nl o 170
8.1 Configuring Clent IP BiNAING .......ccuuuuuiieeieiiei et eeeaaeeees 173
8.2 Configuring Client ACCESS CONLION ... ..o 175
8.3 Configuring ClieNt ASSOCIALION ........uvueiiiieee e et e e e e e e et e e e e e e ae e e e eeaaeene 175
S =] (0Tt (T T = P PRR 176
8.5 Configuring Client Rate LiMItiNg ........uiiiieiiiieiiiis e e e e e e e e e e aeeeees 178
SY St @M S L S 180
9.1 POE IN SEIINGS ... eeeteieiiiie ettt e e et et et e e e e e e e e e ee e bbb e e e e e e e eeebt e e eaaeaaeenes 180
0.2 SYSTEIM OGS ..ottt ettt ettt e e enaas 180
9. 2. VIi ewWi Ng Sy sS.t.em.  L0.0.S e 180
9. 2.Qonfiguring . .Sys.t.em. . Lo.gS. ... 183

vii



9.3 Setting the LOGIN PaSSWOIT ........oveuiiiiii e e et s e e e e e et s e e e e e e e eeaananeeeeeeaeeees 188

9.4 Setting the Session TIMEOUL DUFALION ........coooi i 189

9.5 Setting and Displaying SYSIEM TIME ......ccoiiiiiiiiiiie et aeaeeeees 189

9.6 ConfIGUIING SINMP ... e 190
9 . B LAV B I Vodeed Mttt 190
9.6.Q obal Confii.g.Ul.at 0N e, 191

9.6.V3 ew/ Group/ Communi tyl.Us.er..Ac.c.es.s..Co.nMt9r30 |
9. 6 . ANMP Service Typical Counf.i.gur.at.i.on..2x0B8mpl es
9.6.Configuring . .lrl.ap..SerV..C i 2009

9. 6.Terap Service Typical .Counf.i.gur.at.i.on..Bxdémpl es

9.7 Configuring REDOOL .......oiiiiii e e e aaaaaaan 218
9. 7.Rlebooting the..Mas.t.er..Dev.i.Ce.ooooiiiiiiiiiinininnnns 218
9. 7.Rebooting L.oc.al... DB Vi LB 219

9. 7.RBebooting Al Devi.c.e.s..on..t.he..Net.wor.k19

9. 7.Reebooting the Spe.c.i.tf.i.ed..Dewv.i.ces........220

9.8 Configuring Scheduled REDOOL .........coooiiie e 221
9.9 Configuring Backup and IMPOIT ........uuiiii i e e e e e e e e e e e aeenes 222
9.10 ResStoring FACtOry SELHNGS ....civiieiiiii ittt ettt e e et e e e e e e e aeaaa s e eeeeaeenes 222

9. 10Relst oring the Current .Deuwv.i.cC.e..t.o..Eact2@rry Set
9. 10Re2st oring Al Devi c.es..t.o..Fa.c.t.or.y..Se.t2t2i3n g s

9. 10Re3storing Master Devi.ce..t.o..Facit.ory. .24t i ngs

9.11 Performing Upgrade and Checking System Version ..o 224
9. 110Nl T Ne U gl d.d. i 224
9. 11Lo2c al O o T O - o = P 225

viii



9.12 Configuring the Compatibility MOOE..........oeeiiiiiiii e eeeeeeees 226

9.13 SWItChiNG SYStEM LANQUAGE ... ..o 226
9.14 Configuring ClOUT SEIVICE .....coiiiiiiiiie e ettt e e e e e e et e e e e e aeeeees 227

9 . L AQVIE I Voot d@ Mttt 227

9. 14C0o2n T I GUT At 0. Sl P S i 227

9. 14Un3bi ndi ng Cl.oUd. .Sl V. .C.l i eeeeaaanns 229

10Net wor k Di @ag.no.8.0.S...T.0.0.1 S e 231
10.1 NEIWOIK CRECK ....niieiiiieei et e e e e et e e e e e e e e et aeeeeas 231
10.2 NEIWOIK TOOIS ...t e e e e e e et e a e e e e e e ae b e e eeaas 232
TR T N =T ¢ ST 234
OB = 0| A @70 | =T i o o BTN 235
O SR == Tod 1= A ® o =11 1T P 236

1 O SRS PEUTT 239
12,0 LOGIN F@IUIE ..ottt 239
11.2 Factory Setting RESTOIATION .......ccuiiiiiiiiiie et e e e 239
R T 11 o o [ 0 1 TR 239

2 o I o T o U o S 240
D R U T o] £ PSPPSR 240
D2 U Y= g 17 o3 YA 1 Yo P 240



ConfigurationVMGuide
toMtheVMtextVdthatVyouMwant\VMtoMdappear\VMhere

Error

VUseVt heVNHome\Vt athela ddiNragp\p | Wy

1 ChangeMDescription

Thi sMsectionMoutlinesVMtheVMkeyMchangesVMinVMsoftwar

versions

MForMdet ail ed\N hdirfdfweareeersiticdbas geép M bas e eatll

releaseMnotesMprovidedVMwithVtheMsoftwareVdrel ease

11 Lysor a\

l.11Har dwareMChanges

TheMfoll owingVMtabl eMIlistsVMhardwareVdmodel sMsuppor
Type Mo d e | Ver si ondMNumber
L Lite X X
WiFi M VAP
L X X
L Lite X X
WiFi M MAP
L X X

1.12Sof t wareMFeatureVdChanges

Thi sMi sMt heMfirstMofficial Mrel ease
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2 Fast MMl nternet MAccess

21 ConfigurationMEnvironmentVRequir

211PC
Browser VMiGroommge eWICht ernet MExpl orer \ > al
Chromium InternetbdBEspddbeonoWkersdl suchVas\ N E

areMsupported MExceptionsMsuchVMasMgarbleMor\VMfo

unsupportedMdbrowser Vi sMused

Resolution olrMdaVMhixglher WMresol utionVMisMrecommend

areMused MtheMpageMfontsVMandVMformatsMdmay\Mnot\Vb

ot herVMexceptionsMdmay\Mdoccur

22 Def aultMConfiguration

Table2-1 Def aul t MWeb\MConfiguration

| t em Def aul t

| PYaddr ess

AMusernameVMi sMnot NMreq
Username Password i nMNforMtheVMfirst\M¥Mti me

admi n

23 Logi nM\etblont er f ace

231ConnectingMtoMdMt heVAccessVMPoint\

YouMcanMopenMt hedmanagement MpageMandMcompl eteVMIn

afterMconnectingVMaVdclientVdtoMtheVMaccessVpoint\Vin

Wi redMConnecti on

ConnectVaMdl ocal MareaVMnetwor k4 LAN MportVNMof\VMthe
theVPC MandVMsetVMtheVll Bdanfldgeassdgltihbe8NPCAYBEESN

Management MCl i ent
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Wi relessMConnecti on

OnMdaVMmobil eVNphoneVMor V]l aptop LYsed8XacXhX XXX VMws Mehe
l astMdMfourVMdigitsMofVt heVWMACMNaddressVof\Vdeach\Vde
setMtheVlI PYaddressVof\VdtheVMmanagement VdClient VMa
ConfiguringMtheMlI PYAddressWYWof\VdtheVMManagement\VC

232ConfiguringMtheMd]I PYAddressMof VMt he\VMa

ConfigureManVMI PVYaddressVMforMtheVMmanagement\Mclien
defaultMdl PladdressVMofVdtheVMdeviceMd TheVde\Yand \tVYhdee
subnet MmaskVi s\ MsoMt hatVtheVMmanag

example MsetMtheVMlI PYaddressVofVdtheVMmanagement Vcl

MACaution

MakeVMsureVMt hat VMt heVwkb¥hhtess\hldareg\easss\Witthlecdan M pi n
accessVMpoint

TheVdl PYJaddressMofVMdtheMmanagement Mcl i e\nt elccaansneot
thisVl PVaddressVisMreservedVMbyVdtheVMdevice MIf Nt
address MitMcannotVMaccessVMtheVMdevice

233LoggingMdinMtoMdMt hheMWeb\VPage

(1)) EnterMtheMI PladdresildoWwMdefault Mof\VMtheMaccess\VMp
barVMofVdt heMbrowserVdtoMopenVMtheVdl ogi nMpage M

WNot e

| fYMtheVMstaticMdI PYaddressVof\MdtheVMdeviceMdisMchange
address MtheVMnewMI|I PVYaddressVMcanMbeMusedVtoMacces
deviceMasMl ongMasMtheMmanagementVMclientMandVMthel
segemt Mof MaMLAN

2) OnMt heMwebVMpage VMent er LiolgetNgMaestweorr \dtVeen\dwecd M mak M

system
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2.4

toMtheVMtextVdthatVyouMwant\VMtoMdappear\VMhere

Lysora
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Log in Select the project type Prepare for configuration Configure VLANs

Please enter your Cloud account to log in.
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Lysora Password

* New Password
There are four requirements for setting the
password:
The password must contain 8 to 31
characters.
The password must contain uppercase and

lowercase letters, numbers and three types of

special characters.
The password cannot contain admin.
The password cannot contain question marks,

spaces, and Chinese characters,

* Confirm Password
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Total Devices: 3. Other Devices (to be added manually): 2.
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Please enter the Wi-Fi password

Primary Router SSID Lysora—sD620

* Password

The primary device currently selected is a Lysora product. The

Wi-Fi name and password of this device is the same as that

of the primary device.

6) Set Mt heMSSI DVand\ pay wohrednV adnt dhvealltWwiwo k W M wi | | MbeVNr

Local Router Wi-Fi

© Same as Primary Router Wi-Fi

* SSID(2.4G)

* SSID(5G)

Wi-Fi Password (@)

New Wi-Fi

(7) Set heMcoumretgiwdeVVandVdti meMBSame MandMcl i ck\
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Country/Region/Time Zone

* Country/Region

United States (US)

* Time Zone

(GMT-5:00)America/Mew_York
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O Every network varies in devices and configuration. You can add devices of Other Network to My Network. @
My Network
PC2_LR300 (8 devices)
Model SN 1P Address. MAC Address Software Version
) Workspace s Lysora
) ﬁn Lysora
Devices.
AP Lysora
{1 diients
Lysora
System o Lysora
Lysora
Lysor
Lys
Other Network
@ Model SN 1P Address MAC Address Software Version
m AP Lysora

| fdVt heMtargetMdMdeviceMi sMnotMconfiguredMyet Myou\
password MIfMtheVMdeviceMdisMconfiguredVdwithVMaVdpas

passwordJvof VMt heVMdevice MIfMtheMpasswordVdivsVNincor
net wor k \

Add Device to My Network =

* Password

Forgot Password m
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322 APMN Me s h

1. Overvi ew

AfterMbeingMpoweredVonVMandV¥nabl éd4dWAPHWbBleasthdill s e
aMMesdapabl eMNnewMAPMcanVMbe\Vlmgaipradd \ewWiwti ir \ed telsessr\dMe/s It
targetMdMnetwor kMt hroughVMmultipleMways FEFiTrHenVMt heVA
configurationMwithVMotherVMdevicesMautomatdpoaht g\V\
suchVasVMcompl exVwirel essA\vired wbA RN mgn\ama\Macarbr @ smtge

uplinkVwirelessMdevice MsuchMasVManVMAPMorVMrouter

SearbcahsedMpairi ngwebogwitveM\faatddeiNlceMonVt heVMtarg
SearchMandVaddVAPsMtoMbeVpaired

Wi redVpairing MConnectVMtheMnewMAPMYtoMaVMwireles
andMEt hernetVMcable MTheMnewMAPMwill MgoMonlineVMo

AfterMpairingMdfinishes MtheMnewMAPMobtainsVMtheVw
net wavi ldeMnei ghboringVAPs MlnstallVJdtheMnewVAPMas\
optimal MneighboringVdAP \

2. ConfigurationVdSteps

( Start >
Wired

‘ i Connection
Web-based Scannin Pairing Mode?

Search-based Pairing Wired Pairing
. . (Uplink Device is
(Uplink Device is AP) AP/Router)

Verify AP Connection

)

Install AP

i)

Verify Mesh Networking

)

o
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3. Configuration\VStkhgseld\bR aliSreiarm g\h

ACaution
UplinkVMdeviceMi sManVMAP

TheVmastemude pibeg\Eroiny i gured X“PHmMeswNmBayWur e\
occurMdueMtoMconstantMchannel Mscanning

TheVnewMAPYmMust\VdbeVinMfactory\Vdstatus

ltdycanMbeMscannedVonl ydMdwhenVtheVdliveEnablivong\Vi
APMN MdEohr Mdet ail s

Pl aceMt heVMnewMAPMnoVMmoreVMthanV MmetersMaway\Mfrc
t hedMnewVAP\MCcan\Wrielcsdigwmeald tNHe\oWiMt heMupl inkVMdevi ce
todbeMscannedVdueVMt oMt heMl ongVMdi stanceMorMobst e

YouMcanMscanMtoVddi scoverMnewdMAPsVYonMt heVAPM Mest
supportingMdtheVAPYMeshVMfunctionVMonMdMtheMnetwor k

(1)) PowerMdMonMt hedMnewMAPVYand\Vdpl aceVditVMnearMdt heVAPVMoO

2 LogVMi nWwtedWti mewefr\faa\cckevi ceMonMt haNett avrovikdeénet wor k
mode MOischkhVer \NDeWtitteelsupper MriBhysSicoaheVapdMo by
pageMtoMdMscanMt heVAPsMinMotherMdnetworks\VMnot\VMplu

Lysora - soicei® @t

Physical Topology

Workspace

&9

7] =]

) o
&> = Refresn

) Last Updated: 2025-09-25 03:19:41

(3) On N tAhPe\NM epsahg e S latina\KAld d M DteovMi scceasnMdevi cesMt hat Mar
connected\Vt oWt mel\ameltEtvadbbdken e t \
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Device Networking

AP Mesh
When AP Mesh is enabled, Devices that support the AP Mesh function can form a network either wirelessly or through a wired connection, The system will automatically optimize mesh
links by considering factors such as signal strength, wireless mode, number of antenna streams, channel width, and signal loss across mesh hops to choose the optimal uplink.
]2 Mesh Networking (D)

@ 1= Configure Mesh Wi-Fi m

Mesh Devices List

Username Model SN IP/MAC Uplink Status Connectivity Quality

Total 0 n 10/page

4 Sel ect Mt heVMAPs VMt oWMbetadddeée deldphviiviogylhit cIRAPs e \
sel edat&édMti me MWaitMdMuntil VMnetworkVYmergingVdfini

& Back
Discover Devices
100%
Total Devices: 1
Model MAC
Up to 8 devices can be selected. Cannot find the desired device. (%)
Re-scan Mesh Networking
< Back
® ® ®
Discover Devices Mesh Networking Finish
100%
inish
Model

[o

Up to 8 devices can be selected.

Cannot find the desired device. (2)

MAC
=

(5) Check\Vt heVt ophPhysgiyclaoln\Wh dogp@lMNo oy makeVMsureVMt hat Vit |
hasMconnectedVtoMtheMuplinkVMdeviceMinMwirel ess



ConfigurationVMGuide Error MUseVMtheVMHome\Vt aHhela diNrap\p | Y
toVtheVMtextMdthatVyouMdwant\VtoMappearVMhere

SN:

\?/ i“

® Clients

®6) PowerMof fdt hedMnewMAPVandVinstall\VitMas\Mplanned

(7 LogVMi nWtedWt mevefr\faa\cckevi ceMonMt heNett avrovikdeénet wor k
mode MchewviseBAB A\MakeVMsureVMdthatVdt heMnewMAPNYiIi sMon

= 53
correspondingVMent . ; . __ MitaVRsBEAYCWOWIhNf srorhautmino M

TheMiconVMindicatesVMthat\VdwirelessVMbackhaul Vi sVMp

Al(2)  Gateway (0) m Switch (@) AC(0) Router(0) O Select  Reboot Batch Upgrade () Delete Offline
Group: All Groups  Expand © Basic Inf RF Information Model
Username (9 el Relay Clients
M SN IP/MAC
Inf tion Working Mode /! Device Group Softwan Action

(0 Wired Vie 2
o % 3 AP 1 Default Lysora Manage Reboot
o D AP 5 0 Default Lysora Manage Reboot

Total 2 [ 1 | 10/page

= §@G
8) Cl ivdikew\N D&todilloswi .. 5 .~ .. MconMtoMobtainMdMinformat.

uplinkVMdeviceVMandVRSSI

(
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All (2) Gateway (0) Switch (0) AC (0) Router (0) = Select Reboot Batch Upgrade ®
Group: All Groups  Expand C © Basic Info RF Information Model
Username (O Relay Noise Floor: -90 dBm
Model SN . hannel
Information M 90 9%

RSSI: -24 dBm Goo«
) Wired Vie
o« ® ) Negotiation Rate: 286 Mbps

ptime: 2 minutes 43 seconds

4. ConfigurationMStepsMforMdMWi redVPairing\

ACaution
UplinkVMdeviceMi sManMAP MorVMrouter
TheVnewMAPYmust\MdbeVinMfactory\Vdstatus

ltdycanMbeMscannedVonl ydMdwhenVtheVdliveEnablvong\Vi
APV M&xh Mdet ai | s

(1) PlugMoneVMendVofVdMtheVEt hernetVMcabl eMtoMt heMupl i
endVMt oMt heVMdownlbnKKdpoteddbdadahHdARt argetVMnet wor
takesVMoneMt oMt hreeVminutes MWhenVtheVsystem\Vdst

Mesh\Mnet workingVdfinishes

2 LogVMi nWtedWVt mewefr\faa\cckevi ceMonMt heNett avrogVvikdeénet wor k
mode VMchewvwiseesVUmakeVMsureVdthatVtheMnewVAPViIi sMon

All(2)  Gateway (0) m Switch (0) AC(0) Router(0) & Select Reboot Batch Upgrade @ Delete Offline
Group: All Groups  Expand © Basic Inf RF Information Model
Username (O ot Relay Clients
M SN IP/MAC
information Working Mode /! Device Group Softwan Action

O Wired é
oS AP 1 Default Lysor Manage Reboot
B » "o Detaut lysor- . Manage Reboot

Total 2 ll 10/page
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B) SelHeal i ngY Bl&hdbH edMbyVdafauli sMddi sabdl feadr \Mkentadil les! |

4
®)

(6)

seke WConfigurHeagMNiSey NMeosdthc o mp | e tt ewditrheehlews s defdf \
process

UnplugMdMt heVEt hernetMcable MpowerMoffVMtheVnewVdA

LogVinWedWiti mewwfr\fea\cdkevi ceMonVMt healettavroviktdénet wor k
mode VMchewviseBWB A\MakeVsurelVdthat\VdtheMnewVAPMi sMNon
= 5@

; - MtaVRBIACWOINNTf ccrorhautmno M\
TheMiconVMindicatesVMthat\VdwirelessVMbackhaul Vi sVMp

correspondingVMent .

All(2)  Gateway (0) m Switch (0)  AC(0)  Router(0) O3 Select Reboot Batch Upgrade ) Delete Offline
Group: All Groups  Expan (- RF Information Model
Username (9 . o Relay s Clients
M N i IP/MA( i
lodel Milormation Working Mode /MAC Device Group Softwan Action

£ Wired 0
* ® AP 1 Default Lysora Manage Reboot
. ® D AP ' 0 Default Lysora Manage Reboot

Total 2 n 10/page
= 5@
Cl iVcdike\w\N D&todilloswi .. 5 .~ .. MMconMtoMobtainMinformati
uplinkVMdeviceVMandVRSSI
All (2) Gateway (0) Switch (0) AC (0) Router (0) o Select Reboot Batch Upgrade ®
Group: All Groups  Expand © Ba nfo RF Information Model
Username (9 Relay Noise Floor: -90 dBm
Model SN . hannel
Information 0%

= RSSI: -24 dBm Goo
O Wired Vie
« * Negotiation Rate: 286 Mbps

ptime: 2 minutes 43 seconds

o« ® ) ' [ Uplink ]

5. Enabl i ngd¥yWANMPoOTrt

TheVWANMport\MVYworksVasVdtheMwiredVuplinkVport\Vof VMt

theMtargetMdnetworkVthroughVdMeshVYpairing MtheVdWAN

10
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wantMdtoMconnectVthedMMeshVAPMtoVMotherVMdownl!l ink\Vde

net work Menabl eMthisVport

(1) Loy nMthe M we b\ idonftVetrhfealcnee t w &lh k gV & to W @\i¢ik die
DevitAB VandMah ahde xt It o WarM\dtehve \cAeP M| i st

All(2)  Gateway (0) m Switch(0) AC(0) Router(0) O Select Reboot Batch Upgrade @ Delete Offline
Group: All Groups ~ Expand o ! RF Information Model
Username () i Relay Clients
M SN 1P/MAC J

Infor ion Working Mode /! Device Group Softwar: Action
3 Wired 2

V .« . AP 1 Default Lysora Manage Reboot

y > AP . 0 Default Lysora Reboot

Total 2 [ 1] 10/page

2 ChooGenfNiAlgdlvandEdabl eVWANg ENnabdyeindSa& Vv élc k\

The WAN port is used as an uplink port of the AP by default. When the device works in the wireless repeater mode, the WAN port is disabled by default. If you want to extend network coverage
through connecting the WAN port of the AP to a switch, enable the WAN port first.

enable @D

6. Queryi ngdyMeshVAPsVMandVMesh\VDetails

(1) LogVi nWedWti mewefr\faa\cckevi ceMonMt heMtarget\Vdnet wor k
(2) Quer ydNMeshVAPs

Met hodWetWlowwkdmmode McheckVt heVlRhyoil ogly\Wbopidlhedy
page MTheMAPMthatVconnectsVMtoMtheMuplinkVMdevic

SN:

\?/ li“

® Clients

SN:

11
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Met hodWet Wiolwikdimeode VMchewviseAB VI fVManVMentry\Vdcont a

= 5G . . .
Vi nMRAkedy VI nf &romhautminomt heMcorrespondi ngVAF
All (2) Gateway (0) m Switch (0) AC (0) Router (0) o Select Reboot Batch Upgrade & Delete Offline
Group: All Groups  Expany O f RF Information Model
Username (9 Relay Clients
Model SN Mformation Working Mode IP/MAC Device Group Softwan Action

5 ) Wired
ke A 1 Default Lysora Manage Reboot

Total 2 n 10/page

B) QueryVdVMesh\MnetworkingVddetails

I Net woWikdieode Mchewis€BB ASel ect Mt heVt avigeew\MAP
Det alin $Rakdy VIl nf &rorhautminodlnt oMobtai nMt hedMMesh\VWnet w

All (2) Gateway (0) m Switch (0) AC (0) Router (0) B Select Reboot Batch Upgrade ®
Group: All Groups  Expand © Ba nf RF Information Model
Username (9 Relay N Floor: -90 dBm
Model SN . hannel
Information o 10%

z RSSI: -24 dBm Good
) Wired Vie
° ® Negotiation Rate: 286 Mbps

ptime: 2 minutes 43 seconds

o  [E] e

33 Managi ngMd¥Networ kVDevices

YoulMcai\wWhfiogvmafaV 6 N d evM tcltees\Mnet wothnfiYgu¥dyedand\Vd mana
a Mlevianeld \h e M nley Woirlkgndi Wén Mt oM o nl y dnountehVdeddenvel tcweoldr kM
Foll owMt heVMf ol lcawisrsglt hiewaied/g evant Wpage

Met hod\ MClickMdtheMdeviceMiconVMinMtheMupper \Mr
theMdeviceVMIistVMview

12
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Physical Topology | D4 + Disc

Met ho@€HdooNetNwoWikdyeDe v isc e

Lysora Search 01 Alert Center @ English Fit
m Galeway (1) AP(3)  Switch(4) AC(0) Router(o) o select Reboot Delete Offline

® (1 andle

o Usemame () Model sN 1P/MAC Software Version Action

y = . : Lysara Manage Reboot
(%) workspace

— = Lysora Manage Reboot

&] Clients . Manage Reboot
= system . -l = Lysara Manage Reboot
s - Lysora Manage Reboot
Py S Lysora Manage Reboot
P ee— Lysora Manage Reboot
. - E Lysora Manage Reboot

Total 8 n 10/page

Cl iMaknla @M comd\hglsetleci ed\l

Galeway (1) ~ AP(3)  Switch(4) AC(0) Router(0) & Select Reboot Delete Offline
0 fandle
Username (@ Model SN IP/MAC Software Version () Action
@ = - Lysora Manage Reboot
oL & Lysora Manage Reboot

bt Feboot

Cl iSce \d aste | aotf\f I i neMdeviDeéd etlaN ®bdllIrieaneWw e Mt he\
seledeeddeMdMfromMt heVMl i stMandVMtheMtopol ogy

LGN Gateway (1)  AP(3)  Switch(4) AC(0) Router(n) O Reboot Delete Offline

B

o Handle
Username (O Model SN IP/MAC Software Version () Action
y . S —— witch & L2 Lysora Manage Reboot
- t b Lysora Manage Reboot
- Al Lysora Manage Reboot

13
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m Gateway (1) AP(3)  Switch(4) AC(0) Router(®) O Deselect Reboot Delete Offline

B Username (3 Model SN IP/MAC Software Version (% Action
V o wm— ’ Lysora Manage Reboot
Loaene ysora Manage Reboot
= Manage Reboot

34 ConfiguringVdNetwor kPl anning

ChooSetMwoWikdieWo r k s pldadkeet wor KMPIl anning

Lysora
Physical Topology =1 B3 @4 01 D4
Workspace =
~ 0 o
&= 2 ®
Network JWLAN O. PTV
Devices & i
Clients Quick Se.
System o Wireless
Wi-fi  Radio Se... Rate L
&
Rotate
S Q () Q = &
o]
locklist ... Wire Restore
@ = ; | o
& e = Refresh
Load Bal... LAN Por ED S L=
L-D E]
nt As... Domain

Last Updated: 2025-09-17 04:00:13

ClickVdtheVdSSI NtNac\berdii aghnutrtaeos Ml det aiWiBi MBleeWC€hRkPt e
Settings

14
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Network Planning(2) Al ~

Add Wired VLI\N] [Add Wi-Fi VLAN

VLAN1
VLAN1

Wired VLAN ~ Wi-Fi VLAN

SVI Address: (Gateway)
192.168.100.1

DHCP Pool (Enable)
192.168.100.1/255.255.255.0
IP Count: 254

Lease Time (Min): 30

VLAN3 Wired VLAN
VLANOQOO3

AP

RS

@ <

@4

=]
LANZ LANG/WAN3
WAN (&) port 5
Pl W EETS e W —
. L |-
SN SN SN
) part&
(Cwan ) port 19 Jr
Rotate
-\ el sw ==z o
L ® AP Group L] Restore
SN SNCT -
o
port 15 Refresh
Lysora-m18A3 H) (a SSID1 - SSID-11111111

P

EAREAAAR

T

15
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Edit Wi-Fi VLAN

Wi-Fi
* Name (3
Purpose
Band
Security

X

Lysora-m18A3
General loT Guest
2.4G 5G 6G O

By combining multiple bands under one SSID, clients can automatically

select the best band.

Encryption Type @ Open Security O]

* Encryption Mode

Hide SSID

Advanced >

341Configur.i

OPEN(Open)

The SSID is hidden and must be manually entered.

nNgdWi redJVVLAN

ChooSetMwoWikdieWo r k s pladkeet wor KMPIl anning

On VN tNeetM\Wwor kN PlpamgWi inkglldW r ed M VL AN

16
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" , ) <
Network Planning(2) A @é
a
(Cwano)
VLAN1 Wired VLAN  Wi-Fi VLAN
VLAN1
SVI Address: ( )] - (] DHCP Server
192.168.100.1 & :
.
DHCP Pool (Enable L s 4
192.168.100.1/255.255.255.0 |
IP Count: 254 - . | .
. - (CLang) (anz) (Lans/wans )
Lease Time (Min): 30 (wan) e (ports)
T T T
VLAN3 Wired VLAN > L7 Sw o mmome. sW -
VLAN00O3 . o
5 C )
+ & (ports)
(wan) (€] (oot 15) N
Rotate
= = sw == o
. ® AP Group . Restore
o
port 15 Refresh
(port1)
T
; . ; 5 §
(=~ soramiBA3 N ssp1 @ seiD-111111 -
= I ) 7 bt ] = RPN

Al t er natoiuWeslayjn 8\ct ManVMexi st i ng\Sveit gtV ANMIaANM M c !l i ¢

g (£
Network Planning(2) P
Q‘o
id Wired VLAN || Add Wi-Fi VLAN
VIANT Wied VAN WLAVAN o
VLAN1 ?
-~ a8)°
VLAN3 Wired VLAN [
VLAN0003 K
WAN Gi B
2 P sw o
A4
|
GiS o 1
[ 3 port
1 ; e
A =
T
- . SW ==
b cre . ar
Rotate
~ O
Restore
port
— o
sw === Refresh

(1) ConfigureMtheVWWVLANVMI D MaddressVdpool Mserver Man
configuredVasMtheMaddressVdpool MserverVMby\VMdefau
andMaccessMswitchVexistsMinMtheMnetwork MyouMca
addr ess VYpreal WsEadifctkedr MVLANMpar ametersMareMconf i

17
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re VLAN Parameters 2 Configure Wired Access

Description:
VLAN Add VLAN
VLAN 1D
Address Pool ©
Server
Gateway/Mask: 1921681001 / 2552552550

DHCP Service: (D)

IPRange:  192.166.100.1 182,168.100.254

(2 Sel ectMtheMtargetMdMswitchVinMtheMtopol ogyVdand\a
Next

3 Confirm Config Delivery

VLAN20 (test) 192.168.20.1-192.168.20.254 You have selected 0 device(s) with 0 port(s).

No Device and Port Selected

Step 1: Click to select the device in the topology.
» Step 2 Click or drag to select the port.
Rotate

Restore

[ provous i Mot |

B) Pl easeVMconfirmMdtheVMdel i veBSatd®cldreflicgpwurfa tgiuams M aom

takeVeffectMdMafterMVMaMfewMdminutes

18
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To configure ( test VLAN20 192.168.20.1-192.168.20.254 ) , configuration will be delivered to 2 device(s).The following configuration

will be delivered:
e
n - Add VLAN 20P Address: 192.168.20.1 Subnet Mask: 255.255.255.0
DHCP Pool. Start IP Address: 192.168.20.1 End IP Address:192.168.20.254
DNS: 192.168.20.1 Lease Time (Min)480
. o e -
LR e Add VLAN Vianid: 20
. s—— Port Gi1 Set as Trunk Port, Native Id: 1, Allow Vian: vlan1,20
4 Port Gi5 Set as Trunk Port, Native Id: 1, Allow Vian: vian1,20
w == P
4
=
Rotate
w =
e . o
Restore

===

342Conf i gurkFing¥MWAN
ChooSetMwoWikdieWo r k s pladkeet wor KMPIl anning

On VM tNeet\MWwo r k M P MNaangrdi indodk ol ¥ BVIL YA N

3 <
Network Planning(2) frasn)
g
Add \ | =2
WAND
VLAN1 Wired VLAN  Wi-Fi VLAN |
VLAN1 | -
.- (]8=
SVI Address: ( ) R eacssnsa
192.168.100.1 .
e r 4
DHCP Pool (Enable . .
192.168.100.1/255.255.255.0 i) iz (AN
IP Count: 254 (WAn ) (G ports)
Lease Time (Min): 30 ‘ .
a W ==_ oW —
VLAN3  Wired VLAN N . '
VLAN0003
A A b
T
¥, . sw ;::.
5 aro v Nl
Rotate
DDJ_ o
: Restore
'rc-‘\'
_ o
sw === Refresh
( = Lysora-m18A3 »..«\. (= SSID1 Ho‘ ’R SSID-11111111 M‘o-:‘ eee
[— VN P — AN o

Al t er natoiuWeslayjn 8\t ManVexi sting\dwlertedl g &L XNABNIN\NC

(1)) ConfigureMthReVpssdODwEWIN akkprdhmd exPlaindkld heVMadva
settingsMandVdset\Vdt heVAMextameters MThen MclickV

19
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Configure Network Planning/Add Wi-Fi VLAN X

2 Configure VLAN Parameters

Wi-Fi
Name @
Password
Purpase . loT | Guest
Band 4 66 O
Security

EncryplionType  Open @
Encryption Mode
Hide SSID

Advanced

SSID Encoding () UTF-8

WiFi standard 3 Ao m

(2 ConfigureMtheMVLANMI D MaddressVdpool MserverVMand
configuredVasVMtheVMaddressVdpool MserverVby\Vddef au
andMaccessMswitchVexistsMinMdtheMnetwork MyouMca
addressVMpon| NIttt ker MNVLANNMpar afnmegtderres Mar eMcon

3 Confirm Config Delivery
Description:
VLAN Add VLAN
VLAN ID

Address Pool @

Server

Gateway/Mask: ~ 192.168.100.1 /2552552550

DHCP Service: @D

IPRange:  192.168100.1 - 192168100254

B) Pl easeVMconfirmMdtheVMdel i veBSad®cldreflicpwurfa tgiuams M aom

takeVeffectMafterMaMdMfewMdminutes
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onfigure Network Planning/Add W

To configure ( tet VLAN20 192.168,20.1-192.168.20.254) , configuration will be delivered to 5 device(s).The following configuration

will be delivered:
3
= SSID:test Password:Ruijie123
23 =
AP
& — k Add VLAN 20.1P Address: 192.168.20.1 Subnet Mask: 255.255.255.0
e DHCP Pool. Start IP Address: 192.168.20.1 End IP Address:192.168.20.254

4 DNS: 192.168.20.1 Lease Time (Min)480

b Add VLAN Vianid: 20
- iz Port Gi1 Set as Trunk Port, Native Id: 1, Allow Vian: vian1,20
Port GiS Set as Trunk Port, Native Id: 1, Allow Vian: vian1,20
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A

4.1

4.1.1

4.1.2

igurationMGuide Error MUseVMt heVHome\Vt\atbolttoMaea\ptpd »t

thatVdyouMwant MtoMappearVhere

WiFi MNet wor kMSettings

WNote

WiFi Mnet wor kMsettimhigssleootviemgsitdfeMtWheVMcurrent!l yVdIl c
t hedmanagementMofVMall VYwirel dNed Whmkile e 8 vFhie\N Whe M ne
net work\VYsettingsVareVdMsynchronizedVdtoVall\Vwireles
configureMdeviceMgroupsVMtoMIimitVMtheMsynchroni za
ConfiguringVAPMNGroups

ConfiguringJdAPMGroups

Overview

Af t er Mtorg\asne lzfi ngM¥net wor kMi sMenabl ed MtheMdevi cel
performMdbatchMconfigurationMandVdmanagement\VMon\Mth

theVAPs\VdbeforeMtheMconfigurationsVMareMdelivered

WNote

| fYyouMspeci fyMaMgroupVMwhenVMsettingMupMaVdwireles
configurationVMwill\VdtakeVMeffectMonVMtheVMwireless\VMd

ConfigurationVMSteps
ChooNetNwoWikdleDMevi ¢t AR

QD ThaRpageVNdi spl aysVNal | WMAIPYtakn & Y ohlecomef ti wgaurrke t h e V' s

All (1) Gateway (0) m Switch (0) A Router (0) Select Reboot Batch Upgrade ® Delete Offline
Group: All Groups o RF Information Model
Username () s o Relay o Clients
odel 5 = :
Information Working Mode / Device Group Softwar Action
v
/.{«/ O Wired
V . AP 0 Defaut Lysora24 Reboot
Total 1 n 0/pag

(2) Cl iEcxkpdahdM vi e Mgt W p s M ondla chten\fd\indDfete s @ g e
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All(1)  Gateway (0) m Switch(0) AC(0) Router(0) & Select Reboot Batch Upgrade @ Delete Offline
Username () i Relay Clients
SN IP/MAC
Mod Infor a Working Mode /A Device Group Softwar. Action
0 Wired 2
. P 16 AP 0 Default lysora24  Manage Reboot
Total 1 B 10/page

3) CI i\mo\lcreate\la\lnew\lgroup MUp\Mt oV \Jﬂmuop\ls\lcan

edit\Jthe\lgroupﬂhm@“ﬂ@mldéltcé‘iltclkélﬂgroup MTheVdef a

del etedVandVMitsMnameMcannotVVbeVMedited

All (1) Gateway (0) m Switch (0) AC (0) Router (0) Select Reboot Batch Upgrade @ Delete Offline
Group: All Groups ~ Collapse Change Groug © Basic Inf RF Information Model
Username (O Relay Clients
Model SN Working Mode 1P/MAC r Action
Information
All Groups
Default y 2 : @ L) e AP £ 5 L™ Reboot
. Al Manage Reboo!
test1 (2] ] : 3
Total 1 n 10/page

4 ClickVMtheMgroupMnameMonVMtheVMleftVMpartMdtoMdvi ew\
onl ydMbel ongMtoMaMgroup MByMdefault Mall \Mdevi ce
entryVvinVdt heGHamsgel\a@rdodupbvedtiheVltargetVdevice\VMt
group MandMthenMtheMdeviceMwil |l MappIDyeMtehteeWc on f

Of f IMi mer emoveMt heMofflineMdeviceMfromMdtheVMIl i st
Al(l)  Gateway (0) m Switch(©  AC(0) Router(0) O Deselect  Reboot  BatchUpgrade®  Delete Offline
Username () Relay . Clients
Model SN tkraation Working Mode IP/MAC Action
All Groups
::i"‘“" - y .. \ 5 MACCLYSORALGO gw-vw ) a» 5 =% Manage Reboot
Total 1 n 10/page
Change Group X
Select Group
Default
test1 «l
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42 Addi ng\Wa\WWiet wor k
(1) GoMt oMt heMpage\ f\oh o abentf w ogMikrddee¥Wo 0 k s plaWier e Mels s
Wi FY WiFLi st
(2) ClI McdkWi F i

Healthy Made

Wi-Fi List  Default Manage
Wi-Fi Password Encryption
SSID Band Effective Range  Hidden VLAN ID Action
® e ® Mode ® g
. 2 o OPENIOpen) All devices in N The same VLAN as i
ysora-s 246 5G (Open Defauit o AP Edit Delete

(3) Conf iegut¥hI\Da s s wolradndM ot her Mi nf ormati on

Wi-Fi

* Name (@)

* Password et

Purpose  General loT Guest
Band 2.4G 5G
By combining multiple bands under one SSID, clients can automatically select the best band.
Security
Encryption Type Open © Security (O]

* Encryption Mode WPA/WPA2-PSK

Hide SSID The SSID is hidden and must be manually entered.

(4) Cl iad k ¥ n cSeedtMt Mmogdsc on f i gWirF&®\amarme tVeAfst er Mconf i gur at
c | MOKkY A er WitFN es\M a dadVecd\t aedn&tt ¢ & te W Sasnl dDJ WihFal
i nformasVaonspl ayddWiln$the\VdWi
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Advanced ~

SSID Encoding

Wi-Fi Standard (&

802.11r ®

Schedule

VLAN

Client Isolation

Layer 2 Isolation

Band Steering

XPress ()

Layer 3 Roaming

Maximum Compatibility

@

LimitSpeed

Error
thatVdyouMwant MtoMappearVhere

UTF-8

Auto

All Time

The same VLAN as AP
Prevent mutual access between clients connected to this S5ID on this AP
Prevent mutual access between clients connected to this S5ID on all APs.
The 5G-supported client will access 5G radio preferentially.

The client will experience faster speed.

Enabling this feature can improve the AP's compatibility with clients.

Cancel

Table4-1 WiFiIConfi gurmPatriaommsy er

Par amet er Description
Wi Fi

EnterMtheMnameMdi spl ayedVMwhen\Va\
Na me

wirelessVYnetwor k

Password

WhenVUSdeuwnNistdlysset Mt oMWEP Myou\Mneec
forMconnectingVMtoMtheMwirel ess\Vn
of \ Wthoalr acters

Purpose

SetVt FeVWsageVMscenari o GEIme YEhTMI
anGuyestedsystemMwi |l | Mrecofmmemana

combinationsMbasewVUopbiskeeVlsel ect

Band

Set Mt heVband\ ursi edds\Mi bgynVatl h el\NTWie M o p t
andd MGHz MTheM MGHzMbandMprovid
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Par amet er Description

rateVMandVMl essMinterferenceVMthan\
t he\ VMGHzMbandVinMtermsMof Msig
penetrationMperformance MSelect \
needs MTheVdef auG\t YW a®lu e it s \wg\Vt
providesVdMsignal sMatVbot h\ VN GHz

Security

TheMencryptionVéptnenhsvof @p&E avd Wiu C

Encryption) )
Secur ManwdXJ Enterprise

] | ndi ceantcersylpt i onMt echnol ogi esMuse
Encryption) _ _
dataVdtransmi ssi on

EnablingMdtheMhideVMSSI DMfuncti on\
accessFioVMWmprovingVdsecurity MHQg
Hi deMSSI D computersMcannotMfindVdt heMSSI DV a
mustMdmanuall yMenterMtheMcorrect \
t WiFi MRecordVMtheMcurrent\VdSSI DVDb

WhenVEmenNy pitd \bsnet \XtNdE\Wt er pdyseNMne
Sel ectVMseryconfigureMaMremoteVdserverVdset\VMfo

authorizati on

Advanced

TheVSSI DVencodi ngMstandayddie$ ds ¢
ChineseVMcharactersVareMincluded\
SSI DMEncodi
charactersVvareVMgarbled MyouMcan\

encodingVMstandard

TheVWi st snld ardWliGad & WiFi Vb 4

Wi d& x M M LeghaskytNdMddhe Mf i na
WiFi MstandardVMdependsVMBinYg thawdap
WiFSYandar d
eachVMdevice MTheVl atest\Vstandard
compat iiisliiet yp ManYobddidowe Wear\l oV a

standardVMsettingVMwillVaffect\Vthe
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Par amet er

Desc

ription

ML O

WhenVenavllGedpabl eMclientsMcanVMco

freq

uency\VdVbandsVdMsi multaneousl!l y \

Enab

ti me

set 8¢ odmirtNy XM Ent er pOnicdee rJdi s\

t he\

[tihregil f umclciaemnN$hortenVMt heVr g
MThe\ \| rdyfunct Ean¥iypils

encryptionVMtype@$&donYdiwPyA\M bXe \

Schedul e

Spec
set\

per.i

i fydt heVMti me\N pe rHioVdiss\dlddeunrai bnlge\
thisMparameter Musé&in siNoadmnh bt

ods

VLAN

Set )\
par a
Ot he

thedMVLANVMVtBMNWHI ghdlk WedWongs
me tTehre\Ntsoalme VLA DM = AR Y WINe n \
ryWVisANel ected MYODANweBd\VMt o\Vs

Client\VNI]| sol

Wh e n
s ame

prev

(o
=]

S u

Menabled MdevicesHcovnetewodekV
MaccessMpointMd AP Mwill MbeVi
ent sMendVMusersMdMfromMaccessin

et MtherebyVMdenhancing\Vdsecur.

Layer M M| s

Wh e n

each

SSI DMonVMall MAPsMonMLayer\ Mt her

Menabled MclientsMconnected)V

Mot her MandMcannotVaccess\VMot

Band\VSteer i

Afte
pref

rdthisMfunctdamalblsel\emlaibd retds W
erentially MYouVMcan\ e nBaabnhNde \Mt

tod GM M G

AfterMthisMfunctionMisMenabl ed
XPress i . .

preferentially MprovidingVdmore\Vs

AfterMthisMfunctionVMisVMenabl ed \

~lunchangedVMwhenVNassoci atFiingi\Tvhii tsh\

Laye¥YRoami I ) )

i mprovesMtheMroamingVldexperVieANY\

scenario
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Par amet er Description

AfterMenaFbilVirnagtdeWil i mi ti ng Myou\Mc

downl inkMdrateVMlimits\MdforMusers

® Rat eVLi mitTNhPee\rdVaUraeéetrl alppl i es Mt o

o connectedVt oMt heMSSI D
LimitSpeed

e RateVMLi mitVAIl MUsers MAI I NMclie
configuredVMrateVMIlimitVMaqghdtl ye
changesMdynamicall yMdwithVt he\VMn
t heVSSI D

Encrypti omalroldedset Mt oMt heMfoll owingMvalues

WNot e
TheMavail ablENopy poinaiNairdyoWdecependi ngMdonMdevicesVol

WP AP S K

Defi ni tHio\nhP rNoMiceccetsesd\M AWPA Mt hat MwasVMrel eased\Vi
Temporal MKeyVMIntegrityVMProtocol M TKIP Mfor Ve

Security MItMisMnotMrecommendedVMbecauseVMit\Vi

forMexample MTKIPViIisMeasyVMtoMcrack

ApplicableMscenarios MItMisMapplicableMonl y\

andMdsmartMdhomeMdevi ces
WP A WPRAS K\ hybri dVymode

Definition MBothVWPaANdITWPRANDYPrAESEDl ot ocol Var
simultaneous!l yMtoMensureMcompatibilityMdwith\

forVMAdvancedVEncryptionMdStandard

Security MItMhasVl owMsecurityVbecauseVMoutdat

attackVentry

ApplicableMscenarios MItMcanMbeMusedVasVMa\lMte

newMand\VMI| egacy\Mdevi ces

WPAPSK
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Definition MItVisYadVimaunshedamwstandaVlt\NMuse
encryptionVMandVMrepl acesMTKI PMused\Vby\VdWPA

Security MItMhasVMhighVMsecurityVbutVMisMvulner
KRACKs VMwhi chMcanMbeVMfi xedVMbyVMaMrouter Mfir

ApplicableMscenarios MItVMisMtheMmostVMwidel y\

compati bl eMwithdYmost\VdYmodernVMdevices
WPAPSK WBAEM hybridVdmode

Definition MIWPAudpAESESPYPbotbcol MandMVWPA M S

ensuringVMcompatibilityMandVMsecurity

Security MTheVhybrid\dmodeVdi sVMmoreMsecureVMtha
toMt heMadvantagesVMof dMWPA

ApplicableMsad@hampos a¥ydMSiosdti onMforMsupport
devicesVMbeforedVWPA VMisMfullyMused

WPASAE

Definition MItVMisVMtedViadestVsSwandaNdsesN&am
Aut henticationVMof VEqualhayt e’dAKeYtNo WPrSKp NaanaWprr

bruterceMcracking

Security MlItMhasVMtheMstrongestMdMsecurity MENA

secrecyVMandVMresistanceMtoMofflineMdictionary

ApplicableMscenarios MItMisMtheMprefFéelHred\VMch
capabl eMphonesMandVYPCs MIt Vi sVarhdWinm\ tnhse \r feuatm

WPASAENM ifMsupportedVPBKdewi cdsmpherlbBANECY Mi s\

recommended
DoMnot M\uBsMWFrAMN WPRSKWPAN|I essMnecessary

YouMcanVMsignificantlyVdi mproveVMnetworkVsecurity\Va

selectingVMaVMhigherVencryptionMstandardVsuchVas\VW

A Caution
After MWPA VMisMused MsomeMl egacyVMdevicesVmay\Mdfail
beMconfiguredVUseparately
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43 Configuri ng\ SSIVDPYaasnsadwdoWwid

(1) GoMt oMt heMpage\f oo aentfw ogMikrdeeWo 10 k s plaWier e NeVds s
Wi FY WiFi \DNSeslte cWiNFthheet wo¥d & ndEail i ¢ k

Wi-Fi List Healthy Mode
Wi-Fi List  pefaun Manage Add Wi-Fi
Wi-Fi Password Encrypti
SSID @ oH Fas Band @ neryption Effective Range  Hidden VLAN ID Action
et Mode &
. y iz . OPEN(Gper) All devices in N The same VLAN as Delet
— ora-s1112 s en, o (s
¥ il e " Default AP il I

2 ClickMtheRBt4YyngewdWwk MchangEMYpaedS®oDFdaMMiWheVVW
net wor k M@k dMdclick\

A Caution
AfterMtheMconfigurationVMisMsaved Mall MomilN neMc
net work MYouMhaveMtoMenter Mt heVMnriwNmetsvwomokr d Mt o

« Back Edit

Wi-Fi
*Name (&)  Lysora-s1112
Purpose  General loT Guest
Band 24G 56 O
By combining multiple bands under one SSID, clients can automatically select the best band.
Security

Encryption Type @ Open Security ®
* Encryption Mode OPEN(Open)

Hide SSID The SSID is hidden and must be manually entered.

Advanced v

SSID Encoding (B)  UTF-8
Wi-Fi Standard ()  Auto

Schedule All Time
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4.4 Managn\WyiFWNet wor ks
(1) Got oMt baf i gur atGhoonolspeagve Wik dieWo r k s puaiier e Nels s
FYWiFi MLi st
2 C i dknagaebatymanageRiWwines wor k

Healthy Mode

Wi-Fi List  Default Manage
Wi-Fi Password Encryption
ssID @ Band oY Effective Range  Hidden VLAN ID Action
o Mode @

All devices in

Lysora-m18A3 e 246G 5G OPEN(Open) No Default VLAN Edit Delete
Default
All devices in

SSID-TT111111 eesesas 246G 56 OPEN(Open) No Default VLAN Edit Delete
Default

(3 Bat chMmawmiBetwor ks
Bat c hMeWidh Men\e t \Beolrekcst Mt h e URdieVsn ertevdodrVi € n\adn &M c | i

List Healthy Mode

Wi-Fi List  Default Disable Exit

Wi-Fi Password Encryption
(-] SsID Band Effective Range Hidden VLAN ID
ng:
g Mode (3
= Lysora-m18A3 i 246G 56 OPEN{Open) All devices in Default  No Default VLAN
= SSID-11111111 wwwes 246 56 OPEN(Open) Al devices in Default  No Default VLAN

Bat c hVdWeFahNlneet \Welk Est Mt heVdasmiet evd¥ Wis MandMcl i

Di sabl e

Healthy Mode

Wi-FiList  Defauit Enable Exit

Wi-Fi Password Encryption

a SsiD @ Band (& Effective Range Hidden VLAN ID
et Mode (@) ng

= lysora-m18A3 e 246 56 OPEN(Open) All devices in Default  No Default VLAN

= SSID-11111111 LTI 246 56 OPEN(Open) All devices in Default  No Default VLAN

Bat chMdWiFetdadt\Werlr &st Mt heFdasiet evd ¥ WiDel &@nnaé&Mcl i«
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Wi-Fi List  Default Enable Disable Exit
Wi-Fi Pa d E ti
-] SSID (@) 1 Passwor Band (&) neryption Effective Range Hidden VLAN ID
et Mode (3)
= Lysora-m18A3 ke 2.4G 56 OPEN({Cpen) All devices In Default  No Default VLAN
= SSID-11111111 wensanen 246 56 OPEN(Open) All devices In Default Mo Default VLAN

4) Cl iExWbobMexkFitWMnwt wor kMbatchVmanagement

Fi List Healthy Mode

Wi-Fi List  Default Enable Disable Exit

'Wi-Fi Password Encryption . .
SSID @ Band @ P Effective Range Hidden VLAN ID
e Mode ()
= Lysora-m18A3 R 24G 5G OPEN(Open) All devices in Default  No Default VLAN
= SSID-11111111 R 2.4G 5G OPEN(Open) All devices in Default  No Default VLAN

B) Il fdMaMmessageVMinMtheVMfoll owi frgV¥fnieg wroe kKisslY diag pllaa
onMVWi MgroupsMorMspeci fied\VdeviLges & laoauvde \NbTeoedn M ¢ o
manageRiWiconfigurationsMthat\Var e \MGoovtk\paspopriai e d Mt «
Cloud

Fi List Healthy Mode

[

Wi-Fi List Manage + Add Wi-F
Effective Range Hidden VLAN ID Action
All devices in No The same VLAN as Edit  Delet
Defauit AP i e
All devices in v The same VLAN as Edit. Delet
o Jelete
Default AP d e

45 Hi di ngMdt heMSSI D

4510verview

Hi di ngdt heVMSSI DMcanMpreventVunaut hBri¥metdWot keand
enhanceVMnet wor kMsecurity MAfterMthisMfunction\Vis
searchVdoutVJdtheVSSI D Mlnstead MyouMhaveWtWbw\VYmanual
password MRemember VMVt heVWSSI DVMsoVMthatVdyouMcanVMent e

i sMenabl ed
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452ConfigurationVMSteps

(1) GoMt oMt heMpage\f oo aentt w ogMikrdeeWo 10 ks plalier e Nelds s
Wi FY Wi Fi M DMSeslte cWiFthheet woY & ndBEail i ¢ k

Healthy Mode
Wi-Fi List  Default Manage
ssID @ WEH PasswordiS, S0 0 Encryption Effective Range  Hidden VLAN ID Action

i Mode @
~ "Mm18A3  teesaaas ( A deviossIn elete
7 Lysora-m18A3 2.46G 5G OPEN(Open) No Default VLAN Edit | Delete

Default
= S All devices in e
S SSID-11111111 246G 56 OPEN(Open) it No Default VLAN Edit | Delete
efault

(2) C1l itcokdVe x pdavnadmidsestdtNi g 2 rHn denl\B B DheVMexpandedVsetti
c | iOKkW

A Caution

AfterMtheMconfigurationVi sMsaved MyokwVNaveVdt oV
password\VbeforeMconnect iFngidaen ywlod ekv iNMcTeh\etr oe\f tohr eeM W
cautionMwhenMperforming\VMthisMoperation

Security
Encryption Type @ Open Security

©

* Encryption Mode OPEN(Open)

Hide SSID @ The SSID is hidden and must be manually entered.

46 ConfigurkFingBavnd
(1) GoMt oMt heMpage\fohodahkatfwogMkrddeWo o0 ks plalier e N8 s s
Wi FYWi Fi M DMSeslte cWiNFthheet wo & ndEadil i c k
2 Set Mt hedMbBndSpofgH& s MTheVdevi aadGHrandiss Wt he\

ComparedVMwithVt heV MGHzMband MtheM MGHzMband\
transmissionMrateMandVMi sVl essMsusceptibleMtoVMin
coverageVManwdalthYpegdétrati on MYouMcanVMselectVanV
basedVonegoaiuaiment s M
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TheMdef FuMNbewWdVG sWiGndi cat Fhnysi ganY¥wNMareVMemitted
GHzMandVd MGHz\Mbands

Wi-Fi
*Name @  test

* Password ~ seseeess At

Purpose  General loT Guest

Band 2.4G 56 O

By combining multiple bands under one SSID, clients can automatically select the best band.

4.7 ConfiguringVdBand\VdSteering

ACaution

Thi sMfunctionMcanVbeVenmadnd e\WdiNmtndByarhddisilareY MheVdual
G MiGsVMenahbl eFdi\Wonnelttwhoer\kWiM AMcl i ent Maut omati cal |y
whenVt heVWSSI DsMof Mt heV MGHzMand\Vd MGHzVMbandsVar

(1) GoMt oMt heMpage\f oo aenttw ogMikrdeeWo 0 k s plalWier e N8 s s
Wi FYWi Fi \ DSeslte cWiNFthheet wo¥d & n dEad Mt ¢ k

(2) CIl itcokide x pdavnadmdsestdtdi g 21 Bravha i\ Bt d emMlitrhggMexpanded\Vset
and\V OKi kNt er Mt heMfunctionVMisMenabled MtheVMcl i
WiFi MnetworkMpreferentially

Wi-Fi
*Name @ test
* Password srsssses Mk
Purpose  General loT Guest
Band 2.4G 56 &
By combining multiple bands under one SSID, clients can automatically select the best band.
Layer 2 Isolation Prevent mutual access between clients connected to this SSID on all APs.

Band Steering () The 5G-supported client will access 5G radio preferentially.
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4.8

4.9

thatVdyouMwant MtoMappearVhere

Configurfing\MN Wi

MACauti on

TheMfunctionMtakesVeffectMonl yMonVMAPsMsupporting
accessVMclientsVmustMdsupport\VMI EEEM speedWknNseNndi
accessVMexperienckiMNbr oWwligfht ¢llbiyelmti &Y &l o Vavy\oduisiscpiploe ¥ M
thisMfunction

(1) GoMt oMt heMpage\fohodachkaetfwogMkrddeWo 0 ks plaWier e N8 s s
Wi FYWi Fi \ DSeslte cWiNFthheet wo¥d & n dEad Mt ¢ k

(2 Cl iacdkvMa n Se ¢l ¥ Moglss eWiVFti MeSMt avh WWaF idV Gl i OcKkaMix
AfterNthisMfunctiorYi s£¥aetndlahalveedd f\awsitree INensessMwor kM s

optimized\dnetwork\Vexperience

Wi-Fi Standard (3) | Wi-Fi 6 (802.11ax)

Schedule Auto

Wi-Fi 4/5 (Legacy Mode)
VLAN

Wi-Fi 6 (802.11ax)

Conf i gWikiny

ACaution

ThisMconfigurati ocoonAtPaklie e Nfsaptpbon Ny eVl EEEN

Cli éntssoMneagddoot Mt heVl EEEVMIi nNor ecpdEtpd enoe9high
speedVMInt ernet \ac creisBiVsher olug\htt Mibsy\WfWaat ur eMi f Mt he VM
sSupporkiVWwiI

(1) GoMt oMt heVMpage\f oo aentt w ogMikrdeeWo 0 kh s plalier e N8 s s
Wi FYWi Fi N MSeslte c\WiFthheet woY & ndBEa&iMNi c k

(2) Cl iadkdnced\VMSkeo\V s awisti NSt avh @aF idJ Gl i CcKkbNle
AfterNthisMfuncti orgV¥i s&¥wméendahbalveedd f\avgit reeINensestMvor kN s

optimized\Mnetwork\Vexperience
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Wi-Fi Standard (3) ‘ Wi-Fi 7 (802.11be)

MLO (@ Auto 1ts
Wi-Fi 4/5 (Legacy Mode)

Wi-Fi 6 (802.11ax)
802.11r @

Wi-Fi 7 (802.11be)

410Configuri ngi\Roaayd rn g

(1) GoMt oMt heMpage\fohodahaetfwogMkrddeWo o0 ks plaWier e N8 s s
Wi FYWi Fi M DSeslte cWisFthheet woY & n dEa¢ iMti c k

(2) Cl itcokdVe x pdavnadmseetdtMi Hd by enm M N RomMtimegl ex panded\
settings\WKnWNMNiceVaclkiMent Mwi ll MkeepVMtheVlVFPYaddr es:

net work MimprovingMroamingVMexperienceMacross\VyV

XPress (@) The client will experience faster speed.

Layer 3 Roaming ()

411 Conf i g&diimagqV¥ Ml sol ati on

(1) GoMt oMt heMpage\fohod aentfw ogMikrdeeWo 0 k s plalWier e N& s s
Wi FYWi Fi \ DSeslte cWiNFthheet wo¥d & n dEad Nt ¢ k

(2) Cl itcokiVe x pdavnadmiseetdtMi Hd u Ci N emvt VM Is ol ahevexpanded\Vse
and\V OKiwhlkwVlVenabl ed MdevicesHic9netwoerkVuoodehisN
accessVMpointMd AP Mwill\VbeVisol atedMfromMeach\Vo

accessingMdMotherMusersVMonMtheMsameMsubnet Mther

Client Isolation () Prevent mutual access between clients connected to this SSID on this AP.

Layer 2 Isolation Prevent mutual access between clients connected to this SSID on all APs.
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412Conf i ghraniyreg Yol ati on

(1) GoMt oMt heMpage\f oo aentfw ogMikrdeeWo 0 k s plalWier e N8 s s
Wi FYWi Fi \ DSeslte cWiNFthheet wo¥d & n dEad Nt ¢ k

2 Cl i ck\Vt cade & peatdtMi ngs Clltivernnt\MoinsMo Y ah e waex panded\Vse
and\VM OKiwhlkethwVYenabl ed MclientsVconnectedVtoMt hi sy
ot her MandMcannotVaccessVMotherVMclientsVMconnect

therebyVi mprovingVdsecurity

Layer 2 Isolation () Prevent mutual access between clients connected to this SSID on all APs.

Band Steering The 5G-supported client will access 5G radio preferentially.

413 Conf i gdring r

@WNot e
MLOMand\ rdyareMmutuall yMexclusiveMfeatures
di sabl e\ r

The\ fumct oV iMenbdlyel WhENRSt pWRgiNc®B ¢ 6l ¢t M tVy
X Ent 8§Opced%¥sVtendkelcadtiatnil o nd eyt\\VbPeAR SK M o r

WP A X

(1) GoMt oMt heMpage\fohodachatfwogMkrddeWo o0 ks plalier e N8 s s
Wi FYWi Fi M DMSeslte cWiNFthheet woY & ndE@diMi c k

2 Cl iIdkdancéldEnabl el Mand@K I i ck\

MLO (® When enabled, MLO-capable clients can connect to multiple frequency bands simultaneously, enhancing the

user GX[:-GH ence.

80211r@ @D

414Enabl Mh O\

@ Not e
ThisMfeatureVi sMsthpoeWidd3awhy thted dvio\t k
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ML OMand\ rdvareMmutual l yMexcl usiveMfeatur es

di sabl e\ r

MulltiinkMVOperationVM MLO MenhancesMdataMtransmi ssi
| atencyMbyMdsi multaneous!|l yMutilizingMdmultipleVMwir
cli @nretosnnect Mt oVmbt eqpéprdWibandsVsi multaneousl!y

(1) Got oMt heMconf i gGlhoadNiedinwbiivikgyeWo r k s plalWdier e N8AS s
FYWiFi MLY Seél edeetsM tridFed\WMiWi® r Kk Mf r omMt heBldiiitsME Meand VM c |

Ac t ixoonl umn
(2 Cl i ckVMt oVMexpand\ atdovgagn ddéldd\dsdent di i t nfggsiile nNekda bl ed

ML apabl eMclientsMcanMconnectMtoMmultipleVdfrec

enhancingVdtheMuserVexperience

MLO ® () When enabled, MLO-capable clients can connect to multiple frequency bands simultaneously, enhancing the

user ex,:-erie'w:e‘

802.11r ®

415Conf i guri ngVBNGuest \NWi

415.10ver vi ew
Thi sRiWinet wor kMi sMprovidedVMforMguestsVMandVisMdi s
i solation MthatVis MaccessMclientsVMareVdisol ated\
I nternettdNviNMdwWiNcannotVVaccessVMeach\VotshteWPWiNli mpr ovi
net wor kVcanMbeMturnedVdoffVasVdMschedul ed MWhenVt he

of f \

4152Conf i gurationVMSteps
ChooNetMwoWikdieWo r k s plaWier e N8V BYWIi Fi M NMi st
Cl iAcdkd\N Wi M Set Ut h e \\Quuergpmods\ecia mfli M AN password MCI i

AdvandteodMconfigureMtheVeffecFi VaeidWwWnrgp\Hafalteltde\rgues
AfterMtheMsettingsMareVMsaved Mguest ssleSaShi\MDcMlonnect

andVdpassword
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Wi-Fi
*Name @ Lysora-guest-0621

* Password aa s

Purpose  General loT

Band

By combining multiple bands under one SSID, clients can automatically select the best band

416 Conf i guringMWirelessMRateVdLiI mit.i

416.10ver vi ew
TheVMdeviceMsupports\Mf our VbraasteeddM ri anti e \i | nbgavs neoddviegsa M\ |
i mitimgsedWPr ateVdl i mibasgdVradae blaickieti ng MFor Mt he
mul tipleMrateVMIimiting\dmodes\NMar e\ cosnhf\icgbuargeadd WMt h e
rateNMI|l i\®$ ltbhbarsge\ M r at eW Poiansi etdi Mnrga\t e\p & ¢ kbéatsierdgd r at e \
i miting
ClibasedVdrateVMlimiting MThisVMfunctionVMall ows\Vy
addressVdMofVdMtheVMclient MsoMasMtoMIimitMdMorNMguar a

clients

SSlibbasedVMrateMlIimiting MThisMfunctionMprovi des\
speci fi RAVSSLDmMV tEP&ANEIYSEr mi t \RAaltlelMWd eri g\ Per VUSs
meansMt hatVallVMclientsMconnectedWRaoedNhe mEENBY U

Usemeans\VMthat Mt heMconfiguredVMrateVdlimitMval uelV
connectedVtoVMt heVMSSI D MTheMrateVM!limitMdMvalueVMof
thedMnumberVofMclientsVMconnectedVtoMdt heVMSSI D

APbhasedVMrateVMlIimiting MThisMfunctionVMIlimits\NMthe
net work MAI |l MclientsMconnectedVMtoMtheVMnet wor kV\

rateMl imitMdMval ue

PackbeatsedVrateMl imiting MThisMfunctionMIlimits\Vt
broadcastMandVMmulticastVdpackets MTheVMdeviceVMsu
broadcastVpacket sV suchMasVARPVMandVDHCP Mmul t
SSDP alVlowtdy pesMof dMbroadcastMandMdmulticast\MpacKke
duringMnet workVaccessVMandVdthereVMi sMnoMclient\Vw
adjustMtheMrateMdbet weenVM MkbpsVand\ Mkbps
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4162Conf i gurationVMSteps

1. Conf i gur i nbgalusCeldiVeRnatt eMLi mi ti ng

ChooNetMwoWikdieWo r k s plaWier e NdRsad eM L i W It ii dompts ed M Rat e\
Limiting

(1) EnabWieVel essMRateVMLimiting

[Wireless Rate Limiting ()I

Client-based Rate Limiting SSID-based Rate Limiting AP-based Rate Limiting Packet-based Rate Limiting

O Therate limiting mode based on wireless clients can limit or provide the bandwidth for specific clients.

Client-based Rate Limiting + Add [ Delete Selected
Client MAC Uplink Rate Limit Downlink Rate Limit Remarks Action
No Data
Up to 512 entries can be added. Total 0 - 10/page

2 Cl iAcdkdM I nMt heMdi al ogMboxVMthatVappears MsetMt heV
downlinkMdrateMlimitMdMval@ksMdofMdtheVMclient Mand\

Add

* Client MAC

Uplink Rate ™ t kbps
Limit Current: kbps. Range: 1-1700000 kbps

Downlink Rate N t kbps
Limit Current: kbps. Range: 1-1700000 kbps

Remarks

Cancel

2. Configurimgs&dby®at eMLi miting

Met hod@dhooNSetNwowWikd eWo r k s plaWgier e NdRag eMLi MBS 1li D g
basedVRateVMLi miting

(1)) EnabWierNlel essMRateMLiIi miting

2) ClI MEcdki nMAbEeNoonl umnMof Mt heMtarget\VdUSSI D MInVtheVMd
theVuplinkMandddownlinkVrateVIGKmi t MmodesMand\Vyv
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Wireless Rate Limiting {f0)
Client-based Rate Limiting SSID-based Rate Limiting AP-based Rate Limiting Packet-based Rate Limiting

This function provides rate limit per user and dynamic rate limiting for a specified SSID. Rate Limit per User indicates that all clients connected to the SSID use the
€ same rate limit. Rate Limit All Users indicates that all clients connected to the SSID share the rate limit in average.
The priority of this function is lower than that of client-based rate limiting.

SSID-based Rate Limiting Device Group: Defaut Are you sure you want to add a Wi-Fi? Click to go.
SSID Uplink Rate Limit Downlink Rate Limit Action
Lysora-s1112 No Limit No Limit Disable
test2 No Limit No Limit Edit Disable

Edit ~

Uplink Rate Limit @ @ Rate Limit Per User Rate Limit All Users

Rate Limit kbps
Current:  kbps. Range: 1-1700000 kbps

Downlink Rate Limit 3 @ Rate Limit Per User Rate Limit All Users

Rate Limit kbps
Current:  kbps. Range: 1-1700000 kbps

et [

I fYaMmessageVMinMtheVfoll owi frgVWiniedg woe kissI¥ dhiag pllaa yeél
WiFi MgroupsVMorVspecifiedVdevigsesldoawwvde MbeenMconf i

Client-based Rate Limiting SSID-based Rate Limiting AP-based Rate Limiting Packet-based Rate Limiting

This function provides rate limit per user and dynamic rate limiting for a specified SSID. Rate Limit per User indicates that all clients connected to the SSID use the
@ same rate limit. Rate Limit All Users indicates that all clients connected to the SSID share the rate limit in average.
The priority of this function is lower than that of client-based rate limiting.

SSID-based Rate Limiting Device Group:  Default Are you sure you want to add a Wi-Fi? Click to go.

SSIiD Uplink Rate Limit Downlink Rate Limit Action
Lysora-sA478 No Limit No Limit Edit Disable
TESTzpzpzp No Limit No Limit Edit Disable
Met hod\
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(1) GoMt otMd rfei g ur a t@hoonoUspeaMgven Wik ddeWo r k s plaWier e NEAS s
FYWi Fi M\ DMSeslte cWilFtnheet woY & ndEadiMNti ¢ k

2 Cl i ckVt cade & peatdtMli ngs LN Bn 4 [Slpestedt Mt heMupl i nkMand\
rateMlimitMdMymodesMandOlKrateVMl imits MandMclicky

LimitSpeed @D

Uplink Rate Limit (%) Rate Limit Per User © Rate Limit All Users

Rate Limit kbps
Current: kbps. Range: 1-1700000 kbps

Downlink Rate Limit & Rate Limit Per User © Rate Limit All Users

Rate Limit kbps
Current:  kbps. Range: 1-1700000 kbps

3. ConfigurbagddPRateVLimiting

ChooNetNwowWikdleWor ks plaWier e NdRsag e M L i \mNPbiansge d M Rat e
Limiting
(1)) EnabWierNlel essMRateVMLiIi miting

2 Set Mt heMupl inkMand\MdownRaitnekIdLriami et \WNAcem infUilsigeord e 1 Y th
rateVMlimitMdMvalKues MandMcl ick\

Wireless Rate Limiting ()
Client-based Rate Limiting SSID-based Rate Limiting AP-based Rate Limiting Packet-based Rate Limiting

0 This function provides client rate limiting based on the whole network. All devices connected to the network use the preset rate limiting value.
The priority of this function is lower than that of client-based rate limiting and SSID-based rate limit per user.

AP-based Rate Limiting

Uplink Rate Limit & No Limit © Rate Limit Per User

kbps

Current:  kbps. Range: 1-1700000 kbps

Downlink Rate Limit No Limit

Current:  kbps. Range: 1-1700000 kbps
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4. Configuringd®adkBRateVldLi miting

ChooSetMwoWikdieWo r k s plaWier e NdRaad eMLi VW a ¢ hlpasedV Rat e\
Limiting
(1)) EnabWierNlel essMRateMLiIi miting

2 Sel ectMtheMspecificMtypeMofMdpacketsMforVMrateVl
cl iSak\e

Wireless Rate Limiting ()
Client-based Rate Limiting SSID-based Rate Limiting AP-based Rate Limiting ket-t i Rate Limiting

This function allows users to limit the downlink rate for broadcast and multicast packets. If the internet access is still slow and unstable when no client needs large
@ amounts of traffic, you are advised to set the rate ranging from 1 kbps to 512 kbps. Smaller rate brings better network improvement.

Packet-based Rate Limiting

Broadcast Rate Limiting Disable Limit All -]
ARP Packet DHCP Packet

Multicast Rate Limiting Disable Limit All [+ ]
MDNS Packet SSDP Packet

* Rate Limit

Current: 0 kbps. Range: 1-1700000 kbps

417Conf i guriFBY 89ROl rAMstit owl i st

417.10ver vi ew

YouMcanVMconf i gur e \btahsebltigd cokblail sNto\Wr aydSESH eDH MA@l adtdr e s s
suportsMfull MmatchMandVdOUI Amat ch

WiFbHockVWClsit e nt skbi MnoMct¥ehireielSMir event edMfromMaccessing
ClientsMthatVareVRblUvathtledfreetMNheoeVWWiccessVtheVlnt

WiFaUd|l owVOsltyMdcl i emalNowmbln$heslovessMt hedMl nternet MC
not MVaddedVRepWItdeNdMEpreventeddfromMaccessing\Vt helV

MACaution

| f MdlhleolWwk Mg mptay | \otwibees il not Mt akeMeffect MInMthisVMc
all owedVtoMaccessMt heVMlnternet \|
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4172Conf i gurationVMSteps

1. ConfiguringVaZt@gIlAdBodlwlB st

ChooNetMwoWikdyeWo r k s plaWier e NdBd oc k!l i st MadGUAbbhoWlist
Bl ocklist Allowlist

SelectMtheVMbl ocklistVoAdrdV oovhfiisgmedaVNanddlcl i €tk
cli Ent e Ydlet vhiralane M daytpeshand VMV MACMaddl eveaVinée WadaadVt o
theMblacklistMorVMwhitelistVinQ@KVhfeWaV cslpil arytediNgN all
associatedVwithVdtheMaccessVdpoint MitsMVMACVMaddres
MACMaddressMdMdirectl ydforMautomaticMinput MAIIL Ncl
andMdnotVall owedVRioWMetcvesrsid a\h@&@liddMbg it Mand\Vall owl i st
takeVef f ecRiVomeltawd rvkWwid of Mt heMaccessMpoint M

SSID-Based Blocklist/Allowlist

-] t wist W Only the allowlisted STAs are allowed to access Wi-Fi.

Blocked WLAN Clients :] @ Delete Selected
Device Name MAC Address Action
Up to 256 members can be added. Total 0 n 10/page

Device Name (@)
Match Type @ Full Prefix (QUI)

* MAC Address

2. ConfigurindbasrecWIBKMI s owl i st

ChooNetMwoWikdyeWo r k s plaWier e NdBd oc k!l i st MadGSADI owl i st
BasedVUBl ocklist All owlist
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Sel ect MaVRiadrngeettwioWwik M f r om\Mt he VM Ibé fotc Yodadlld wonwmbo idMsste | e c t
and\V Aldideek\Nc onf hlgacle Mddtowl i et \bTahse®dSdd ¥in id &l t
all owiilsdrestrictMtheVMclierrtivNaccessMtoMtheVMspeci

Global Blocklist/Allowlist SSID-Based Blocklist/Allowlist

Blocklist/Allowlist is used to allow or reject a client’ s request to connect to the Wi-Fi network.
1. In the Blocklist mode, the clients in the blocklist are not allowed to connect to the Wi-Fi network.
2. In the Allowlist mode, only the clients in the allowlist are allowed to connect to the Wi-Fi network.

3 v RFC © All STAs except blocklisted STAs are allowed to access Wi-F Only the allowlisted STAs are allowed to access Wi-Fi
Lysora-sDBES

Blocked WLAN Clients

[l Delete Selected

Device Name MAC Address Action

Up to 256 members can be added. Total 0 n 10/page

I fYaMmessageVMinMtheVMfoll owi frgVWinied woe kKissIY diiag pllaa yeél
WiFi MgroupsVMorVMspecifiedVdevigsessldboauvde MbeenMconf i

Global Blocklist/Allowlist SSID-Based Blocklist/Allowlist

Blocklist/Allowlist is used to allow or reject a client’ s request to connect to the Wi-Fi network.
1. In the Blocklist mode, the clients in the blocklist are not allowed to connect to the Wi-Fi network.
2. In the Allowlist mode, only the clients in the allowlist are allowed to connect to the Wi-Fi network.

Default

Lysora-sA47B

TESTLpr/_;) © All STAs except blocklisted STAs are allowed to access Wi-Fi. Only the allowlisted STAs are allowed to access Wi-Fi.

333333

L - Blocked WLAN Clients + Add @ Delete Selected

22222222227

3333333333333 Device Name MAC Address Action

B R
Edit Delete
Edit Delete

Up to 256 members can be added. Total 2 n 10/page

418 Opt i mi z iFn gNNVEit wo r K

4.18.10vervi ew

TheVMdeviceMdetectsVMtheMsurroundingVMwirelessVenvi
configurati onolrup\ohhodlweweerr Mnet wor kMstallingMcause:
environmentMdchangesMcannotVbeMavoided MYouMcanVMo
click Mareallwzel essMenvironmentVdaround\Vdt heMaccess

parameters
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MACauti on

AfterMbeingVMopfFi mMheée@wodkHdeadWi Mrestart MandVMclien
the¥WMnet work MTherefore MexerciseVMcautionMwhen\

4182Getti ngMdStarted

Il nst aBil MM\GhoVorRioMsheamnMiNingMappVdonVdMt heldmobil eMphon

interferenceManalysisMresultsMtoMfindVMout\MtheVMbe

¢  Channel

4183Conf i gur i nRaldcdetbtail nig s
| fYaMmessageVMinMtheVMfoll owingdpegufeddsddi epl aye
configurati on\h alsysbcEreap\ chad e dvmanagpdtheMNdevadeo\
configur aGiodh p ¥ ollaccukd

Global RF Default
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1. Optimi zingMdtheMChannel YWi dt h

ChooSetMwoWikdieWo r k s plaWier e NeRaagsli oM Setting

AMnet wor kMusi ngMaMnarrowerMchannel Mwi dt hVtends\Vt
withVaVdwi derMchannel Mwi dt hVi sVMmoreMsusceptibl eVt
interference MusingMaMnarrowerMchannel Mwi dt hMcan
exetht MTheVMaccessVpointVMsupports\MdMtheMfoll owi ngVMct
t he\ MGHzMband Mand\ MMHz N MMHz VMMHz M

TheVdef aulAtuMd wail neide astNi ngV¥t hat Mt heMchannel Ywi dt h\
basedVonMt heVAhwverdaoamangi ngVt he\VScahweodmmbKeddhb\v\NMc

configurationVMtakeVMeffectVi mmedi ately

MACaution

I nMt hedgahf zingVUnet workVUmode MtheMchannel Ywi dt h\

all MdevicesVNinMtheVnetwor Kk
Global RF Default Country/Region  United States (US)
24G 5G
Channel Width ® [ Auto ]

Disconnection RSSI Threshold @ O
Disable 85dBm 65dBm

Client Limit ® (J

22

Multicast Rate @  Auto

2. ConfiguringVMtheMMulticast\VdVRate

ChooSetMwoWikdieWor ks platWwi r §lRasls oMSetting

Il fdMthedMmulticastMrateVMi sMtooMhigh MtheMpacket V] o

theVmulticastMrateVdi sMytooM|l ow MtheMradi oMinterfa

stallingVisVserious MyouMareVMadvi sedVwokkw®wnfigur
stallingVdisVdminor MconfigureMaVMmedi umMdmulticast\
cl iSak\e
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Global RF Default Country/Region  United States (US)
2.4G 5G
Channel Width ®  Auto

Disconnection RSSI Threshold (B O
Disable -85dBm -65dBm

Client Limit & ()

22

IMu\Ti(asl Rate(®  Auto ]

3. ConfiguringV¥MtheMClient\MLiIi mit\

ChoosetMwoWikdieWor ks platWi r §lRasis oMSetting

| fUYt heMaccessMpointVdisVassociatedVwithVtooVMmany\
affectingMuserVexperience MAfterMyouMconfigureVt
threshol dVdwill M¥dnot \VbeVRil\V menvevddlrt ko V\aY acue\schadn ol aloiwvié\r \ |
thereVMisMrequirement Mfdoh&biaedwi bl dnMN tp & ssiicdl i csleanbt! eMd \
byMdef ahler eVifsWnoVMnedd\Vpbd ddeete\pal\t hleWaett an gt

YouMcanMtog@l edonhYbhbmleNswadticd h etnaWl i mit Saaed\VMt he

Global RF Default Country/Region  United States (US)
2.4G 5G
Channel Width @ Auto

Disconnection RSSI Threshold (B O
Disable -85dBm -65dBm

—
client Limit @ @D

22

Multicast Rate () Auto

@WNot e

TheE€Mi entWMeimr sVt oMdt hedMmaxi mumMnumber MMof\Mclients\
APMonVMt heMconfigured\Vdband
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4. Conf i gur i ngolftfh\eTNHKriecskh ol d

ChooSetMwoWikdieWor ks platWwi r §lRasis oMSetting

Il nMt heMcase\VMdfi Wad Igtniap Ise W \id tf tNit ihg \etstheoV diNcla nMi mpr o\

wirelessVMsignal MgualityMtoMaVMcertainVMextent MThe
point MtheVMlowerVMtheVsignal VVUstrengboh¥NshYvechohe\
theWwWiMwi | | NbeMdi sconnected Mand\MtheVMclient\Mwil]l\

WiFi Msignal

However Mt heVhofgthetr Mt édneh&lidcki s Mt heVMeasierMit\Vis

of fline MToMensureMnormal VI nternetVaoddésls Myou\VMa
threshol dVorVMsetVMthheWBslifteYNaVdljessinigadnWhwedconfig
Save

Global RF Default Country/Region  United States (US)

2.4G 5G

Channel Width & Auto

Disconnection RSSI Threshold & O
Disable -85dBm 65dBm

clientLimit @ @D
22

Multicast Rate B  Auto

MACaution

I nMNt hedgahfzi ng\dnet wordkfifnbtdher edst thoelMckM scekt t i ngs M wi | |
toMall MdevicesMinMtheVMnet wor k

4184Conf i guringVMdStabealtomg$Radi o\l
GoMt otdarhfei gur ati onMpage

Met hod\ O D@ n NiWg. ANRadi oMSetting

Met hod€hoo Nel woWikdleDevi cMasna§y€on NN ANRadi oV
Setting

| MmN gdhe nsdItiyemyi ronmentdsattdhiedeadi o\ad dtetviiamdi seMt o \
frequencyVMinterfertonodhmaepgdbtcagdipomntusThiins\Mc | o s ¢
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i ncldideabl i ngbf Hedergdbori ngVMAPsVMt hatVareMcausing\
ai mingMtoMdmini mizeMsignal MdconflictsMandVMenhance\t

wirelessMcommunicati on

I nMenvironment sMNén&eflf ook sima r t dlih © anfatIshi etMg GHz \
radi oMofMUspeanYeoNARPceMt heVMper for mam\caesi\brhiMove r\e | e s
keyboar ds \BldweZti dgebteimeteess MMt heyMexperiencelMsignal Vi

operational Ml ag
ThRddWBwi ticshdenabl edMbyVMdefault MandMcanMbeVMdi sabl

Radio Setting

2.4G 5G

2.46 switch @D

Channel Width

©)

Channel Auto

Tx Power ()
Auto Lower Low Medium High

I fYaMmessageVMinMtheMfoll owingVdfigureVdisVMdisplaye
appliedVtoVMal | N dewicci ef si c\Wtr haed\i doedvciocnef i gubLgsdoaMhas\
Cloud MToVmanagpé&theNdevadeo\Vdc@o\fLiypsSudddabudn Mcl i c

Radio Setting

Go to Lysora Cloud

2.4G 5G

2.4G switch @D

1. Optimi zi ngMdMt heVMRadi oMChannel

Met hodV ChOwo&eVY iMc@o n NiWJ. ANRadi oMSetting

Met hodVChNHNeswdWikdleNevi ¢t\WRlanagyg€onfNiWwg ANRadi o\
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Setting

ChooseVMt heVdbest \cha nFnellMoihdoelnotr Rlfod endewr bdyWi Wig M App N Cl
SaweoldmakeVMt heMconfigurationVMtakeVMeffect\Vi mmedi at

t hedMgreaterMtheVMinterference \

WNot e

TheMavailableMchannel Mi sMrel atedVMtoMtheMcountry\
region

Radio Setting

2.4G 5G

2.46G switch (@D

Channel Width

@

Channel Auto

Tx Power O

Auto Lower Low Medium High

2. OptimizingVdtheMTransmit\JdPower \

Met hodMNCh OnseelviMc@Ge n fUWLANRadi oMSetting

Met hodWMCh dNes ebWikddeBe vi dWanag®€onfUWLANRadi oV
Sett¥ng

AMgreaterMtransmitMdpowerVMindicatesVMaVM|l arger\Mcove
toMsurroundingVwirelesssSirouyYtecsesndindaVhogthareVvad
transmitVpower Mt oVAawMwmdEeENMNsEdlreaeommaerded Mindicat
adjtunsent Mof Mt heMtVAARhem adjposseirngVdt h&S&bwowenfi guratic
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Radio Setting

2.4G 5G

2.46 switch @D

Channel Width

®

Channel Auto

Tx Power O
Auto Lower Low Medium High

3. ConfiguringVdtheVMRoamingVSensitivity\

Met hoMHoo@GrdbeviMcGenfyWLANRadi oMSetting

., Metho€HooNettwoWikdieNevi d¥Manag€onfiWLANRadi oV
Sett¥dng

TheMroami ngdsensitivityMdenabl esMtheVMdevi EBMtoMac
net wor kVYwhenVtheVMclientVisMfaeNawayt hdbvmeangsthe
thusVi mprovingVtheVMsensitivityVofVwisi el &essynNdamie
smal |l erMt heMwirelessVdsignal Mcoverage MToMi mprove
withindmoreVFhdodvoveerddVe Mi mproveMtheMroamingVdsen

advisedVt oMkeep\tnhydas\t dleg Mawljtusdsetinigdn hSslvieak ¥ gur at

Roaming Parameters

Roaming @ (O
Low 40% 80% High

Association RSSI Threshold @ (O
Disable -85dBm -65dBm

Response RSSI Threshold @ (O
Disable -85dBm -65dBm

Disconnection RSSI Threshold (&)
Disable -85dBm -65dBm
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4. ConfiguringMAccessMThreshol d
Met hodooQGreDeviMcGonfyWLANRadi oMSetting

Met ho€HdooNetNwoWikdleBevi dwWanag®€onfUWLANRadi o\
Sett¥d¥ng

WhenVt heVMwirelessVdsignal MofMdtheMendMuser Vi sMI owe
device MtheMclientMcannot\VddetectMtheMwireless\Vsi
configuratiaee Mclick\

Roaming Parameters

Roaming @ (O
Low 40% 80% High

Association RSSI Threshold (0 (O
Disable -85dBm -65dBm

Response RSSI Threshold @ ()
Disable -85dBm -65dBm

Disconnection RSSI Threshold (3
Disable -85dBm -65dBm

5. ConfiguringMdWimnelees &Y AMCie

WNot e

ThisMfeatur eVMcan\VbeRiedn aldbp reoddduocntl sy M o n N Wi

ThisVMfeat wma\bd andVme | y \Mornelg theenlc W\MNGHazn d s

Met hod\ Qfde o sVe@0 n NiWY. ANRadi oMSetting

Met hod\ N &€thw oBiledleDNevi ¢ Manayg&@onfNiWg ANRadi o\
Setting

Preambl eMpuncturingVdi sMaMwirelessMcommunication\
performanceMandVMdat aMratesMbyVMintelligentlyVMsele
environment sMwithVsevereVMinterference MOnMtheV
onAINntiint er f éhreelnpcsedMavoi ddchannel sVMwithVsevereVinter

channel sMforMdataVMtransmi ssion MandMenhancesVMove
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Advanced

Client Limit (&

Anti-interference @ @)

Save

6. ConfiguringMResponseMRSSI MThreshol d

Met hoHoo@GraeviMcGenfyWLANRadi oMSetting

Met ho€@HdooNetNwoWikdileBe vi dwWanag®€onfUWLANRadi oV
Sett¥ng

WhenVt heVwirelessVdsignal VVofMdtheMendMuser Vi sVMI owe
configuredVMonVMtheVMdevice MtheVMclientMcannot\VMdet e
smal |l erMt heMresponseVdVRSSIMthreshol dVi sMceHdfigure
interfereMwithMdtheVAP MHowever MtheMconnectionVo

adjustingVdtheMcoSavieguration MclickV

Roaming Parameters

Roaming (@ ()
Low 40% 80%  High

Association RSSI Threshold (& ()
Disable -85dBm -65dBm

Response RSSI Threshold () ()
Disable -85dBm -65dBm

Disconnection RSSI Threshold ()
Disable -85dBm -65dBm

4185Conf i guri ngMdWIlO

| fYyaMmessageVMinMtheMfoll owi g WVWhied woe kKisslY diag pllaa eél
WiFi MgroupsVMorVMspecifiedVdevigygs sCdboauvde \NbTeoelmiacnoangfei M
Fi MconfigurationsMthatVareVbyps dapuldi edMtoMall Vde
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o There are APs whose channel widths do not follow global configuration or Wi-Fi networks whose "Effective Range” is set to "Designated devices™ or "Wi-Fi Group” on
the network, which may affect the network optimization effect.

Network Optimizatior Scheduled Optimization Optimization Record 802.11k/v Roaming Optimization Advanced

ChoodNeltY wowWikdieWo r k s plaVileANM Opt i mi zati on

SelectMtheVopt Thienmd (OK&Vmpd é mi zeMt heVMwirel essVMne

MAMCaution
WI OMi sMsupport edorognd ryilz infdg \hreeltsved rfk M mode M

TheMclientMdmayMbeMofflineMduringMtheMoptimizati
beVMroll edVMbackVMonceMoptimizationMstarts MTheref
thi sMoperation

Table4-2 Tuni Mgd€onfigurati onVMParameters

Par amet|Description

I ndMt hi sAMmode Mexternal MdMinterference
Qui ck\

) ) qgui ckMoptimizationVMisVMperformedVMt o\
opti mi z

management MframeVMpower

I nMNt hi sAMmode Mexternal Minterference
deepVMoptimizationVMi sMperformed\VtoVo
management Mframe\VMpoweAd wWaCn d ecdk\NSt entViteixn

configureMtheMscanningVdti me Mchanne

® Scanni ngWltndnecatesVMtheVMti meMfor\VMsc
optimizati on

Deep\

opti mi 2 ® Roami ngVdSenNdgihtiNvioaynNsensitivity\Vdce

t heVactual Menvironment\VdtoVMensur e\Mf

® TransmitVMdpower MIncreasingVMtheVMtra
strengthVandVMcoverageVMof VMt heVwirel
i nterferenceMtoMsurroundingVMwirele
enabl ed MtheVAPMwill Vaut omawe cwlh &y

theVenvironment

55



Configuratio

ndGui de

Error

VUseVt heVHomeVt\atbhoi\ttohea\ptpd xt

thatVdyouMwant MtoMappearVhere

Par amet

Description

G

Chanbahdwi

dt h:

Il ndi cat es

t he

c hart

bandwi dt h

Sel ected

cchanmnelag es

wi || be calcul ated by t

° G

Chanbahdwi
bandwi dt h

Sel ect ed

dt h:
wi ||

cchanmelag es

t he

Il ndi cates
be cal cul

t he

channel s

t he
ated

channel s

c hart
by t

ChooQeNoktNi mi zaYama@K I i ck\

ChooBeelppti mi zaltClanckVAdVMarpadd Steot\tsientgist he M s cann

ti me Mchannel Mban

dwi dt hdand\JV®KN ectedVMchannel s
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