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Preface

Intended Audience
This document is intended for:
e Network engineers
e Technical support and servicing engineers

e Network administrators

Technical Support

e Official website: https://help.lysoratech.com

e Technical support email: support@lysoratech.com

Conventions

1. UI Conventions

UI Convention | Description Example

The interactive UI elements are in (1) Click OK.

Boldface boldface, including buttons, tabs, | (2) Select Config Wizard.

menus, and so on. (3) Click the Clients tab.

The “>" symbol indicates a
> hierarchical relationship or a path | Select System > Time.

to a specific item.

2. Symbols

The symbols that may be found in this document are described as follows:

© Wwarning

An alert that calls attention to important information which, if not understood or
followed, can result in data loss or equipment damage.



https://help.lysoratech.com/
mailto:support@lysoratech.com

A\ Caution

An alert that calls attention to essential information which, if not understood or
followed, can result in function failure or performance degradation.

&’ Note

An alert that contains additional or supplementary information.

& Specification

An alert that contains a description of product or version support.

3. Notes

This document provides configuration details (including model, description, port type,
and software interface) of the expected version for reference purposes only. In the
event of any discrepancy or inconsistency between the expected version and the actual

version, the actual version shall take precedence.
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1 Change Description

This section outlines the key changes in software, hardware, and documentation across
versions. For detailed hardware changes between different versions, please refer to the

release notes provided with the software release.

1.1 Lysora 2.400

1.1.1 Hardware Changes

The following table lists hardware models supported by this version.

Type Model Version Number
L6Lite 1.xX
Wi-Fi 6 AP
L6 1.Xx
L7Lite 1.xx
Wi-Fi 7 AP
L7 1.xx

1.1.2 Software Feature Changes

This is the first official release.
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2 Fast Internet Access

2.1 Configuration Environment Requirements

2.1.1 PC
® Browser: Google Chrome, Internet Explorer 9.0, 10.0, and 11.0, and some
Chromium/Internet Explorer kernel-based browsers (such as 360 Extreme Explorer)
are supported. Exceptions such as garble or format error may occur if an

unsupported browser is used.

e Resolution: 1024 x 768 or a higher resolution is recommended. If other resolutions
are used, the page fonts and formats may not be aligned, the GUI is less artistic, or

other exceptions may occur.

2.2 Default Configuration

Table 2-1 Default Web Configuration

Item Default

IP address 10.100.111.254

A username is not required when you log
Username/Password in for the first time. The default password is

admin.

2.3 Login to Web Interface

2.3.1 Connecting to the Access Point

You can open the management page and complete Internet access configuration only

after connecting a client to the access point in either of the following ways:
e Wired Connection

Connect a local area network (LAN) port of the access point to the network port of
the PC, and set the IP address of the PC. See Configuring the IP Address of the

Management Client.
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e Wireless Connection

On a mobile phone or laptop, search for wireless network Lysora-SXXXX (XXXX is the
last four digits of the MAC address of each device). In this mode, you do not need to
set the IP address of the management Client, and you can skip the operation in

Configuring the IP Address of the Management Client.

2.3.2 Configuring the IP Address of the Management Client

Configure an IP address for the management client in the same network segment as the
default IP address of the device (The default device IP address is 10.100.111.254, and the
subnet mask is 255.255.255.0.) so that the management client can access the device. For

example, set the IP address of the management client to 10.100.111.100.

44 Caution

® Make sure that the client can access the web interface as long as it can ping the

access point.

e The IP address of the management client cannot be set to 10.100.111.253, because
this IP address is reserved by the device. If the management client uses this IP

address, it cannot access the device.

2.3.3 Logging in to the Web Page
(1) Enter the IP address (10.100.111.254 by default) of the access point in the address

bar of the browser to open the login page.

@ Note

If the static IP address of the device is changed, or the device obtains a new dynamic IP
address, the new IP address can be used to access the web management system of the
device as long as the management client and the device are in the same network
segment of a LAN.

(2) Onthe web page, enter the password and click Log In to enter the web management

system.



Configuration Guide Error! Use the Home tab to apply ##& 1,Heading 1

2.4

to the text that you want to appear here.

Lysora

You can use the default password admin to log in to the device for the first time. For
security purposes, you are advised to change the default password as soon as

possible after logging in, and to regularly update your password thereafter.

If you forget the IP address or password, hold down the Reset button on the device
panel for more than 5 seconds when the device is connected to the power supply to
restore factory settings. After restoration, you can use the default IP address and

password to log in.

A\ Caution

Restoring factory settings will delete the existing configuration and you are required to
configure the device again at your next login. Therefore, exercise caution when
performing this operation.

Work Mode

The device can work in the router mode, AP mode or wireless repeater mode. The
displayed system menu page and function ranges vary with the work mode. The AP
works in the AP mode by default.

When setting the work mode, you can also set whether to enable the self-organizing

network discovery function. This function is enabled by default.

Self-organizing network mode: After the self-organizing network discovery function is
enabled, the new device and other unconnected devices can be discovered. Devices
connect with each other to form a network based on their status and synchronize their
configurations globally. You can log in to the web interface of the device to view

management information of all devices on the network. After the self-organizing
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network discovery function is enabled, you can efficiently maintain and manage the

network. You are advised to keep this function enabled.

When the device connect with each other to form a network, two configuration modes

are displayed: network-wide mode and local device mode. See 2.8 Introduction to the

Web Interface.

Local device mode: After the self-organizing network discovery function is disabled, the
device will not be discovered. After logging in to the web interface, you can configure
and manage only the new device. If only one device is configured or global
configuration does not need to be synchronized to the device, you can disable the self-

organizing network discovery function.

To switch the work mode, see 5.1 Switching Work Mode.

AP Mode

The device performs L2 forwarding and does not support the DHCP address pool
function. In AP mode, the device often networks with devices supporting the routing
function. IP addresses of downlink wireless clients are assigned and managed by the
uplink device (supporting the DHCP address pool) of the AP in a unified manner, and the

AP only transparently transmits data.

2.4.2 Router Mode

The device supports NAT routing and forwarding. The addresses of wireless clients can
be assigned by the AP and wireless network data is routed and forwarded by the AP.
NAT is supported in this mode. When an AP works in the router mode, it supports device

networking, network-wide configuration, and AP-specific radio functions.

There are three Internet types available: PPPoE, DHCP mode and static IP address mode.

You can connect the device to an Ethernet cable or an upstream device.

/\ Caution

After switching to the router mode, the device's LAN IP address will change to
192.168.120.1. Please obtain an IP address automatically for your management client
and enter 192.168.120.1 into the address bar of the browser to log in to web interface
again.
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2.4.3 Wireless Repeater Mode

2.5

The device does not support the routing and DHCP server functions in the wireless
repeater mode. IP addresses of the clients are assigned and managed by the primary
router. On an available network, the device can be connected to the primary router
through wireless connection to expand the Wi-Fi coverage and increase the number of

LAN ports and wireless access devices.

Configuration Wizard (AP Mode)

2.5.1 Getting Started

e Power on the device and connect the device to an upstream device.

e Make sure that the device can access the Internet.

2.5.2 Configuration Steps

1. Configuring the Management Password

Set a password for logging into the management system and click Save.

Lysora

Confirm Password

2. Confirming the Network Topology

You can manage and configure all devices in the network in batches by default. Please

verify the device count and network status before configuration.
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© Note

New devices will join in a network automatically after being powered on. You only need
to verify the device count.

Lysora Discover Device @ English~ [ Homepage

Total Devices: 3. Other Devices (to be added manually): 2.

Net Status = o

My Network

New Device (1 devices) -

Model SN IP Address MAC Address Software Version
Frr o -
Other Devices @
{1 devices) + Add to My Netwerk ~
E Model SN IP Address MAC Address Software Version
AP Lysora

Rediscover Mext

If a new device is detected not in the network, select the device, click Add to My

Network and enter its management password to add the device manually.

Add Device to My Network

* Password

3. Configuring Network and Project Information

(1) Click Next to configure the Internet connection type and Wi-Fi network.
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e Internet: Configure the Internet connection type according to requirements of the

local Internet Service Provider (ISP).

o DHCP: The access point detects whether it can obtain an IP address via DHCP by
default. If the access point connects to the Internet successfully, you can click

Next without entering an account.

o Static IP: Enter the IP address, subnet mask, gateway, and DNS server, and click

Next.

e Dual-Band Single SSID: When it is toggled on, the 2.4 GHz and 5 GHz frequency
bands share the same Wi-Fi configuration. When it is toggled off, separate Wi-Fi

configurations will be required for each band.

e Country/Region: The Wi-Fi channel may vary from country to country. To ensure
that a client searches for a Wi-Fi network successfully, you are advised to select the

actual country or region.

e Time Zone: Set the system time. The network time server is enabled by default to

provide the time service. You are advised to select the actual time zone.

Lysota Internet Plan
)

Internet Plan

Internet & Static 1P

Dual-Band Single 5510 )

All Radios

Country/Region  rited Ssates (US]

Time Zone  (GMT-5:001Americarew_Yor

(2) Click Next and set Project Name for the device. The project name indicates the

network where the device is located.
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Lysora Project Settings

@ @

Project Settings

Project Name

(3) Click Create Network & Connect. The device will deliver the initialization and check
the network connectivity.

o Operation
succeeded.

Project Name:

Internet: DHCP

Redirecting...

(4) After completing the quick setup, the new device can access the Internet. You can
bind the device with a Lysora Cloud account for remote management. Follow the
instruction to log in to Lysora Cloud for further configuration. If you do not attempt

to bind a Lysora Cloud account, click Homepage to access the device's Web.

@ Note

If your device is not connected to the Internet, click Service is unavailable. in the
displayed Internet connection failed. dialog box to exit the configuration wizard.
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Configuration Guide

Lysora Network Configuration

Login Select the project type Prepare for configuration Configure VLANs

Please enter your Cloud account to log in.

2.6 Configuration Wizard (Wireless Repeater Mode)

2.6.1 Getting Started

e Before configuring the wireless repeater mode, configure the primary router and test

that the primary router can access the Internet.

® Place the device where it can discover at least two-bar Wi-Fi signal of the primary

router.

4\ Caution
No Ethernet cable is required in the wireless repeater mode. The wireless network
stability can be affected by many factors. Therefore, the wired connection is

recommended.

2.6.2 Configuration Steps
(1) Connect the device to a power supply without connecting an Ethernet cable to the
uplink port.

(2) Seta password for logging into the management system and click Save.
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Lysora Password

(3) Click Next.

Lysora Discover Device

Error! Use the Home tab to apply #%# 1,Heading 1

to the text that you want to appear here.

* New Password

spaces, and Chinese characters.

Confirm Password

Total Devices: 3. Other Devices (to be added manually): 2.

Net Status &

My Network
New Device (1 devices)

Model

G

Other Devices @
(1 devices)

H Model

B AP

. © o]
. EW s -
Gateway Switches APs
SN 1P Address MAC Address
i Neb
SN 1P Address MAC Address

Other Devices

Software Version

Lysora

Software Version

(4) If you see a dialogue box indicating that the Ethernet cable is not connected to the

WAN port, click Wireless Repeater.

10
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No address on WAN port X

Ethernet status (%)

LAN

(5) Select the primary router SSID that requires expanding the Wi-Fi coverage, enter the

Wi-Fi password of the primary router, and click Next.

Q Search

56§ Lysora-sD620 =

5G

)

.)))

.)))

5G

5G

B B B B
)

.)))

5G

.)))

5G

5G &

.)))
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Please enter the Wi-Fi password

Primary Router SSID Lysora—sD620

* Password

The primary device currently selected is a Lysora product. The
Wi-Fi name and password of this device is the same as that
of the primary device.

(6) Setthe SSID and password and click Save. Then, the Wi-Fi network will be restarted.
Local Router Wi-Fi

© Same as Primary Router Wi-Fi New Wi-Fi

* SSID(2.4G)

* SSID(5G)

Wi-Fi Password (@)

(7) Setthe country/region code and time zone, and click Save.

12
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Country/Region/Time Zone

* Country/Region

United States (US)

* Time Zone

(GMT-5:00)America/Mew_York

2.7 Configuration Wizard (Router Mode)

2.7.1 Getting Started

(1) Connect the device to a power supply and connect the port of the device to an

upstream device with an Ethernet cable. Or you can connect an Ethernet cable to the

device.

(2) Configure the Internet connection type according to requirements of the local
Internet Service Provider (ISP). Otherwise, the Internet access may fail due to
improper configuration. You are advised to contact your local ISP to confirm the

Internet connection type:

o Figure out whether the Internet connection type is PPPoE, DHCP mode, or static

IP address mode.

o Inthe PPPoE mode, a username, a password, and possibly a service name are

needed.

o Inthe static IP address mode, an IP address, a subnet mask, a gateway, and a

DNS server need to be configured.

2.7.2 Configuration Steps

(1) The device works in the AP mode by default. If you want to switch the work mode to
the router mode, perform the configuration on the work mode setting page. See 5.1

Switching Work Mode for more details.

13
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Lysora vt Working Mode
2 AP
> SN: Model MGMT IP: Working m»de-C]
i |
Workspace 2 Search Device Info
I Working Mode R
Devices Memory Usage Online Clients
0, Self-Organizing Network @ @D
a 49% 0
Clients 5 Network
A0 @
System WLAN
Device Details Auto Join @ @D

= Advanced

Diagnostics

(2) After mode switching, the device will be restored to factory settings. If the device
has only one RJ45 port, it is used as the uplink port. In this case, configure the device
to work in router mode via a wireless connection. If the device has multiple RJ45
ports, the PoE In port is used as the uplink port, and other ports as downlink ports. In
this case, you can configure the device to work in router mode via either a wired or

wireless connection.

& Note

In router mode, the default IP address of the device is changed to 192.168.140.1,
and the DHCP server feature is enabled by default.

o Wireless connection: Connect a mobile phone or PC to the default Wi-Fi signal
(SSID: Lysora-sXXXX, where XXXX indicates the last four characters of the device's
MAC address) broadcast by the device, and enter 192.168.140.1 in the address

bar of the browser to access the login page.

o Wired connection: Connect a downlink port of the device to the Ethernet port of a
PC, configure the PC to automatically obtain an IP address, and enter

192.168.140.1 in the address bar of the browser to access the login page.

(3) The Internet access settings in router mode are essentially the same as those in AP
mode, except that Internet access through PPPoE dial-up is exclusively available in
router mode. For detailed steps on configuring the router mode, see 2.5
Configuration Wizard (AP Mode).

PPPoE: Click PPPoE, and enter the username, password, and service name. Click Next.

14
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Lysora

L
Internet Plan

2.8 Introduction to the Web Interface

To facilitate flexible device management, the Web page displays different system
configuration menus in different work modes. For details about the work mode, see 5.1
Switching Work Mode.

The self-organizing network discovery function is enabled by default, but can be
disabled manually. After this function is disabled, the web interface displays the local

device mode.

When the self-organizing network discovery function is enabled, you can switch
between the network-wide mode and the local device mode. The displayed function

menus vary with the mode.

@ Note

After the self-organizing network discovery function is enabled, the system
configuration menus on the web interface depends on the master device on the
network. If the master device supports Wi-Fi 6 or later, the web interface of the other
devices on the network is the same as that of the master device.

2.8.1 Enabling Self-Organizing Network Discovery

e Network-Wide Mode: Displays the management information of all devices on the
network. You can configure all devices on the network from a network-wide
perspective.

e Local Device Mode: You can only configure the current logged in device.

15
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Network-Wide Mode

Lysora arch I English
Physical Topology ]
Workspace i=
B @ G
& Devices
Network .. WLAN O... Quick Se,
(1] Clients
Wireless
’
) System — - -
= = =
Wi-fi  Radio Se... Rate Lim
4 Unkmown
S’ (_,) g“ * UNENOWN
Blocklist ... Wireless ... AP Mesh
P — &+
UNKNOWN Rotate
G =]
WAN
Load Bal.. LAN Ports LED T Restore
o = 5]
ar ®= Refresh
Client As... Domain
Wired ~
& Last Updated: 2025-09-16 04:00:11

Local Device Mode

® To access the local device mode for the configuration and management of a single
device, perform the following steps:

o Method 1: Click the device name in the One Device menu and then click Config.

Lysora ! glist
r AP
D AT SN Model MGMT IP: Working Mode:
U config
) Workspace Q Search Device Info
Devices Memory Usage Online Clients Internet Status: =l
440/ 0 Uptime: 14 days 25 minutes 24 seconds
- ] _09-16 16:
5] Clents B Network System Time: 2025-09-16 16:10:35
& system = WLAN
Device Details
, 5 Advanced Model: Device Name: oM
; MAC Address: Waorking Mode: Role:  paster AP ©
<! Diagnastics Hardware Version: 1.00 Software Vension: Lysora
) system

Ethernet status (3)

o Method 2: Choose Network-Wide > Devices and click Manage next to a device
in the AP list.
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Lysora
All (1) Gateway (0) m Switch (0) AC (0) Router (0) < Select Reboot Batch Upgrade (® Delete Offline
Group: All Groups  Ex ° RF Information Model
Username () G Relay Clients
Mod SN 1P/MAC
Moformation Working Mode / Device Group Softwan Action
Workspace
¢ 3 Wired !

E==) & . N : » o et o2 Reboot
Clients Total 1 5] 10/page
System

Lysora Search lert Cente E

a & Devices

N -
@ . = AP
N SN: Maodel: MGMT IP; 2 Working Mode: AF >
Monitor
WAN_v6 Settings
Device Overview Intemet 3 DHCP
1P Address
4 Subnet Mask
Work Mode
Gateway
LED
DNS Server
WLAN
Dedicated DNS
= Advanced
Server (3
~) Diagnostics

T T

2.8.2 Disabling Self-Organizing Network Discovery

If a device is in standalone mode, you can configure and manage only the currently

logged in device. The web interface displays the configuration menu of a single device
on the left side.

Lysora & doud senvice 1 Alert Cem® Biar it =
Q search Device Info
Memory Usage Online Clients Internet Status: d
o Uptime: 2 hours 4 minutes 20 seconds
Chents 48% 0 System Time: 2025-09-23 13:34:14
& Network
Device Details
 WLAN Modek Device Name: | R
X MAC Address: Working Mode: Hardware Version: 1,00
%} Advanced
Software Version: Lysora
=) Diagnostics
Ethernet status (3
(=) System «
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3 Network Monitoring

Choose Network-Wide > Workspace > Physical Topology.

The Physical Topology webpage displays the current network topology, real-time uplink
and downlink flow, networking status, and the number of users. The quick access to
network and device settings is also provided on the Physical Topology webpage. Users

can monitor, configure and manage the network status on the current page.

Lysora
Physical Topology el B3 =24 | D4
Workspace =
&= - ®
Net AN O
Devices 2 o
&b
Clients Quick Se
“«
System Wireless
R
= P = Rotate
o}
¥ Radi F Restore

Last Updated: 2025-09-16 16:17:44

3.1 Viewing the Network Information

You can view the online device, port ID, device SN as well as the real-time uplink and

downlink flow in the network topology.
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|

Physical Topology 21 3 @4 | D4 + Discover Devices
(Jr.w_
- ®
[ —
.
sncT
(:_n’ﬁ', ;..:N.: “f;)
(wan D) ports )
T T
M L) = Frem— al
* Clignts
. .
" N ...
EL) [ N l - 1
T (D) =) |
W) D) ) r
Rotate
- == i il
= — - - ® Clients. O
: Y . Restore
]
— Refresh
Cport 15)
Ceani)
T
sSwW -Snilr.h -?‘

Last Updated: 2025-09-16 16:17:44

Click the egress gateway to view real-time traffic information of the device.

°
Traffic Trend More
Last24 h Last 48 h Real-time rate4 0.23 * 0.13 Mbps

25 -@- Upload rate —@- Download rate
24
154
14
054
0 AHMM AW VWY AMAW W f‘h MM AWK Mnlmumm MMMM J l‘hAl AT HH‘_“NHAA NN
2025-09-16 16:14:00 2025-09-16 16:23:30 2025-09-16 16:33:00 2025-09-16 16:42:30 2025-09-16 16:52:00 2025-09-16 17:01:30 2025-09-16 17:11:00
e Click the device in the topology to view the operating status and configuration of the

device and configure the device functions. The hostname is set to the product model

by default. You can click “ to modify the hostname.
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Lysora

<« Workspace

a « bS5 -AP
4 % SN: Model: MGMT IP: é Working Mode: AP
G
an
val
R -
pay LED: (‘" AP Location:
Clients > ssip > Band
24G e 5Ge
e « 5
signal Quality Online Duration
Rogate Username SSID and Band 1P/MAC Rate Negotiation

Rate
Restore

Refresh

i Ethernet status (3

e The update time of the topology is displayed at the bottom left corner. Click Refresh
to update the topology to the latest status. Please wait for a few minutes for the
update.

Physical Topology 21 B3 &4 D4

&

A
Rotate

Restore

=t -
o
an
W == o Clam

| Last Updated: 2025-09-16 16:17:44)

3.2 Adding Network Devices

3.2.1 Wired Connection

(1) If a new device is connected to the device in the network through wired connection, a

prompt message will pop up, indicating that a device not in self-organizing network)
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is discovered. The number (in orange) of devices that are not in self-organizing
network is displayed under the Devices at the top left corner of the page. Click

Handle to add the device to the current network.

Note X

Devices outside your network have
been discovered.Handle

(2) Go to the Network List page, click Other Network to select the target device and
click Add to My Network.

Lysora earct t gl
O Every network varies in devices and configuration. You can add devices of Other Network to My Network. @
My Netwark
PC2_LR300 (8 devices)
Model SN 1P Address. MAC Address Software Version
Workspace ' Lysora
X ﬁn Lysora
Devices.
AP Lysora
{1 diients
Lysora
System AP Lysora
Lysor:
Lysor
Lys
Other Network
@ Model SN 1P Address MAC Address Software Version
AP

If the target device is not configured yet, you can add the device directly without a
password. If the device is configured with a password, please enter the management
password of the device. If the password is incorrect, the device cannot be added to the

network.

Add Device to My Network =

* Password

Forgot Password m
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3.2.2 AP Mesh

1. Overview

After being powered on and enabled with Mesh (see 4.23 Enabling AP Mesh for details),
a Mesh-capable new AP can be paired with other Mesh-capable wireless devices on the
target network through multiple ways. Then the AP will be synchronized its Wi-Fi
configuration with other devices automatically. Mesh networking addresses pain points
such as complex wireless networking and cabling. A new AP can be connected to an

uplink wireless device, such as an AP or router, in the following ways:

e Search-based pairing: Log in to the web interface of a device on the target network.
Search and add APs to be paired.

e Wired pairing: Connect the new AP to a wireless device on the target network using

an Ethernet cable. The new AP will go online on the target network.

After pairing finishes, the new AP obtains the wireless backhaul information from
network-wide neighboring APs. Install the new AP as planned, and it will connect to the

optimal neighboring AP.

2. Configuration Steps

( Start >
g/\ Wired
] i Connection
Web-based Scannin Pairing Mode?

Search-based Pairing Wired Pairing
. . (Uplink Device is
(Uplink Device is AP) AP/Router)

Verify AP Connection

)

Install AP

i)

Verify Mesh Networking

)

o
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3. Configuration Steps for Search-based Pairing

A\ Caution
e Uplink device is an AP.

® The master device must be properly configured. Otherwise, AP mesh failure may
occur due to constant channel scanning.

e The new AP must be in factory status.

e It can be scanned only when the live network is enabled with Mesh (see 4.23 Enabling
AP Mesh for details).

® Place the new AP no more than 2 meters away from the uplink device to ensure that
the new AP can receive the Wi-Fi signal from the uplink device. The new AP may fail
to be scanned due to the long distance or obstacles between it and the uplink device.

® You can scan to discover new APs on the AP Mesh page only when there are APs
supporting the AP Mesh function on the network.

(1) Power on the new AP and place it near the AP on the target network.

(2) Log in to the web interface of a device on the target network. In Network-Wide
mode, click +Discover Devices in the upper right corner of the Physical Topology

page to scan the APs in other networks not plugged in with Ethernet cables.

Lysora

H

Physical Topology

Workspace =

NG Rotate:
5] =)

Load Bal.. LAM Ports  LED Restore.

) o
&> = Refresn

= ) Last Updated: 2025-09-25 03:19:41

(3) Onthe AP Mesh page, click Scan to Add Devices to scan devices that are not

connected to the network via an Ethernet cable.
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Device Networking

AP Mesh
When AP Mesh is enabled, Devices that support the AP Mesh function can form a network either wirelessly or through a wired connection, The system will automatically optimize mesh
links by considering factors such as signal strength, wireless mode, number of antenna streams, channel width, and signal loss across mesh hops to choose the optimal uplink.

Mesh Networking (D)

Configure Mesh Wi-Fi Scan to Add Devices

Mesh Devices List

Username Model SN IP/MAC Uplink Status Connectivity Quality

Total 0 n 10/page

(4) Select the APs to be added and click Mesh Networking. Up to eight APs can be

selected at a time. Wait until network merging finishes.

& Back
Discover Devices
100%
tal D 1
Model MAC
Up to 8 devices can be selected. Cannot find the desired device. (7)
flezsen
< Back
@ @ ®
Discover Devices Mesh Networking Finish
100%
Model

Ie

Up to 8 devices can be selected.

(5) Check the topology on the Physical Topology page to make sure that the new AP
has connected to the uplink device in wireless mode.
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A

.))

Q]

® Clients

(6) Power off the new AP and install it as planned.

(7) Log in to the web interface of a device on the target network. In Network-Wide

mode, choose Devices > AP. Make sure that the new AP is online and the

corresponding entry contains icon

= 5G

in the Relay Information column.

The icon indicates that wireless backhaul is performed through the 5 GHz radio.

All(2)

Group: All Groups  Ex

Gateway (0) m Switch (0)

AC(0)  Router (0)

(- RF Information

Username (9

5

Model SN

(8) Click View Details following the
uplink device and RSSI.

Select Reboot

Model

Relay

Information g Mode

IP/MAC

) Wired
AP

& .

= 5G

Batch Upgrade ® Delete Offline

Clients

Device Group Softwan Action

Default Lysora Manage Reboot

0 Defauit Lysora Manage Reboot

Total 2 10/page

icon to obtain information about the
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All (2) Gateway (0) Switch (0) AC (0) Router (0) Select Reboot Batch Upgrade ®
Group: All Groups  Expand © Ba nfo RF Information Model
Username (O Relay N r:-90 dBm
Model SN - hannel
Information 10 %

_ f -24 dBm Goo:
) Wired Vie
« * Negotiation Rate: 286 Mbps

e: 2 minutes 43 seconds
/

)

4. Configuration Steps for Wired Pairing

/4 Caution
e Uplink device is an AP, or router.
® The new AP must be in factory status.

e It can be scanned only when the live network is enabled with Mesh (see 4.23 Enabling
AP Mesh for details).

(1) Plug one end of the Ethernet cable to the uplink port of the new AP, and the other
end to the downlink port of an AP or router on the target network. Mesh networking
takes one to three minutes. When the system status LED is steady on, it indicates that

Mesh networking finishes.

(2) Login tothe web interface of a device on the target network. In Network-Wide

mode, choose Devices and make sure that the new AP is online.

All(2)  Gateway (0) m Switch (0) AC(0) Router(0) & Select Reboot Batch Upgrade (O Delete Offline
Group: All Groups  Exy O ta RF Information Model
Username (O ot Relay Clients
M SN IP/MAC d
seeBination Working Mode "/ Device Group Softwan Action

) Wired ¢
.. AP 1 Default Lysor Manage Reboot
. * =hl AP = p Default Lysor Manage Reboot

Total 2 n 10/page
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(3) Self-Healing Mesh is enabled by default. If it is disabled, enable it first (for details,
see 5.12 Configuring Self-Healing Mesh) to complete the wired-to-wireless handoff
process.

(4) Unplug the Ethernet cable, power off the new AP, and install it as planned.

(5) Log in to the web interface of a device on the target network. In Network-Wide
mode, choose Devices > AP. Make sure that the new AP is online and the
= 5@
corresponding entry contains icon : in the Relay Information column.

The icon indicates that wireless backhaul is performed through the 5 GHz radio.

All(2)  Gateway (0) m Switch (0)  AC(0)  Router(0) &3 Select Reboot Batch Upgrade () Delete Offline
Group: All Groups (-] RF Information Model
Username () ad o Relay Clients
Mo N i IP/MAC i i
Saformation Working Mode /! Device Group Softwan Action

£ £ Wired
= AP 1 Default Lysora Manage Reboot
i Cl AP 0 0 Default Lysora Manage Reboot

Total 2 n 10/pag
= 5@G
(6) Click View Details following the : icon to obtain information about the
uplink device and RSSI.
All (2) Gateway (0) m Switch (0) AC (0) Router (0) Select Reboot Batch Upgrade ®
Group: All Groups  Expand © Basic Inf RF Information Model
Username (@ Relay N r:-90 dBm
Model SN

Information hannel o o

= -24 dBm Goo:
) Wired Vie
« * Negotiation Rate: 286 Mbps

e: 2 minutes 43 seconds

/

5. Enabling WAN Port

The WAN port works as the wired uplink port of the AP by default. For the AP added to
the target network through Mesh pairing, the WAN port is disabled by default. If you

10
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want to connect the Mesh AP to other downlink device in wired mode to expand the
network, enable this port.

(1) Log in to the web interface of the network project. Choose Network-Wide >
Devices > AP, and click Manage next to a device in the AP list.
All(2)  Gateway (0) m Switch(0)  AC(0)  Router (0) Select Reboot Batch Upgrade @ Delete Offline
Group: All Groups X ! (-] RF Information Model
Username () Relay Clients
Model SN formation Working Mode IP/MAC Device Group Softwar Action
V .« * 1 AP A Default Lysora Manage Reboot
. * AP . 0 Default Lysora Reboot
Total 2 n 10/page
(2) Choose Config > Advanced > Enable WAN, toggle on Enable, and click Save.
o The WAN port is used as an uplink port of the AP by default. When the device works in the wireless repeater mode, the WAN port is disabled by default. If you want to extend network coverage
through connecting the WAN port of the AP to a switch, enable the WAN port first.
enable @D
T
6. Querying Mesh APs and Mesh Details
(1) Login to the web interface of a device on the target network.
(2) Query Mesh APs.
[ ]

Method 1: In Network-Wide mode, check the topology on the Physical Topology

page. The AP that connects to the uplink device in wireless mode is a Mesh AP.

\\,‘

.))

SN:

'jZ|1

® Clients

SN:

11
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e Method 2: In Network-Wide mode, choose Devices > AP. If an entry contains icon

o
= 5G
0
All(2)  Gateway (0) m Switch (0)  AC(0)  Router(0) & Select
Group: All Groups o RF Information Model
Usemane O Model SN oy Workit
< Information g Moda
ér £ Wired
. ® AP

(3) Query Mesh networking details.

in the Relay Information column, the corresponding AP is a Mesh AP.

Reboot Batch Upgrade @ Delete Offline
Clients
IP/MAC Device Group Softwan Action
Default Lysora Manage Reboot
0 Default Lysora Manage Reboot
Total 2 n 10/page

In Network-Wide mode, choose Devices > AP. Select the target AP, and click View

Details in the Relay Information column to obtain the Mesh networking details.

All (2) Gateway (0) m Switch (0) AC (0) Router (0)
Group: All Groups  Expand © Basic Inf RF Information Model
Username (9 Relay
Model SN .
Information

& . o
B

3.3 Managing Network Devices

Select Reboot Batch Upgrade ®

r:-90 dBm
~10%
-24 dBm (
286 Mbps

e: 2 minutes 43 seconds

ay (" Local

You can view information of all devices on the network. You can configure and manage

all devices on the network by simply logging in to only one device on the network.

Follow the following steps to access the device's management page:

e Method 1: Click the device icon in the upper right corner of the topology to switch to

the device list view.

12
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Physical Topology

\'36
|
X \'_
e Method 2: Choose Network-Wide > Devices.
Lysora Search 0 Alert Center @ English Exit
m Gateway (1)  AP(3)  Switch(4) AC(0) Router(0) O Select Reboot Delete Offline
Username () Model SN IP/MAC Software Version (7) Action
y . W - Lysora Manage Reboot
) Waorkspace

I:] = ysara Manage Reboot

&) Clients Manage Reboot
) system . -l - Lysara Manage Reboot
. Lysora Manage Reboot

Py Lysora Manage Reboot

P ee— Lysora Manage Reboot

- - Lysora Manage Reboot

Total 8 n 10/page

e C(lick Manage to configure the selected device.

LGN Gateway (1) AP(3)  Switchi4) AC(0) Router(g) =2 Select Reboot Delete Offline
fandl
Username (@ Model SN 1P/MAC Software Version (@) Action
y « Gl il Lysara Manage Reboot
° steway - Lysora Manage Reboot

- Feboot

o Click Select to select an offline device, and click Delete Offline to remove the
selected device from the list and the topology.

NG Gateway (1)  AP(3)  Switch(4) AC(0) Router(0) O Reboot Delete Offline

Username (3 Model SN IP/MAC Software Version () Action
y o S — wit = Lysora Manage Reboot
i b Lysora Manage Reboot

Manage Reboot

13
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AP (3) Switch (4)

Username (7

AC(0)  Router (0)

Model

SN

Error! Use the Home tab to apply #%# 1,Heading 1

IP/MAC

3.4 Configuring Network Planning

Choose Network-Wide > Workspace > Network Planning.

Lysora

Devices
Clients

m
Systes p

Workspace
= 2 ®
Network JWLANO...  IPTV

Wireless
Wi-F di Rat

Physical Topology

Last Updated: 2025-09-17 04:00:13

Deselect Reboot Delete Offline

Software Version (%
ysora

ysora

Action

Manage Reboot

Manage Reboot

Manage Reboot

Rotate
Restore

Refresh

Click the SSID to edit the Wi-Fi configuration. For details, see Chapter 4 Wi-Fi Network

Settings.
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Network Planning(2) All

Add Wired VLAN H Add Wi-Fi VLAN

VLAN1 Wired VLAN  Wi-Fi VLAN
VLANI1

SVI Address: (Gateway)
192.168.100.1

DHCP Pool (Enable)
192.168.100.1/255.255.255.0
IP Count: 254

Lease Time (Min): 30

VLAN3 Wired VLAN
VLANO0O3

Error! Use the Home tab to apply

to the text that you want to appear here.

&

NANT (Cwano

e (@Y DHCP Server )

LAND
WAN

T 1
LANZ ((LANG/WAN3
Gi1) ports )
(&)

=

#r#% 1,Heading 1

= at
. ® AP Group
s
=  lysora-m18A3 (= ssibi @ ssipiin
| e (3

<
=]
=D
Cport 15 ) Jr
Rotate
-1 o
. Restore

i c
port 15 ) Refresh

\
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Edit Wi-Fi VLAN X
Wi-Fi
*Name )  Lysora-mi18A3

Purpose  General loT Guest

Band 2.4G 5G 6G O

By combining multiple bands under one SSID, clients can automatically

select the best band.

Security
Encryption Type @ Open Security 0,

* Encryption Mode OPEN(Open)

Hide SSID The SSID is hidden and must be manually entered.

Advanced >

3.4.1 Configuring Wired VLAN

Choose Network-Wide > Workspace > Network Planning.

On the Network Planning page, click Add Wired VLAN.

16
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Network Planning(2)

VLAN1

SVI Address: ( il
192.168.100.1

DHCP Pool (Enable
192.168.100.1/255.255.255.0
IP Count: 254

Lease Time (Min): 30

VLAN3 Wired VLAN
VLANOOO3

VLAN1 Wired VLAN  Wi-Fi VLAN

Error! Use the Home tab to apply #%# 1,Heading 1

to the text that you want to appear here.

] 1
LAND ) LAN: L.ws.r‘\,-.-msf
CWAN ) i) (ports.
T T T
= = sw e
. oL
(Gi5) L I
? G ) (ports )
(wan WAN (port19)
A AN, port 15
s = sw ==
. * AP Group .
port 15
[
(port1)
T
) i -~ sw 6_-_
. lysora-m1BA3 N (=  SsID1 @ . ssommnm '
= | [ = et | = bt |
: Prr JER G axkakiks : PETTPIv )

Alternatively, you can select an existing wired VLAN and click Setup to edit the VLAN.

Network Planning(2)

VLANT W
VLAN1

VLAN3  Wired
VLAN0003

=}

WAN

ports

(1) Configure the VLAN ID, address pool server, and DHCP pool. The gateway is
configured as the address pool server by default to assign IP addresses to clients. If

an access switch exists in the network, you can select the access switch as the

address pool server. Click Next after VLAN parameters are configured.

17

r
Rotate

Restore

Refresh

Ny
Rotate

Restore

Refresh



Configuration Guide
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Description:

WLAN Add VLAN

VLAN ID:

Address Pool ©

Server

Gateway/Mask:  192.168.100.1

DHCP Service: (@D

IPRange:  192.168100.

2 Configure Wired Access

/2952552550

192,168.100.254

(2) Select the target switch in the topology and all member ports in the VLAN, and click

Next.

VLAN20 (test) 192.168.20

Rotate

Restore

3 Confirm Config Delivery

1-192,168.20.254 You have selected 0 device(s) with 0 port(s).

No Device and Port Selected

Step 1: Click to select the device in the topology.
Step 2 Click or drag to select the port.

(3) Please confirm the delivered configurations and click Save. The configurations will

take effect after a few minutes.
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Error! Use the Home tab to apply #%# 1,Heading 1
to the text that you want to appear here.

awns=ss

To configure ( test VLAN20 192.168.20.1~192.16
will be delivered:
n o Add VLAN 20.IP Address: 192.168.20.1 Subnet Mask: 255.255.255.0
DHCP Pool. Start P Address: 192.168.20.1 End IP Address:192.168.20.254
DNS: 192.168.20.1 Lease Time (Min)480
oo Add VLAN Vianid: 20
A=

Port Gi1 Set as Trunk Port, Native Id: 1, Allow Vlan: vlan1,20
Port GiS Set as Trunk Port, Native Id: 1, Allow Vian: vian1,20

3.4.2 Configuring Wi-Fi VLAN

Choose Network-Wide > Workspace > Network Planning.

On the Network Planning page, click Add Wi-Fi LAN.

Network Planning(2)

VLAN1 Wired VLAN  Wi-Fi VLAN
VLANT

SVI Address: ( )
192.168.100.1

DHCP Pool (Enable
192.168.100.1/255.255.255.0
IP Count: 254

Lease Time (Min): 30

VLAN3  Wired VLAN
VLANOOO3

] -
WAN WAN

sW

)
AERAEREE y = ARRRARAR ), O AERRRRRT

(= Lysora-m18A3 - (= SSID1 e (= SSID-11111111

Alternatively, you can select an existing wireless VLAN and click Setup to edit the VLAN.

20.254) . configuration will be delivered to 2 device(s).The following configuration

A
Rotate

Restore

o
Refresh

(1) Configure the SSID, Wi-Fi password and band. Click Expand to expand the advanced
settings and set the parameters. Then, click Next.

19
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2 Configure VLAN Parameters

Wi-Fi
Name @
Password
Purpase loT | Guest
Band 4 66 O
Security

EncryplionType  Open  ©
Encryption Mode

Hide 5SID

Advanced

SSID Encoding & UTF-8

WiFi standard 3 Ao m

(2) Configure the VLAN ID, address pool server and DHCP pool. The gateway is
configured as the address pool server by default to assign IP addresses to clients. If
an access switch exists in the network, you can select the access switch as the

address pool server. Click Next after VLAN parameters are configured.

3 Confirm Config Delivery

Description:
VLAN Add VLAN
VLAN ID

Address Pool @

Server

Gateway/Mask:  192.168.100.1 /2552552550

DHCP Service: @D

IPRange:  192.168100.1 - 192168100254

(3) Please confirm the delivered configurations and click Save. The configurations will

take effect after a few minutes.
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To configure ( tet VLANZ0 192.16

. configuration will be delivered to 5 device(s).The following configuration

will be delivered:
3
SSID:test Password:Ruijie123
3 =
AP
- Add VLAN 20.1P Address: 192.168.20.1 Subnet Mask: 255.255.255.0
g DHCP Pool. Start IP Address: 192.168.20.1 End IP Address:192.168.20.254
4 DNS: 192.168.20.1 Lease Time (Min)480
o Add VLAN Vianid: 20
- Kele—tes Port Gil Set as Trunk Port, Native Id: 1, Allow Vian: vian1,20
4 Port GiS Set as Trunk Port, Native Id: 1, Allow Vian: vian1,20

P
Rotate

o
Restore
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4 wi-Fi Network Settings

& Note

Wi-Fi network settings covers the Wi-Fi settings of the currently logged in devices and
the management of all wireless devices in the network. In Network mode, the Wi-Fi
network settings are synchronized to all wireless devices in the network. You can
configure device groups to limit the synchronization range. For details, see 4.1
Configuring AP Groups.

4.1 Configuring AP Groups

4.1.1 Overview

After the self-organizing network is enabled, the device can act as the master AP/AC to
perform batch configuration and management on the downlink APs in groups. Group

the APs before the configurations are delivered.

& Note

If you specify a group when setting up a wireless network, the corresponding
configuration will take effect on the wireless devices in the specified group.

4.1.2 Configuration Steps

Choose Network-Wide > Devices > AP.

(1) The AP page displays all APs on the network. Click Manage to configure the selected

All (1) Gateway (0) m Switch (0) Router (0) Select Reboot Batch Upgrade ( Delete Offline
Group: All Group o RF Information Model
Username Relay Clients
Model SN i IP/MAC i i
o Working Mode /! Device Group Softwan Action
&7 O) Wired
y . ¥ 0 Defaut Lysora 24 Reboot

(2) Click Expand to view all device groups on the left section of the Devices page.
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All(1)  Gateway (0) m Switch(0) AC(0) Router(0) o Select Reboot Batch Upgrade @ Delete Offline
Group: All G:oup © Basic | RF Information Model
Username () i Relay Clients
Mod SN IP/MAC
Info 55 Working Mode /A Device Group Softwar. Action
) Wired ¢
. = F L6 AP 0 Default lysora24  Manage Reboot

Total 1 B 10/page

(3) Click to create a new group. Up to 8 groups can be added. You can click E to

edit the group name and click m to delete the group. The default group cannot be

deleted and its name cannot be edited.

All(1)  Gateway (0) m Switch(0) AC(0) Router(0) & Select Reboot Batch Upgrade @ Delete Offline
Group: All Groups  ( Pse hange Groug (- Inf RF Information Model
Username (O Relay Clients
Model SN Working Mode IP/MAC C Action
Information
All Groups
Default y % . £ Wired = e . e
. A Manage Reboo!
test1 (2]
Total 1 n 10/page

(4) Click the group name on the left part to view all devices in this group. A device can
only belong to a group. By default, all devices belong to the default group. Select an
entry in the list and click Change Group to move the target device to a specified
group, and then the device will apply the configurations of this group. Click Delete
Offline to remove the offline device from the list.

All(1)  Gateway (0) m Switch (0)  AC(0) Router(0) & Deselect Reboot Batch Upgrade Delete Offline
Username () ol Relay Clients
M SN Infor A Working Mode IP/MAC Action
All Groups
ow 1 .
Defauk y o« 6 MACCLYSORALS0 i » : =0 Manage Reboot
fest1 Ga : ’
Total 1 n 10/page
Ch G X
ange Group
Select Group
Default
test1 «l
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4.2 Adding a Wi-Fi Network

(1) Go to the page for configuration: Choose Network-Wide > Workspace > Wireless >

Configuration Guide

Wi-Fi > Wi-Fi List.
(2) Click Add Wi-Fi.
Healthy Made

Wi-Fi List  Default

SSID (@ T"FI passees Band (@ i:\:dr);pg)on Effective Range  Hidden VLAN ID Action
R ’ . All devices in The same VLAN as .
Lysora-s1112 246 5G OPEN(Open) Default No ap Edit Delete
(3) Configure the SSID, password, and other information.
Wi-Fi
* Name (@)
* Password s
Purpose  General loT Guest
Band 2.4G 5G
By combining multiple bands under one SSID, clients can automatically select the best band
Security
Encryption Type Open © Security (O]
* Encryption Mode WPA/WPA2-PSK
Hide SSID The SSID is hidden and must be manually entered.

(4) Click advanced Settings to configure more Wi-Fi parameters. After configuration,
click OK. After the Wi-Fi is added, a client can detect the SSID, and the Wi-Fi

information is displayed in the Wi-Fi list.
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Advanced ~

SSID Encoding ()  UTF-8
Wi-Fi Standard @& Auto
802111 @

Schedule All Time

VLAN The same VLAN as AP

Client Isolation Prevent mutual access between clients connected to this S5ID on this AP
Layer 2 Isolation Prevent mutual access between clients connected to this S5ID on all APs.
Band Steering The 5G-supported client will access 5G radio preferentially.
XPress (2) The client will experience faster speed.

Layer 3 Roaming

Maximum Compatibility Enabling this feature can improve the AP's compatibility with clients.

@

LimitSpeed

Table 4-1 Wi-Fi Configuration Parameters

Parameter Description
Wi-Fi
N Enter the name displayed when a wireless client searches for a
ame
wireless network.
When the Security is set to WEP, you need to set the password
Password for connecting to the wireless network. The password is a string
of 8 to 63 characters.
Set the Wi-Fi usage scenario. The options include General, IoT,
Purpose and Guest. The system will recommend different Wi-Fi parameter
combinations based on the selected purpose.
Band Set the band used by the Wi-Fi signal. The options are 2.4 GHz
and 5 GHz. The 5 GHz band provides faster network transmission
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Parameter

Description

rate and less interference than the 2.4 GHz band, but is inferior to
the 2.4 GHz band in terms of signal coverage range and wall
penetration performance. Select a proper band based on actual
needs. The default value is 2.4G + 5G, indicating that the device
provides signals at both 2.4 GHz and 5 GHz bands.

Security

Encryption Type

The encryption options for a Wi-Fi network include Open,

Security, and 802.1X (Enterprise).

Encryption Mode

Indicates encryption technologies used to ensure the security of

data transmission.

Hide SSID

Enabling the hide SSID function can prevent unauthorized user
access to Wi-Fi, improving security. However, mobile phones or
computers cannot find the SSID after this function is enabled. You
must manually enter the correct name and password to connect

to Wi-Fi. Record the current SSID before you enable this function.

Select server group

When the Encryption is set to 802.1X (Enterprise), you need to
configure a remote server set for authentication and

authorization.

Advanced

SSID Encoding

The SSID encoding standard is set to "UTF-8" by default when
Chinese characters are included in the SSID. If the Chinese
characters are garbled, you can choose "GB2312" as the SSID

encoding standard.

Wi-Fi Standard

The Wi-Fi standards include Wi-Fi 7 (802.11be), Wi-Fi 6
(802.11ax), Wi-Fi 4/5 (Legacy Mode) or Auto. The final effective
Wi-Fi standard depends on the support of Wi-Fi standards on
each device. The latest standard is recommended. If there is a
compatibility issue, try use an older standard. However, an old

standard setting will affect the bandwidth.
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Parameter

Description

MLO

When enabled, MLO-capable clients can connect to multiple

frequency bands simultaneously, enhancing the user experience.

802.11r

Enabling the 802.11r function can shorten the roaming handover
time. The 802. 11r function is supported only when Encryption is
set to Security or 802.1X (Enterprise). Once 802.11r is enabled,
the encryption type can only be WPA2-PSK or WPA2-802.1X.

Schedule

Specify the time periods during which Wi-Fi is enabled. After you
set this parameter, users cannot connect to Wi-Fi in other

periods.

VLAN

Set the VLAN to which the Wi-Fi signal belongs. You can set the
parameter to The same VLAN as AP or Other VLAN. When
Other VLAN is selected, you need to set VLAN ID.

Client Isolation

When enabled, devices connected to this Wi-Fi network under the
same access point (AP) will be isolated from each other. This
prevents end users from accessing other users on the same

subnet, thereby enhancing security.

Layer 2 Isolation

When enabled, clients connected to this SSID are isolated from
each other, and cannot access other clients connected to this

SSID on all APs on Layer 2, thereby improving security.

Band Steering

After this function is enabled, 5G-capable clients select 5G Wi-Fi
preferentially. You can enable this function only when Band is set
to 2.4G + 5G.

XPress

After this function is enabled, the device sends game packets

preferentially, providing more stable wireless network for games.

Layer-3 Roaming

After this function is enabled, clients keep their IP addresses
unchanged when associating with the same Wi-Fi. This function
improves the roaming experience of users in the cross-VLAN

scenario.
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Parameter Description

After enabling Wi-Fi rate limiting, you can set the uplink and

downlink rate limits for users.

e Rate Limit Per User: The rate limit applies to all clients

connected to the SSID.
LimitSpeed

e Rate Limit All Users: All clients connected to the SSID share the
configured rate limit equally. The rate limit of each client
changes dynamically with the number of clients connected to
the SSID.

Encryption Mode can be set to the following values.

@ Note

The available options for Encryption Mode vary depending on devices on the network.

e \WPA-PSK

o Definition: Wi-Fi Protected Access (WPA) that was released in 2003 uses the
Temporal Key Integrity Protocol (TKIP) for encryption.

o Security: It is not recommended because it is outdated and has vulnerabilities

(for example, TKIP is easy to crack).

o Applicable scenarios: It is applicable only to legacy devices, such as early printers

and smart home devices.
e WPA/WPA2-PSK (hybrid mode)

o Definition: Both WPA (TKIP protocol) and WPA2 (AES protocol) are enabled
simultaneously to ensure compatibility with legacy and new devices. AES is short

for Advanced Encryption Standard.

o Security: It has low security because outdated TKIP is used. TKIP may become an

attack entry.

o Applicable scenarios: It can be used as a temporary solution for supporting both

new and legacy devices.

e WPA2-PSK
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Definition: It is a mainstream standard launched in 2004. It uses AES for

encryption and replaces TKIP used by WPA.

Security: It has high security but is vulnerable to Key Reinstallation Attacks

(KRACKSs), which can be fixed by a router firmware upgrade.

Applicable scenarios: It is the most widely used encryption mode, which is

compatible with most modern devices.

e WPA2-PSK/WPA3-SAE (hybrid mode)

o Definition: It supports both WPA2 (AES protocol) and WPA3 (SAE protocol),
ensuring compatibility and security.

o Security: The hybrid mode is more secure than WPA2, but does not give full play
to the advantages of WPA3.

o Applicable scenarios: It is a temporary solution for supporting new and legacy
devices before WPA3 is fully used.

e WPA3-SAE

o Definition: It is the latest standard released in 2018 which uses Simultaneous
Authentication of Equals (SAE) to replace Pre-shared Key (PSK) and prevent
brute-force cracking.

o Security: It has the strongest security. Enhanced protection such as forward
secrecy and resistance to offline dictionary attacks is provided.

o Applicable scenarios: It is the preferred choice for new devices, such as Wi-Fi 6-

capable phones and PCs. It is the mainstream encryption standard in the future.

WPA3-SAE (if supported by devices) or WPA2-PSK (with the best compatibility) is

recommended.

Do not use WPA-PSK or WPA/WPA2-PSK unless necessary.

You can significantly improve network security and prevent data theft and intrusions by

selecting a higher encryption standard such as WPA3.

4% Caution

After WPA3 is used, some legacy devices may fail to connect to the network and need to

be configured separately.
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4.3 Configuring SSID and Wi-Fi Password

(1) Go to the page for configuration: Choose Network-Wide > Workspace > Wireless >

Wi-Fi > Wi-Fi List. Select the Wi-Fi network, and click Edit.

Healthy Mode

Wi-Fi List  pefaun Manage Add Wi-Fi
Wi-Fi P d E i
SSID @ FHFasswore - pand @ neryption Effective Range  Hidden VLAN ID Action
b Mede
y 2 OPEN(Gper) All devices in N The same VLAN as
1112 esssses . i ) Delot.
ysora-s 246 5G pen Default o AP Edit | Delete

(2) Click the target Wi-Fi network, change the SSID and Wi-Fi password of the Wi-Fi
network, and click OK.

4\ Caution
After the configuration is saved, all online clients will be disconnected from the Wi-Fi
network. You have to enter the new password to connect to the Wi-Fi network.

« Back Edit

Wi-Fi
*Name (B)  Lysora-s1112
Purpose  General loT Guest
Band 2.4G 5G
By combining multiple bands under one SSID, clients can automatically select the best band.
Security

Encryption Type @ Open Security O
* Encryption Mode OPEN(Open)
Hide SSID The SSID is hidden and must be manually entered.
Advanced v
SSID Encoding (B)  UTF-8
Wi-Fi Standard ()  Auto

Schedule All Time
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4.4 Managing Wi-Fi Networks
(1) Go to the configuration page: Choose Network-Wide > Workspace > Wireless > Wi-
Fi > Wi-Fi List.
(2) Click Manage to batch manage Wi-Fi networks.

Healthy Mode

Wi-Fi List  Default Manage
Wi-Fi Password Encryption
SsID @ Band £ Effective Range  Hidden VLAN ID Action
o Mode @

All devices in

Lysora-m18A3 s 246 56 OPEN(Open) No Default VLAN Edit Delete
Default
All devices in

SSID-11111111  *easssas 246 G OPEN(Open) No Default VLAN Edit Delete
Default

(3) Batch manage Wi-Fi networks.

o Batch enable Wi-Fi networks: Select the desired Wi-Fi networks, and click Enable.

Healthy Mode

Wi-Fi List  Default Disable Exit

Wi-Fi Password Encryption

a SSID @) Band (O Effective Range Hidden VLAN ID
L Mode (3 g

Lysora-m18A3 S 240 56 OPEN(Open) All devices in Default  No Default VLAN

= SSID-T1111111 swemwwe 246 56 OPEN{Open) Al devices in Default  No Default VLAN

o Batch disable Wi-Fi networks: Select the desired Wi-Fi networks, and click

Disable.

Healthy Mode

Wi-FiList  Defauit Enable Exit

Wi-Fi Password Encryption
a SSID (@ Band & Effective Range Hidden VLAN ID
et Mode (@) ng
= lysora-mi18A3 e 246G 56 OPEN(Open) All devices in Default  No Default VLAN
= SSID-11111111 #wwwem 2,46 56 OPEN(Open) All devices in Default  No Default VLAN

o Batch delete Wi-Fi networks: Select the desired Wi-Fi networks, and click Delete.
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Wi-Fi List  Default
-] SSID ()
= Lysora-m18A3
= SSID-11111111
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Wi-Fi Password Band &) Encryption
et Mode (3)
gggggggg o | on OPEN(Open)

By 5 OPEN(Open)

(4) Click Exit to exit Wi-Fi network batch management.

Healthy Mode

Wi-Fi List  Default

SSID @

= Lysora-m18A3

= SSID-11111111

Encryption

Band
e @ Mode ()
. a6 7 OPEN(Open)
246 56 OPEN(Open)

Disable Exit

Enable
Effective Range Hidden VLAN ID
All devices in Default  No Default VLAN
All devices In Default  No Default VLAN

Enable Disable Exit
Effective Range Hidden VLAN ID
All devices in Default  No Default VLAN
All devices in Default  No Default VLAN

(5) If a message in the following figure is displayed, some Wi-Fi networks that are active

on Wi-Fi groups or specified devices have been configured on Lysora Cloud. To

manage Wi-Fi configurations that are not applied to all devices, click Go to Lysora

Cloud.

Fi Lis Healthy Mode

[ a Clh :]
Wi-Fi List  Default Manage
Wi-Fi Password Encryption
SSID Band Effective Range  Hidden VLAN ID Action
© et © Mode @ g
. 2222222222 ettt WPA/WPA2-PSK All devices in No The same VLAN as Edit  Delet
SN S Defauit AP e
. e WPA/WPAZ-PSK All devices in N The same VLAN as Edit et
= z 5 o Delete
246 = Defauit A it e

4.5 Hiding the SSID

4.5.1 Overview

Hiding the SSID can prevent unauthorized clients from accessing the Wi-Fi network and
enhance network security. After this function is enabled, the mobile phone or PC cannot

search out the SSID. Instead, you have to manually enter the correct SSID and Wi-Fi

password. Remember the SSID so that you can enter the correct SSID after the function

is enabled.
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4.5.2 Configuration Steps

(1) Go to the page for configuration: Choose Network-Wide > Workspace > Wireless >
Wi-Fi > Wi-Fi List. Select the Wi-Fi network, and click Edit.

Healthy Mode
Wi-Fi List  Default Manage
ssID @ WiH Password i o ® Encryption Effective Range  Hidden VLAN ID Action
et Mode @

All devices in
Lysora-m18A3 ~  swweeaak 2.4G 5G OPEN(Open) No Default VLAN Edit | Delete
Default
0 All devices in
SSID-11111111 wewwkk 2.4G 5G OPEN(Open) Default No Default VLAN Edit | Delete

(2) Click to expand advanced settings, turn on Hide SSID in the expanded settings and
click OK.

4\ Caution

After the configuration is saved, you have to manually enter the SSID and Wi-Fi
password before connecting any device to the Wi-Fi network. Therefore, exercise
caution when performing this operation.

Security

©

Encryption Type @ Open Security

* Encryption Mode OPEN(Open)

Hide SSID @ The SSID is hidden and must be manually entered.

4.6 Configuring Wi-Fi Band
(1) Go to the page for configuration: Choose Network-Wide > Workspace > Wireless >
Wi-Fi > Wi-Fi List. Select the Wi-Fi network, and click Edit.

(2) Setthe band of Wi-Fi signals. The device supports the 2.4 GHz and 5 GHz bands.

Compared with the 2.4 GHz band, the 5 GHz band supports a higher network
transmission rate and is less susceptible to interference, but is inferior in signal
coverage and through-wall penetration. You can select an appropriate signal band

based on actual requirements.
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The default Wi-Fi band is 2.4G+5G, indicating that Wi-Fi signals are emitted in both 2.4
GHz and 5 GHz bands.

Wi-Fi
*Name @  test

* Password

Purpose  General loT Guest

Band 2.4G 56 O

By combining multiple bands under one SSID, clients can automatically select the best band.

4.7 Configuring Band Steering

A\ Caution

This function can be enabled only after the dual-band integration (Band is set to
2.4G+5G) is enabled on the Wi-Fi network. A client automatically selects a band only
when the SSIDs of the 2.4 GHz and 5 GHz bands are the same.

(1) Go to the page for configuration: Choose Network-Wide > Workspace > Wireless >

Wi-Fi > Wi-Fi List. Select the Wi-Fi network, and click Edit.

(2) Click to expand advanced settings, turn on Band Steering in the expanded settings,
and click OK. After the function is enabled, the client supporting 5 GHz selects the 5G

Wi-Fi network preferentially.

Wi-Fi
*Name @ test
* Password srasenee laay
Purpose  General loT Guest
Band 24G 56 &
By combining multiple bands under one SSID, clients can automatically select the best band.
Layer 2 Isolation Prevent mutual access between clients connected to this SSID on all APs.

Band Steering () The 5G-supported client will access 5G radio preferentially.
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4.8 Configuring Wi-Fi 6

44 Caution

The function takes effect only on APs supporting the IEEE 802.11ax protocol. In addition,
access clients must support IEEE 802.11ax so that clients can enjoy high-speed Internet
access experience brought by Wi-Fi 6. If clients do not support Wi-Fi 6, you can disable
this function.

(1) Go to the page for configuration: Choose Network-Wide > Workspace > Wireless >
Wi-Fi > Wi-Fi List. Select the Wi-Fi network, and click Edit.

(2) Click advanced Settings to set the Wi-Fi Standard to Wi-Fi 6 (802.11ax). Click OK.
After this function is enabled, wireless clients can have faster network speed and

optimized network experience.

Wi-Fi Standard ‘ Wi-Fi 6 (802.11ax)

Schedule Auto

Wi-Fi 4/5 (Legacy Mode)
VLAN

Wi-Fi 6 (802.11ax)

4.9 Configuring Wi-Fi 7

/\ Caution

This configuration takes effect only on APs that support the IEEE 802.11be protocol.
Clients also need to support the IEEE 802.11be protocol in order to experience high-
speed Internet access brought by Wi-Fi 7. Disable this feature if the client does not
support Wi-Fi 7.

(1) Go to the page for configuration: Choose Network-Wide > Workspace > Wireless >
Wi-Fi > Wi-Fi List. Select the Wi-Fi network, and click Edit.

(2) Click advanced Settings to set the Wi-Fi Standard to Wi-Fi 7 (802.11be). Click OK.
After this function is enabled, wireless clients can have faster network speed and

optimized network experience.
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Wi-Fi Standard (3) ‘ Wi-Fi 7 (802.11be)

MLO (@ Auto 1ts
Wi-Fi 4/5 (Legacy Mode)

Wi-Fi 6 (802.11ax)
802.11r @

Wi-Fi 7 (802.11be)

4.10 Configuring Layer-3 Roaming

(1) Go to the page for configuration: Choose Network-Wide > Workspace > Wireless >
Wi-Fi > Wi-Fi List. Select the Wi-Fi network, and click Edit.

(2) Click to expand advanced settings, turn on Layer 3 Roaming in the expanded
settings and click OK. The client will keep the IP address unchanged in this Wi-Fi

network, improving roaming experience across VLANSs.

XPress (@) The client will experience faster speed.

Layer 3 Roaming ()

4.11 Configuring Client Isolation

(1) Go to the page for configuration: Choose Network-Wide > Workspace > Wireless >
Wi-Fi > Wi-Fi List. Select the Wi-Fi network, and click Edit.

(2) Click to expand advanced settings, turn on Client Isolation in the expanded settings
and click OK. When enabled, devices connected to this Wi-Fi network under the same
access point (AP) will be isolated from each other. This prevents end users from

accessing other users on the same subnet, thereby enhancing security.

Client Isolation () Prevent mutual access between clients connected to this SSID on this AP.

Layer 2 Isolation Prevent mutual access between clients connected to this SSID on all APs.
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4.12 Configuring Layer 2 Isolation

(1) Go to the page for configuration: Choose Network-Wide > Workspace > Wireless >
Wi-Fi > Wi-Fi List. Select the Wi-Fi network, and click Edit.

(2) Click to expand advanced settings, turn on Client Isolation in the expanded settings
and click OK. When enabled, clients connected to this SSID are isolated from each
other, and cannot access other clients connected to this SSID on all APs on Layer 2,

thereby improving security.

Layer 2 Isolation () Prevent mutual access between clients connected to this SSID on all APs.

Band Steering The 5G-supported client will access 5G radio preferentially.

4.13 Configuring 802.11r

& Note

MLO and 802.11r are mutually exclusive features. Enabling MLO will automatically
disable 802.11r.

The 802.11r function is available only when the Encryption is set to Security or
802.1x(Enterprise). Once 802.11r is enabled, Security can only be set to WPA2-PSK or
WPA2-802.1X.

(1) Go to the page for configuration: Choose Network-Wide > Workspace > Wireless >
Wi-Fi > Wi-Fi List. Select the Wi-Fi network, and click Edit.

(2) Click Advanced. Enable 802.11r, and click OK.

MLO (® When enabled, MLO-capable clients can connect to multiple frequency bands simultaneously, enhancing the

user GX[:-GH ence.

80211r@ @D

4.14 Enabling MLO

& Note

e This feature is supported only when there are Wi-Fi 7 APs on the network.
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e MLO and 802.11r are mutually exclusive features. Enabling MLO will automatically
disable 802.11r.

Multi-Link Operation (MLO) enhances data transmission performance and reduces
latency by simultaneously utilizing multiple wireless channels. When enabled, it allows

clients to connect to multiple Wi-Fi frequency bands simultaneously.

(1) Go to the configuration page: Choose Network-Wide > Workspace > Wireless > Wi-
Fi > Wi-Fi List. Select the desired Wi-Fi network from the list, and click Edit in the

Action column.

(2) Click to expand advanced settings, toggle on MLO, and then click OK. When enabled,
MLO-capable clients can connect to multiple frequency bands simultaneously,

enhancing the user experience.

MLO ® () When enabled, MLO-capable clients can connect to multiple frequency bands simultaneously, enhancing the

user E.-I'.'El'ié' nce.

802.11r ®

4.15 Configuring a Guest Wi-Fi

4.15.1 Overview

This Wi-Fi network is provided for guests and is disabled by default. It supports client
isolation, that is, access clients are isolated from each other. They can only access the
Internet via Wi-Fi, but cannot access each other, improving security. The guest Wi-Fi
network can be turned off as scheduled. When the time expires, the guest network is
off.

4.15.2 Configuration Steps
Choose Network-Wide > Workspace > Wireless > Wi-Fi > Wi-Fi List.
Click Add Wi-Fi. Set the purpose to Guest and configure the SSID and password. Click
Advanced to configure the effective time of the guest Wi-Fi and other Wi-Fi parameters.

After the settings are saved, guests can connect to the Internet through the set SSID

and password.
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*Name @ Lysora-guest-0621

* Password et

Purpose  General loT

Band

By combining multiple bands under one SSID, clients can automatically select the best band

4.16 Configuring Wireless Rate Limiting

4.16.1 Overview

The

device supports four rate limiting modes: client-based rate limiting, SSID-based rate

limiting, AP-based rate limiting, and packet-based rate limiting. For the same client, if

multiple rate limiting modes are configured, the priority order is as follows: client-based

rate limiting > SSID-based rate limiting > AP-based rate limiting > packet-based rate

limiting.

Client-based rate limiting: This function allows you to limit the rate based on the MAC
address of the client, so as to limit or guarantee the bandwidth required by specific

clients.

SSID-based rate limiting: This function provides two rate limiting modes for a
specified SSID: Rate Limit Per User and Rate Limit All Users. Rate Limit Per User
means that all clients connected to the SSID use the same rate limit. Rate Limit All
Users means that the configured rate limit value is evenly allocated to all clients
connected to the SSID. The rate limit value of each client dynamically changes with

the number of clients connected to the SSID.

AP-based rate limiting: This function limits the client rates based on the whole
network. All clients connected to the network will work according to the configured

rate limit value.

Packet-based rate limiting: This function limits the client rates based on the downlink
broadcast and multicast packets. The device supports rate limiting for specific
broadcast packets (such as ARP and DHCP), multicast packets (such as MDNS and
SSDP), or all types of broadcast and multicast packets. If network stalling remains
during network access and there is no client with large traffic, you are advised to
adjust the rate between 1 kbps and 512 kbps.

39



Configuration Guide Error! Use the Home tab to apply %@ 1 to the text
that you want to appear here.

4.16.2 Configuration Steps
1. Configuring Client-based Rate Limiting

Choose Network-Wide > Workspace > Wireless > Rate Limiting > Client-based Rate
Limiting.

(1) Enable Wireless Rate Limiting.

[Wireless Rate Limiting ()I

Client-based Rate Limiting SSID-based Rate Limiting AP-based Rate Limiting Packet-based Rate Limiting

O Therate limiting mode based on wireless clients can limit or provide the bandwidth for specific clients.

Client-based Rate Limiting + Add [ Delete Selected
Client MAC Uplink Rate Limit Downlink Rate Limit Remarks Action
No Data
Up to 512 entries can be added. Total 0 u 10/page

(2) Click Add. In the dialog box that appears, set the MAC address and uplink and
downlink rate limit values of the client, and click OK.

Add

* Client MAC

Uplink Rate kbps
Limit Current: kbps. Range: 1-1700000 kbps

Downlink Rate kbps

Limit Current: kbps. Range: 1-1700000 kbps

Remarks

o

2. Configuring SSID-based Rate Limiting

Method 1: Choose Network-Wide > Workspace > Wireless > Rate Limiting > SSID-
based Rate Limiting.

(1) Enable Wireless Rate Limiting.

(2) Click Edit in the Action column of the target SSID. In the dialog box that appears, set
the uplink and downlink rate limit modes and values, and click OK.
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Wireless Rate Limiting {f0)
Client-based Rate Limiting SSID-based Rate Limiting AP-based Rate Limiting Packet-based Rate Limiting

This function provides rate limit per user and dynamic rate limiting for a specified SSID. Rate Limit per User indicates that all clients connected to the SSID use the
€ same rate limit. Rate Limit All Users indicates that all clients connected to the SSID share the rate limit in average.
The priority of this function is lower than that of client-based rate limiting.

SSID-based Rate Limiting Device Group:  Default Are you sure you want to add a Wi-Fi? Click to go
SSID Uplink Rate Limit Downlink Rate Limit
Lysora-s1112 No Limit No Limit
test2 No Limit No Limit Edit Disable
Edit ~
Uplink Rate Limit @ @ Rate Limit Per User Rate Limit All Users
Rate Limit kbps

Current:  kbps. Range: 1-1700000 kbps
Downlink Rate Limit 3 @ Rate Limit Per User Rate Limit All Users

Rate Limit kbps
Current:  kbps. Range: 1-1700000 kbps

et [

If a message in the following figure is displayed, some Wi-Fi networks that are active on
Wi-Fi groups or specified devices have been configured on Lysora Cloud.

Client-based Rate Limiting SSID-based Rate Limiting AP-based Rate Limiting Packet-based Rate Limiting

This function provides rate limit per user and dynamic rate limiting for a specified SSID. Rate Limit per User indicates that all clients connected to the SSID use the
@ same rate limit. Rate Limit All Users indicates that all clients connected to the SSID share the rate limit in average.
The priority of this function is lower than that of client-based rate limiting.

SSID-based Rate Limiting Device Group:  Default e yauwsue yelwant toadele Walls e e tung
SSIiD Uplink Rate Limit Downlink Rate Limit Action
Lysora-sA478 No Limit No Limit Edit Disable
TESTzpzpzp No Limit No Limit Edit Disable
Method 2:
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(1) Go to the configuration page: Choose Network-Wide > Workspace > Wireless > Wi-
Fi > Wi-Fi List. Select the Wi-Fi network, and click Edit.

(2) Click to expand advanced settings. Enable LimitSpeed, set the uplink and downlink

rate limit modes and rate limits, and click OK.

LimitSpeed @D

Uplink Rate Limit (%) Rate Limit Per User © Rate Limit All Users

Rate Limit kbps
Current: kbps. Range: 1-1700000 kbps

Downlink Rate Limit & Rate Limit Per User © Rate Limit All Users

Rate Limit kbps
Current:  kbps. Range: 1-1700000 kbps

3. Configuring AP-based Rate Limiting

Choose Network-Wide > Workspace > Wireless > Rate Limiting > AP-based Rate
Limiting.
(1) Enable Wireless Rate Limiting.

(2) Setthe uplink and downlink rate limit modes to Rate Limit Per User, configure the

rate limit values, and click OK.

Wireless Rate Limiting ()
Client-based Rate Limiting SSID-based Rate Limiting AP-based Rate Limiting Packet-based Rate Limiting

) This function provides client rate limiting based on the whole network. All devices connected to the network use the preset rate limiting value.
The priority of this function is lower than that of client-based rate limiting and SSID-based rate limit per user.

AP-based Rate Limiting

Uplink Rate Limit & No Limit

Downlink Rate Limit

Current:  kbps. Range: 1-1700000 kbps
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4. Configuring Packet-based Rate Limiting

Choose Network-Wide > Workspace > Wireless > Rate Limiting > Packet-based Rate
Limiting.
(1) Enable Wireless Rate Limiting.

(2) Select the specific type of packets for rate limiting, configure the rate limit value, and

click Save.

Wireless Rate Limiting (@D
Client-based Rate Limiting SSID-based Rate Limiting AP-based Rate Limiting

This function allows users to limit the downlink rate for broadcast and multicast packets. If the internet access is still slow and unstable when no client needs large
@ amounts of traffic, you are advised to set the rate ranging from 1 kbps to 512 kbps. Smaller rate brings better network improvement.

Packet-based Rate Limiting

Broadcast Rate Limiting Disable Limit All (-]
ARP Packet DHCP Packet

Multicast Rate Limiting Disable Limit All [+ ]
MDNS Packet SSDP Packet

Rate Limit

Current: 0 kbps. Range: 1-1700000 kbps

4.17 Configuring Wi-Fi Blocklist or Allowlist

4.17.1 Overview

You can configure the global or SSID-based blocklist and allowlist. The MAC address
supports full match and OUI match.

Wi-Fi blocklist: Clients in the Wi-Fi blocklist are prevented from accessing the Internet.

Clients that are not added to the Wi-Fi blocklist are free to access the Internet.

Wi-Fi allowlist: Only clients in the Wi-Fi allowlist can access the Internet. Clients that are

not added to the Wi-Fi allowlist are prevented from accessing the Internet.

A% Caution

If the allowlist is empty, the allowlist does not take effect. In this case, all clients are
allowed to access the Internet.
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4.17.2 Configuration Steps
1. Configuring a Global Blocklist/Allowlist

Choose Network-Wide > Workspace > Wireless > Blocklist and Allowlist > Global
Blocklist/Allowlist.

Select the blocklist or allowlist mode and click Add to configure a blocklist or allowlist
client. Enter the device name, match type, and MAC address of the client to be added to
the blacklist or whitelist in the displayed dialog box, and click OK. If a client is already
associated with the access point, its MAC address will pop up automatically. Click the
MAC address directly for automatic input. All clients in the blocklist will be forced offline
and not allowed to access the Wi-Fi network. The global blocklist and allowlist settings

take effect on all Wi-Fi networks of the access point.

SSID-Based Blocklist/Allowlist

o wist Only the allowlisted STAs are allowed to access Wi-Fi.
Blocked WLAN Clients l: [ Delete Selected
Device Name MAC Address Action
Up to 256 members can be added Total 0 n 10/page

Device Name (@)
Match Type @ Full Prefix (QUI)

* MAC Address

2. Configuring an SSID-based Blocklist/Allowlist

Choose Network-Wide > Workspace > Wireless > Blocklist and Allowlist > SSID-
Based Blocklist/Allowlist.
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Select a target Wi-Fi network from the left column, select the blocklist or allowlist mode
and click Add to configure a blocklist or allowlist client. The SSID-based blocklist and

allowlist will restrict the client access to the specified Wi-Fi.

Global Blocklist/Allowlist SSID-Based Blocklist/Allowlist

Blocklist/Allowlist is used to allow or reject a client’ s request to connect to the Wi-Fi network.
1. In the Blocklist mode, the clients in the blocklist are not allowed to connect to the Wi-Fi network.
2. In the Allowlist mode, only the clients in the allowlist are allowed to connect to the Wi-Fi network.

dlysora-sDBES © Al STAs except klisted STAs are allowed to access Wi-F Only the allowlisted STAs are allowed to access Wi-Fi
Blocked WLAN Clients [ Delete Selected
Device Name MAC Address Action
No Data
Up to 256 members can be added. Total 0 n 10/page

If a message in the following figure is displayed, some Wi-Fi networks that are active on

Wi-Fi groups or specified devices have been configured on Lysora Cloud.

slobal Blocklist/Allowlist SSID-Based Blocklist/Allowlist

Blocklist/Allowlist is used to allow or reject a client’ s request to connect to the Wi-Fi network.
1. In the Blocklist mode, the clients in the blocklist are not allowed to connect to the Wi-Fi network.
2. In the Allowlist mode, only the clients in the allowlist are allowed to connect to the Wi-Fi network.

Default
Lysora-sA478B
TEST’;J[J/.;) ] STAs except blocklisted ST e allowed to access Wi-F Only the allowlisted STAs are allowed to access Wi-Fi.
333333
o Blocked WLAN Clients Add @ Delete Selected
22222222227
3333333333333 Device Name MAC Address Action
4441444444444
Edit Delete
Edit Delete
Up to 256 members can be added Total 2 n 10/page

4.18 Optimizing Wi-Fi Network

4.18.1 Overview

The device detects the surrounding wireless environment and selects the appropriate
configuration upon power-on. However, network stalling caused by wireless
environment changes cannot be avoided. You can optimize the network with one single

click, analyze the wireless environment around the access point and select appropriate
parameters.
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4% Caution

After being optimized, the Wi-Fi network will restart, and clients need to reconnect to
the W-Fi network. Therefore, exercise caution when performing this operation.

4.18.2 Getting Started

Install Wi-Fi Moho or other Wi-Fi scanning app on the mobile phone and check

interference analysis results to find out the best channel.

¢  Channel

4.18.3 Configuring Global Radio Settings

If a message in the following figure is displayed, some device-specific radio
configuration has been made on Lysora Cloud. To manage the device-specific radio

configuration, click Go to Lysora Cloud.

Global RF Default
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1. Optimizing the Channel Width

Choose Network-Wide > Workspace > Wireless > Radio Setting.

A network using a narrower channel width tends to be more stable, whereas a network
with a wider channel width is more susceptible to interference. In cases of severe
interference, using a narrower channel width can mitigate network disruptions to some
extent. The access point supports the following channel widths: 20 MHz and 40 MHz in
the 2.4 GHz band, and 20 MHz, 40 MHz, 80 MHz, 160 MHz in the 5 GHz band.

The default value is Auto, indicating that the channel width is automatically selected
based on the environment. After changing the channel width, click Save to make the

configuration take effect immediately.

A\ Caution

In the self-organizing network mode, the channel width settings will be synchronized to
all devices in the network.

Global RF Default Country/Region  United States (US)

2.4G 5G

Channel Width ® l Auto ]

Disconnection RSSI Threshold @ O

Disable 85dBm
Client Limit ® c

22

Multicast Rate ® Auto

2. Configuring the Multicast Rate

Choose Network-Wide > Workspace > Wireless > Radio Setting.

If the multicast rate is too high, the packet loss rate of multicast packets may increase. If
the multicast rate is too low, the radio interface may become busy. When network
stalling is serious, you are advised to configure a high multicast rate. When network
stalling is minor, configure a medium multicast rate. After adjusting the configuration,

click Save.
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Global RF Default Country/Region  United States (US)
2.4G 5G
Channel Width ®  Auto

Disconnection RSSI Threshold (B O
Disable -85dBm -65dBr

Client Limit & ()

22

IMu\ti(aﬁi Rate(®  Auto ]

3. Configuring the Client Limit

Choose Network-Wide > Workspace > Wireless > Radio Setting.

If the access point is associated with too many clients, it will have a lower performance,
affecting user experience. After you configure the threshold, new clients over the
threshold will not be allowed to access the Wi-Fi network. You can lower the threshold if
there is requirement for bandwidth per client. The Client Limit toggle switch is disabled
by default. If there is no need to set a client limit, please keep the default setting.

You can toggle on the Client Limit toggle switch to set a client limit, and then click Save.

Global RF Default Country/Region  United States (US)
2.4G 5G
Channel Width @ Auto

Disconnection RSSI Threshold (B O
Disable -85dBm -65dBm

—
Client Limit ® ()

22

Multicast Rate () Auto

& Note

The Client Limit refers to the maximum number of clients that can connect to a single
AP on the configured band.
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4. Configuring the Kick-off Threshold

Choose Network-Wide > Workspace > Wireless > Radio Setting.

In the case of multiple Wi-Fi signals, setting the kick-off threshold can improve the
wireless signal quality to a certain extent. The farther the client is away from the access
point, the lower the signal strength is. If the signal is lower than the kick-off threshold,
the Wi-Fi will be disconnected, and the client will be forced offline and select a nearer

Wi-Fi signal.

However, the higher the kick-off threshold is, the easier it is for the client to be kicked
offline. To ensure normal Internet access, you are advised to disable the kick-off

threshold or set the value to less than -75dBm. After adjusting the configuration, click

Save.
Global RF Default Country/Region  United States (US)
246G 56

Channel Width & Auto

Disconnection RSSI Threshold @ (O
Disable -85dBm

clientLimit @ @D

22

Multicast Rate B  Auto

A% Caution

In the self-organizing network mode, the kick-off threshold settings will be synchronized
to all devices in the network.

4.18.4 Configuring Standalone Radio Settings

Go to the configuration page.
e Method 1: Choose One-Device > Config > WLAN > Radio Setting.

e Method 2: Choose Network-Wide > Devices> Manage > Config > WLAN > Radio
Setting.

In high-density client environments, you can fine-tune radio settings to alleviate radio
frequency interference resulting from too many access points in close proximity. This
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include disabling the radio of neighboring APs that are causing significant interference,
aiming to minimize signal conflicts and enhance the overall quality and stability of

wireless communication.

In environments like conference rooms, offices, and smart homes, disabling the 2.4GHz
radio of specific APs can enhance the performance of wireless devices such as mice,
keyboards, Bluetooth and Zigbee devices when they experience signal interference or

operational lag.
The Radio Switch is enabled by default, and can be disabled as required.

Radio Setting

2.4G 5G

2.46 switch @D

Channel Width

©)

Channel Auto

Tx Power O
Auto Lower Low Medium High

If a message in the following figure is displayed and the radio configuration is not
applied to all devices, the device-specific radio configuration has been made on Lysora

Cloud. To manage the device-specific radio configuration, click Go to Lysora Cloud.

Radio Setting

Go to Lysora Cloud

2.4G 5G

2.4G switch @D

1. Optimizing the Radio Channel

e Method 1: Choose One-Device > Config > WLAN > Radio Setting.

e Method 2: Choose Network-Wide > Devices > Manage > Config > WLAN > Radio
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Setting.

Choose the best channel identified by Wi-Fi Moho or other Wi-Fi scanning App. Click
Save to make the configuration take effect immediately. The more devices in a channel,

the greater the interference.

& Note

The available channel is related to the country or region code. Select the local country or
region.

Radio Setting

2.4G 5G

2.46G switch (@D

Channel Width

@

Channel Auto

Tx Power O

Auto Lower Low Medium High

2. Optimizing the Transmit Power

e Method 1: Choose One-Device > Config > WLAN > Radio Setting.

e Method 2: Choose Network-Wide > Devices > Manage > Config > WLAN > Radio
Setting.

A greater transmit power indicates a larger coverage and brings stronger interference
to surrounding wireless routers. In a high-density scenario, you are advised to set the
transmit power to a small value. The Auto mode is recommended, indicating automatic

adjustment of the transmit power. After adjusting the configuration, click Save.
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Radio Setting

2.4G 5G

2.46 switch @D

Channel Width

©

Channel Auto

Tx Power O
Auto Lower Low Medium High

3. Configuring the Roaming Sensitivity

e Method 1: Choose One-Device > Config > WLAN > Radio Setting.

e Method 2: Choose Network-Wide > Devices > Manage > Config > WLAN > Radio
Setting.

The roaming sensitivity enables the device to actively disconnect a client from the Wi-Fi
network when the client is far away, forcing the client to re-select the nearest signal and
thus improving the sensitivity of wireless roaming. Higher the roaming sensitivity level,
smaller the wireless signal coverage. To improve the signal quality for a client moving
within more than one Wi-Fi coverage, improve the roaming sensitivity level. You are

advised to keep the default settings. After adjusting the configuration, click Save.

Roaming Parameters

Roaming ® (O
Low 40% 80% High

Association RSSI Threshold @ (O
Disable -85dBm -65dBm

Response RSSI Threshold & (O
Disable -85dBm -65dBm

Disconnection RSSI Threshold (&)
Disable -85dBm -65dBm

52



Configuration Guide Error! Use the Home tab to apply #T@# 1 to the text
that you want to appear here.

4. Configuring Access Threshold
e Method 1: Choose One-Device > Config > WLAN > Radio Setting.

e Method 2: Choose Network-Wide > Devices > Manage > Config > WLAN > Radio
Setting.

When the wireless signal of the end user is lower than the access threshold set on the
device, the client cannot detect the wireless signal of the device. After adjusting the

configuration, click Save.
Roaming Parameters

Roaming @ (O
Low 40% 80% High

Association RSSI Threshold (0 (O
Disable -85dBm -65dBm

Response RSSI Threshold @ ()
Disable -85dBm -65dBm

Disconnection RSSI Threshold (3
Disable -85dBm -65dBm

5. Configuring Wireless Anti-interference

@ Note
e This feature can be enabled only on Wi-Fi 7 products.

® This feature can be enabled only on the 5 GHz frequency bands.

e Method 1: Choose One-Device > Config > WLAN > Radio Setting.

e Method 2: Choose Network-Wide > Devices > Manage > Config > WLAN > Radio
Setting.

Preamble puncturing is a wireless communication technology that improves
performance and data rates by intelligently selecting and bonding channels in
environments with severe interference. On the 5 GHz radio configuration page, toggling
on Anti-interference helps avoid channels with severe interference, bond optimized

channels for data transmission, and enhances overall wireless speed.
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Advanced

Client Limit (&

Anti-interference @ @)

Save

6. Configuring Response RSSI Threshold

e Method 1: Choose One-Device > Config > WLAN > Radio Setting.

e Method 2: Choose Network-Wide > Devices > Manage > Config > WLAN > Radio
Setting.

When the wireless signal of the end user is lower than the response RSSI threshold
configured on the device, the client cannot detect the wireless signal of the device. The
smaller the response RSSI threshold is configured, the less the environmental factors
interfere with the AP. However, the connection of the client may be affected. After

adjusting the configuration, click Save.

Roaming Parameters

Roaming (@ ()
Low 40% 80% High

Association RSSI Threshold (& ()
Disable -85dBm -65dBm

Response RSSI Threshold () ()
Disable -85dBm -65dBm

Disconnection RSSI Threshold ()
Disable -85dBm -65dBm

4.18.5 Configuring WIO

If a message in the following figure is displayed, some Wi-Fi networks that are active on
Wi-Fi groups or specified devices have been configured on Lysora Cloud. To manage Wi-

Fi configurations that are not applied to all devices, go to Lysora Cloud.
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o There are APs whose channel widths do not follow global configuration or Wi-Fi networks whose "Effective Range” is set to "Designated devices™ or "Wi-Fi Group” on
the network, which may affect the network optimization effect.

Network Optimizatior Scheduled Optimization Optimization Record 802.11k/v Roaming Optimization Advanced

Choose Network-Wide > Workspace > WLAN Optimization.

Select the optimization mode. Then, click OK to optimize the wireless network.

A\ Caution
e WIO is supported only in the self-organizing network mode.

® The client may be offline during the optimization process. The configuration cannot
be rolled back once optimization starts. Therefore, exercise caution when performing
this operation.

Table 4-2 Tuning Mode Configuration Parameters

Parameter | Description

In this mode, external interference and bandwidth are not considered. A
Quick

- quick optimization is performed to optimize channel, power, and
optimization

management frame power.

In this mode, external interference and bandwidth are considered. A
deep optimization is performed to optimize channel, power, and
management frame power. Click to expand Advanced Settings to

configure the scanning time, channel bandwidth and channels.

® Scanning time: Indicates the time for scanning channels during the
optimization.

Deep

optimization ® Roaming Sensitivity: The roam sensitivity can be optimized based on

the actual environment to ensure fast roaming of wireless devices.

e Transmit power: Increasing the transmit power enhances both the
strength and coverage of the wireless signal, but it may also introduce
interference to surrounding wireless networks. With this feature
enabled, the AP will automatically adjust the transmit power based on

the environment.
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Parameter | Description

e 24G

o Channel bandwidth: Indicates the channel bandwidth. The channel
bandwidth will be calculated by the system if Default is selected.

o Selected channels: Indicates the channels to be optimized.
® 5G

o Channel bandwidth: Indicates the channel bandwidth. The channel
bandwidth will be calculated by the system if Default is selected.

o Selected channels: Indicates the channels to be optimized.

e Choose Quick optimization, and click OK.

Network Optimization Scheduled Optimization Optimization Record 802.11k/v Roaming Optimization Advanced

Wireless Intelligent Optimization
In a networking environment, WIO can help maximize wireless performance by optimizing your network.

Optimization

Optimization§ @ Quick optimization Deep optimization

mode
L
. Estimated Time
180s minute
‘,-..’ nvironment scan timization
v
Instructions
]
g © Upgrade all APs to the latest version for optimal network optimization.
-
v © WIO is not supported on APs without an IP address.

- Currently only 20, 40, and 80 MHz channel widths in the 5 GHz band are supported for wireless
optmization.

© Please perform optimization after all APs in the target area are online.

e Choose Deep optimization. Click to expand Advanced Settings to set the scanning

time, channel bandwidth and selected channels. Then, click OK.
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802.11k/v Roaming Optimization Advanced

Network Optimization Scheduled Optimization Optimization Record

Wireless Intelligent Optimization
In a networking environment, WIO can help maximize wireless performance by optimizing your

network

Optimization
Optimization Quick optimization © Deep optimization

mode

Scan time  10s

Rroaming (@D

Sensitivity

Transmit Power (@)

246

Channel Width  Default

Selected channels

D))
A 4

) ;
Channel Width  Dpefault

Selected channels

)

Estimated Time
> minute

Environment scar Optimizatior

Instructions
© Upgrade all APs to the latest version for optimal network optimization.

© WIO is not supported on APs without an IP address.
= Currently only 20, 40, and 80 MHz channel widths in the 5 GHz band are supported for wireless
optmization.

© Please perform optimization after all APs in the target area are online.

After the optimization starts, please be patient and wait for the optimization to
complete. After optimization is completed, you can click Cancel Optimization to restore

the optimized RF parameters to their default values.

Click Back to Home to perform wireless optimization again.
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Configuration Guide

Network Optimization Scheduled Optimization Optimization Record 802.11k/v Roaming Optimization Advanced
Finish
Completion time: 2025-09-17 15:14:50 Cancel Optimization
Optimization mode Quick optimization
Time consumed: 41 seconds. Optimized 2 APs, resolved severe interference of 2 APs, reduced channel Back to Home
interference by 100.00%, and improved user experience by 81.00%.
Optimization Details 24G
Hosinamne Band SN Channel Width Channel Transmit Power Sensitivity
(Before/After) (Before/After) (Before/After) (Before/After)
Lysora 5G MACCLYSORAL60 80 36->149 auto->100 %0
Lysora 5G G1US302000298 80 36 auto->10( 90

Total 2 n 10/page

Click Optimization Record to view the details of the latest optimization.

Network Optimization Scheduled Optimization Optimization Record 802.11k/v Roaming Optimization Advanced

Last Optimized:2025-09-17 15:14:50
© Time consumed: 41 seconds. Optimized 2 APs, resolved severe interference of 2 APs, reduced channel interference by 100.00%, and improved user experience by

81.00%.

Optimization Details 246G

Hostname Band SN Channel Width Channel Transmit Power Sensitivity
(Before/After) (Before/After) (Before/After) (Before/After)
Lysora 5G MACCLYSORALGD 80 36->149 auto->100 0->90
Lysora 5G G1US302000298 80 36 auto->100 0->90

Total 2 n 10/page

You are advised to set a scheduled task to optimize the wireless network in the early

hours of the morning or when the network is idle.

Network Optimization Scheduled Optimization Optimization Record 802.11k/v Roaming Optimization Advanced

@ Optimize the network performance at a scheduled time for a better user experience.

Enable @)
Week  Sat
Time 02 r09
Schedule © Weekly One time
Optimization Quick optimization @ Deep optimization
mode

Advanced Settings
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4.18.6 Configuring Wi-Fi Roaming Optimization (802.11k/v)
Choose Network-Wide > Workspace > WLAN Optimization > 802.11k/v Roaming
Optimization.

Choose the optimization mode. Click Enable and the Wi-Fi roaming is further optimized
through the 802.11k/v protocol. Smart clients compliant with 802.11k/v can switch to the
APs with better signal and faster speed during the roaming process, ensuring high-
speed wireless connectivity. To ensure smart roaming effect, the WLAN environment will
be auto scanned when Wi-Fi roaming optimization is first enabled.

ZA\ Caution
e WIO is supported only in the self-organizing network mode.

e During the WLAN environment scanning, the APs will switch channels, forcing the
clients to go offline. The process will last for 2 minutes.

Network Optimization Scheduled Optimization Optimization Record 802.11k/v Roaming Optimization Advanced
Feature An 802.11k/v-compliant client can quickly associate with another AP with better RSSI and faster speed during moving, thereby ensuring a smooth and
Description uninterrupted network connection at all times.

IOplimization Mode (& @ Performance-prior Roaming-prior |

Table 4-3 Optimization Mode

Parameter Description
Performance- Maximum negotiation speed is preferentially guaranteed but
prior connection stability may be affected.

Connection stability is preferentially guaranteed but maximum

Roaming-bri -t
amINGPrIOT | hegotiation speed may be reduced.

Network Optimization Scheduled Optimization Optimization Record 802.11k/v Roaming Optimization Advanced
Feature An 802.11k/v-compliant client can quickly associate with another AP with better RSSI and faster speed during moving, thereby ensuring a smooth and
Description uninterrupted network connection at all times.

. 802.11k/v Roaming OptimizationScanning

12% Start: 2025-09-17 17:01:15
Expected Time:
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Network Optimization Scheduled Optimization Optimization Record F ng Optimizat Advanced
Feature An 802.11k/v-compliant client can quickly associate with another AP with better RSSI and faster speed during moving, thereby ensuring a smooth and
Description uninterrupted network connection at all times.

Optimization is enabled.

Optimiation finished on 2025-09-17 17:01:51
Time: 36 seconds
To ensure smart roaming effect, please Click Here to scan the WLAN environment again if the topology changes.

Disable

4.19 Configuring IGMP Snooping

4.19.1 Overview

1. IGMP Snooping

IGMP Snooping technology listens to IGMP packets exchanged between devices and
clients to establish a relationship between multicast traffic and clients, creating
corresponding multicast group table entries. This technology can convert multicast
packets sent by the AP into unicast packets, thereby improving transmission speed and

reducing air interface channel utilization.

Air interface: The pathway through which wireless devices transmit data.

2. Unknown Multicast Packet

An unknown multicast packet refers to a multicast data packet transmitted across the
network with a destination address that has not yet been mapped to a corresponding
IGMP table entry in the AP.

4.19.2 Configuration Steps
Choose Network-Wide > Workspace > WLAN Optimization > Advanced.

Enable IGMP Snooping, select the action for unknown multicast packets, and click Save.
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Network Optimization Scheduled Optimization Optimization Record 802.11k/v Roaming Optimization Advanced

IGMP Snooping Device Group:  Default
When this feature is enabled, the AP converts multicast packets to unicast packets for a higher data rate and reduced airtime usage.
o To enhance user experience, you are advised to enable this feature in scenarios with high multicast traffic on air interfaces or slow network connections.

Setting the unknown multicast action to “Discard” may lead to dropping of multicast packets sent by specific clients. In such cases, set the unknown multicast action
to “Flood” for those specific clients.

IGMP Snooping (@)

Unknown Multicast Flood

Action

BTN

/\ Caution
® You are advised to enable this function when a large number of multicast packets are

transmitted and the network is congested to improve the user experience.

e Ifyou set the action for unknown multicast packets to Discard, multicast packets
sent by certain clients may be discarded. Therefore, exercise caution when
performing this configuration.

4.20 Configuring Healthy Mode

Go to the configuration page:
e Method 1: Choose Network-Wide > Workspace > Wireless > Wi-Fi > Healthy Mode.
e Method 2: Choose One-Device > Config > WLAN > Wi-Fi > Healthy Mode.

Select Device Group from the drop-down list box. Click Enable to enable the healthy

mode. You are allowed to set the effective time period for the healthy mode.

After the healthy mode is enabled, the transmit power and the Wi-Fi coverage area will
decrease. The healthy mode may reduce signal strength and cause network stalling. You

are advised to disable it or enable it when the network is idle.

Wi-Fi List Healthy Mode

Healthy Mode

Enable (® ‘:)

Schedule & All Time
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4.21 Configuring XPress

(1) Go to the page for configuration: Choose Network-Wide > Workspace > Wireless >
Wi-Fi > Wi-Fi List. Select the Wi-Fi network, and click Edit.

(2) Click to expand advanced settings, turn on XPress in the expanded settings and click
OK. After XPress is enabled, the gaming traffic will be prioritized, ensuring a more

stable gaming experience.

Band Steering The 5G-supported client will access 5G radio preferentially.

XPress ® The client will experience faster speed.

4.22 Configuring Wireless Schedule

(1) Go to the page for configuration: Choose Network-Wide > Workspace > Wireless >
Wi-Fi > Wi-Fi List. Select the Wi-Fi network, and click Edit.

(2) Click to expand advanced settings, select a scheduled time span to turn on Wi-Fi and

click OK. Clients will be allowed to access the Internet only in the specified time span.

Schedule All Time

VLAN All Time

Weekdays

Client Isolation ients connected to this SSID on this AP,
Weekends

Layer 2 Isolation Custom ients connected to this SSID on all APs.

4.23 Enabling AP Mesh

Choose Network-Wide > Workspace > Wireless > AP Mesh.

After AP Mesh is enabled, you can set up a Mesh network through Mesh pairing
between the devices that support AP Mesh. You can press the Mesh button on the

device to automatically discover a new device for Mesh pairing or log in to the
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management page to select a new device for Mesh pairing. AP Mesh is enabled on the
device by default.

AP Mesh

When AP Mesh is enabled, Devices that support the AP Mesh function can form a network either wirelessly or
through a wired connection. The system will automatically optimize mesh links by considering factors such as
signal strength, wireless mode, number of antenna streams, channel width, and signal loss across mesh hops to
choose the optimal uplink.

Mesh Networking (i)

Configure Mesh Wi-Fi Scan to Add Devices

Mesh Devices List O
Username Model SN IP/MAC Uplink Status Connectivity Quality

No Data

Total 0 n 10/page

4.23.1 Configuring Mesh Wi-Fi
(1) Click Configure Mesh Wi-Fi, modify the SSID and Wi-Fi password, and click OK.

& Note

Modifying the Mesh Wi-Fi configuration may lead to disconnections of paired devices,
which will need to be reset to factory settings and re-paired.

AP Mesh

When AP Mesh is enabled, Devices that support the AP Mesh function can form a network either wirelessly or through a wired connection. The system
will automatically optimize mesh links by considering factors such as signal strength, wireless mode, number of antenna streams, channel width, and
signal loss across mesh hops to choose the optimal uplink.

Mesh Networking (@)

I Configure Mesh Wi-Fi I Scan to Add Devices

Mesh Devices List _

Username Model SN IP/MAC Uplink Status. Connectivity Guality

Total 0 n 10/page
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Edit X

* 88ID Lysora—Mesh-DEEB

* Wi—Fi Password Sesssssatasenen.

(2) Click OK in the pop-up window.

Tips

Modifying configurations may cause existing
devices on the mesh network to disconnect. If this

o occurs, you can reset them to factory settings and
then re—connect them through wireless mesh

connection.

4.23.2 Add Mesh Devices

(1) Click Scan to Add Devices to scan for nearby APs that are not on the network and
are not connected via an Ethernet cable.
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Username Model

& Back
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When AP Mash is enabled, Devices that support the AP Mash function can form a natwork either wirelessly or through a wired connaction. The system
will automatically optimize mesh links by considering factors such as signal strength, wireless mode, number of antenna streams, channel width, and
signal loss across mesh hops to choose the optimal uplink.

Mesh Networking (D)

Configure Mesh Wi—Fi Scan to Add Devices

SN IP/MAC Uplink Status Connectivity Quality

Total 0 n 10/page

@

Discover Devices

17%

(2) Select the desired APs (up to eight APs can be selected at a time), then click Mesh

Networking. Wait for the mesh process to complete.

¢ Back

B Model

Up to 8 devices can be selected.

Up to 8 devices can be selected.

O]

Discover Devices

100%
tal D 1
MAC
Cannot find the desired device. ()
Re-scan Mesh Networking

Discover Devices Mesh Networking
-
2%

reating a m wor

MAC

Cannot find the desired device. (3)
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(3) Once the mesh networking process is complete, click Finish to return to the main

interface.

< Back
= =
@ € )

wer Dev A h Ne! ir
100%
Model MAC
- |
Up to 8 devices can be selected. Cannot find the desired device. (2)

(4) View the list of devices successfully joining the Mesh network.

AP Mesh

When AP Mash is enabled, Devices that support the AP Mesh function can form a network either wirelessly or through a wired connection. The system
will automatically optimize mesh links by considering factors such as signal strength, wireless mode, number of antenna streams, channel width, and
signal loss across mesh hops to choose the optimal uplink.

Mesh Networking (i)

Configure Mesh Wi—Fi Scan to Add Devices

Mesh Devices List

Username Model SN IP/MAC Uplink Status Connectivity Quality

AP No data 2 » Onir od

Total 1 n 10/page

4.24 Domain Proxy

Go to the configuration page:

e Method 1: Choose Network-Wide > Workspace > Wireless > Domain Proxy.

e Method 2: Choose One-Device > Config > WLAN > Domain Proxy.

& Note

The method 2 is supported only when the AP is the master device.

When a client accesses a Wi-Fi network, the message "No Internet connection” or "The

Wi-Fi is not connected to the Internet" may be displayed. The possible cause is that the
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client's operating system introduces an Internet detection mechanism. Generally, the
detection mechanism sends a probe packet to a specified domain name and evaluates
whether the wireless network can access the Internet based on the detection result. If
the DNS server takes a long time to parse a domain name or returns a probe node with
a long delay, the probe may be deemed unreachable, causing a false network

unavailability.

After the Domain Proxy function is enabled, the device returns the preset domain name

node to the client, reducing the misjudgment of network unavailability of the client.

Domain Proxy

Enable @)
User Configuration List T Delete Selected
Domain Name P Action
Up to 32 entries can be added. Total 0 n 10/page

Click +Add, enter the preset domain name and IP address, and click OK.

Add

* Domain Name

“ 1P

4.25 Client Association

4.25.1 Configuring Intelligent Association

Go to the configuration page by choosing Network-Wide > Workspace > Wireless >

Client Association > Intelligent Association.

After certain smart home devices are associated with a remote AP, they are unable to re-

associate with a nearby AP, resulting in poor user experience and significant delays.
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With the Intelligent Association feature enabled, clients can dynamically select the access
point for association, eliminating issues related to poor user experience caused by

remote associations.

Toggle on the Intelligent Association switch, select the association mode, and click

Save.
e Signal First
Associate with the AP with the best signal.
e Experience First

Associate with the AP with the best wireless experience.

Intelligent Association
Intelligent Association @)

@ Signal First RSSI Threshold Experience First

Associate with the AP with the best signa Associate with the AP with the best wireless experience

Association Mode

4.25.2 Configuring Client Association

Choose Network-Wide > Workspace > Wireless > Client Association > Client

Association.

Click Add Association. Select the client and the associated device. You can associate the
client with a specified AP on the network to reduce remote association and improve the

wireless experience.

Client Association . 107 Delete Selected
Client 1P/MAC Associated Device @  SSID Signal Strength Type Action
Up to 128 entries can be added. Total 0 n 10/page
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Add Association X

* Client

* Associated Device ()

Advanced Settings

Click Advanced Settings to configure the SSID for client association and to enable
Forced Association.

Add Association X
* Client

* Associated Device @

Advanced Settings

SSID

Forced Association
Enabling this feature will forcefully associate the client with a specific AP. However,
since the client cannot initiate automatic association, this may cause disconnection

and unsuccessful association attempts.

A\ Caution

The Forced Association feature may cause the client to go offline or fail to associate
with the AP. Therefore, exercise caution when performing this configuration.
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4.26 Configuring AP Load Balancing

4.26.1 Overview

The AP load balancing function is used to balance the load of APs in the wireless
network. When APs are added to a load balancing group, clients will automatically
associate with the APs with light load when the APs in the group are not load balanced.

AP load balancing supports two modes:

e C(Client Load Balancing: The load is balanced according to the number of associated
clients. When a large number of clients have been associated with an AP and the
count difference to the AP with the lightest load has reached the specified value, the

client can only associate with another AP in the group.

e Traffic Load Balancing: The load is balanced according to the traffic on the APs. When
the traffic on an AP is large and the traffic difference to the AP with the lightest load
has reached the specified value, the client can only associate with another AP in the

group.

Example: Add AP1 and AP2 into a group and select client load balancing. Set both the
client count threshold and difference to 3. AP1 is associated with 5 clients and AP2 is
associated with 2 clients, triggering load balancing. New clients' attempt to associate to

AP1 will be denied, and therefore they can associate only with AP2.

After a client request is denied by an AP and it fails to associate with another AP in the
group, the client will keep trying to associate with this AP. If the client attempts reach
the specified value, the AP will permit connection of this client, ensuring that the user

can normally access the Internet.

4.26.2 Configuring Client Load Balancing
Choose Network-Wide > Workspace > Wireless > Load Balancing.

Click Add. In the dialog box that appears, set Type to Client Load Balancing, and

configure Group Name, Members, and Rule.

Load Balancing D @ Delete Selected

By grouping APs in the same area into a load balancing group, they can collaborate to control the access of wireless clients and to achieve optimal traffic distribution.
For example, when AP1 and AP2 are added to the same load balancing group, with the load balancing type set to Client Load Balancing and a strategy to trigger load
balancing when one AP has 3 clients and the load-balancing threshold is 3, if AP1 has 5 clients and AP2 has 2 clients, any new client trying to connect to AP1 will be
denied access and redirected to AP2, achieving load balancing between the two APs.

Group Name Type Rule Members Action

Up to 32 entries can be added
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Client Load Balancing

Load balancing is triggered when the number of clients

connected to an AP in a group reaches 3 . and

the client count difference between the AP and other APs in

the group exceeds 3 . Once a client has been

denied access to an AP in the group for a total of 10 attempts,
it will be allowed to connect to that AP again upon the next

attempt.

Table 4-4 Client Load Balancing Configuration Parameters

Parameter

Description

Group Name

Enter the name of the AP load balancing group.

Type Select Client Load Balancing.
Configure a detailed load balancing rule, including the maximum
number of clients allowed to associate with an AP, the difference
between the currently associated client count and client count on
Rule the AP with the lightest load, and the number of attempts to the

AP with full load.

By default, when an AP is associated with 3 clients and the

difference between the currently associated client count and
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Parameter Description

client count on the AP with the lightest load reaches 3, clients can
associate only to another AP in the group. After a client
association is denied by an AP for 10 times, the client will be

allowed to associate to the AP upon the next attempt.

Members Specify the APs to be added to the AP load balancing group.

4.26.3 Configuring Traffic Load Balancing

Choose Network-Wide > Workspace > Wireless > Load Balancing.

Click Add. In the dialog box that appears, set Type to Traffic Load Balancing, and

configure Group Name, Members, and Rule.

Load Balancing [ Delete Selected

By grouping APs in the same area into a load balancing group, they can collaborate to control the access of wireless clients and to achieve optimal traffic distribution.
For example, when AP1 and AP2 are added to the same load balancing group, with the load balancing type set to Client Load Balancing and a strategy to trigger load
balancing when one AP has 3 clients and the load-balancing threshold is 3, if AP1 has 5 clients and AP2 has 2 clients, any new client trying to connect to AP1 will be
denied access and redirected to AP2, achieving load balancing between the two APs.

Group Name Type Rule Members Action

N

Up to 32 entries can be added.
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Add ~

* Group Name

*Type | Traffic Load Balancing

* Rule
Load balancing is triggered when the traffic on an AP in a

group reaches > *100kbps, and the traffic

difference between the AP and other APs in the group

exceeds ° x 100kbps. Once a client has been

denied access to an AP in the group for a total of 10 attempts,
it will be allowed to connect to that AP again upon the next

attempt.

* Members

Table 4-5 Traffic Load Balancing Configuration Parameters

Parameter Description
Group Name Enter the name of the AP load balancing group.
Type Select Traffic Load Balancing.

Configure a detailed load balancing rule, including the maximum
traffic allowed on an AP, the difference between the current
traffic and the traffic on the AP with the lightest load, and the
Rule number of attempts to the AP with full load.

By default, when the traffic load on an AP reaches 500 Kbit/s and
the difference between the current traffic and the traffic on the

AP with the lightest load reaches 500 Kbit/s, clients can associate
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Parameter Description

only to another AP in the group. After a client association is
denied by an AP for 10 times, the client will be allowed to

associate to the AP upon the next attempt.

Members Specify the APs to be added to the AP load balancing group.

4.27 Configuring LED Status Control

& Note

e When the primary device supports the individual AP LED switch function, all the
secondary devices will also support individual AP LED configuration.

e When the primary device does not support the individual AP LED switch function,
none of the secondary devices will support individual AP LED configuration either.
Only a one-click toggle for the LEDs of all APs in the network is available.

4.27.1 Configuring Standalone LED Status

You can enable or disable the system LED status for individual wireless devices on the
network.

Go to the configuration page:

e Method 1: Choose Network-Wide > Workspace > Wireless > LED.

LED @ Batch Operation v Open All Close all

Username Model SN IP Address LED

w @
. * AP

a
Total 2 n 10/page

e Method 2: Choose One-Device > Config > Network > LED.

o When the AP is the master device:
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LED ®

Batch Operation v Open All Close all

Username Model SN IP Address LED
AP

@

AP

@
Total 2 n 10/page

o When the AP is a slave device.

LED ®

e Method 3: Choose One-Device > Monitor > LED.

N_ 7 AP ot
G SN: Model: MGMT IP: ¢ Working Mode: AP = e
* Normal
LED: @D | AP Location:  LED blinking
Clients > SSID > Band >
5G Connect [ 2

24G o 56 ®
S 1-sDBES  2.46 56 :
Total necte Capacit

4.27.2 Configuring Network-wide LED Status

Choose Network-Wide > Workspace > Wireless > LED.

Turn on the LED of all downlink access points in the network.

LED @ Batch Operation l ~ Open All ] I Close all I
Username Model SN 1P Address LED
. = AP @)
. T AP [ @]

Total 2 n 10/page
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4.28 Wireless Authentication

4.28.1 Overview

Wireless authentication verifies the identity of users on a wireless network. Only
authenticated users can access the network, ensuring wireless network security. You
can configure authentication-free for wireless STAs (IP address/MAC address), public IP
addresses, and domain names. Users can directly use network services or access

specific websites without entering the username, password, or other information.

To use the wireless authentication function, ensure that the AP is added to Lysora Cloud
and is online. Then, configure a portal template on Lysora Cloud and apply itto a
specific SSID. When STAs connect to this SSID and access the network, the AP allows
STAs added to the authentication-free lists configured on the web interface (excluding
those added to the MAC address blocklist) to access the network without authentication.
The AP forbids STAs whose MAC addresses are added to the MAC address blocklist
configured on the web interface from accessing the network. For other users or domain
names, the AP redirects them to the portal authentication page. Users need to complete

identity verification on the portal page.

The following four authentication modes are supported:

e One-click Login: indicates login without the username and password.
e Voucher: indicates login with a random eight-digit password.

® Account: indicates login with the account and password.

e SMS: indicates login with the phone number and code.

Two or more authentication modes can be configured in a portal template. When
multiple authentication modes are configured, users can select an authentication mode

on the portal page.

4.28.2 Configuring One-click Login on Lysora Cloud
1. Configuring a Portal Template with the Authentication Mode Set to
One-click Login

(1) Login to Lysora Cloud and choose Projects from the navigation pane. Select a network
that needs to configure wireless authentication.

(2) Choose Configuration > Captive Portal.

(3) Click Add Captive Portal to open the portal template configuration page.

76



Configuration Guide Error! Use the Home tab to apply #T@# 1 to the text

that you want to appear here.
| Captive Portal ©

New Authentication Function
o New version upgrade, support AP, vay (s iration
Jpport multiple login methods, or ick login, Vou: Account, SMS verification, registered
o Support multi-langua fiexible customization of Portal pages
AddCaphvePumi!
(4) Click Add Page to customize a portal page.
| Portal Page @
‘ Current Project Shared Portals
Add Page
(5) Configure basic information of the portal template.
| Portal Basic Settings @
Portal Name:
Setting Mode: ‘ Default HTML cus.tomizationm
Login Options: One-click Login
Access Duration (Min): ® Unlimited 15 30 60 Custom

Maximum upload rate ®:

Unlimited v
Maximum download rate (@: Unlimited v
Voucher
Account
SMS
Registration

Facebook Account ©

Show Balance Page:

Post-login URL: https://www.lysoratech.com
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Table 4-6 Portal Template Configuration Parameters

Parameter

Description

Portal Name

Indicates the name of a captive portal template.

Setting Mode

Supports two modes: Default and HTML customization.

Login Options

Select One-click Login, which indicates login without the
username and password. You can set Access Duration and

Access Times Per Day.

One-click Login

Access Duration (Min): Unlimited 15 30 60 @3 Custom
Customed Duration (Min): 60

Daily Access Limit: Unlimited

Maximum upload rate: Unlimited

Maximum download rate: Unlimited

Show Balance Page

Indicates the available duration, time, or data after portal

authentication.

Post-login URL

Indicates the URL that is displayed after portal authentication.

(6) Configure visual settings of the portal template.
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| Portal Visual Settings ©®

Logo: [ @)

Logo Image: Upload

Mobile Desktop

)

Logo Position: QO

(

® Background: ® Picture Solid Color
— =]
Background Image: ﬁ
., 1
B e
Upload

Background Mask Color: [l #999999
Background Mask Color: [l #999999 0%

@ Welcome Message: ®) Text Picture

Default Language:

Welcome Text:

Marketing Message:

Terms & Conditions:

Copyright:

One-click Login

Login Button: One-click Login

® Advertisement:

Welcome Text Color: [ s
Welcome Text Size: ()

Button Color: - var(--theme_cc
Button Text Color: [] s

Link Color: [j #fffff

Text Color in Box: [] s
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Table 4-7 Portal Page Configuration Parameters

Parameter Description
Logo Select whether to display the logo image.

When Logo is set to Image, upload the logo picture or select
Logo Image

the default logo.

Logo Position

Select the logo position (Upper, Middle, or Lower).

Background

Select the background with the image or the solid color.

Background Image

When Background is set to Image, upload the background
image or select the default image.

Background Mask

Color

When Background is set to Solid Color, configure the
background color. The default value is #ffffff.

Welcome Message

Select the welcome message with the image or text.

Language

Select the language of the portal page and configure the
content displayed on the portal page as required. You can click

il to add portal pages in other languages.

® Welcome Text: Select the welcome message with the image

or text.
e Marketing Message: Enter the marketing message.
e Terms & Conditions: Enter terms and conditions.
e Copyright: Enter the copyright.

® One-click Login: After One-click Login is enabled, you can
customize the button name displayed on the portal page,

which is set to One-click Login by default.

One-click Login

Login Button: One-click Login

Advertisement

Select whether to display the advertisement.
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Select the welcome message text color. The default value is
Welcome Text Color
#ffffff.
Welcome Text Size Select the welcome text size.
Button Color Select the button color. The default value is #0066ff.
Button Text Color Select the button text color. The default value is #ffffff.
Link Color Select the link color. The default value is #ffffff.
Text Color in Box Select the text color in the box. The default value is #ffffff.

(7) After the configuration, click OK to save the portal template configurations.

2. Configuring Policy Info

Configure basic information of the policy info to add captive portal. After the

configuration, click OK for the configurations to take effect.

& Note

When Encryption Mode is set to a value other than WPA2-Enterprise(802.1x), the
Captive Portal page is available. You can select whether to perform wireless
authentication.

| Policy Info @

+ Policy Name :

Policy Mode @ @® Cloud Auth Local External

Authentication Device @: Gateway (®) AP

+ S8ID:

Seamless Online: ()

Seamless Online Period : 1 Day v
Portal Escape:: ()
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Table 4-8 Captive Portal Configuration Parameters

Parameter Description

Policy Name Indicates the name of a captive portal template.

Indicates the authentication mode to which the captive portal
applies:

Cloud Auth: Cloud-based authentication. The built-in
authentication server in the public cloud is used for

authentication.

Policy Mode Local: Device-based local authentication and acceleration.
Portal pages and accounts in the cloud are synchronized with

the device for local authentication and acceleration.

External: Third-party authentication, facilitating integration
between the device and a third-party authentication server for

authentication.

Indicates the device that performs the authentication.

When there is a gateway on the network, you are advised to
enable authentication on the gateway. You can perform

authentication on either an access point (AP) or a gateway.

Authentication Device
AP: An AP acts as the NAS.

Gateway: A gateway acts as the NAS responsible for

performing authentication at the gateway exit.

This parameter is not required if the policy mode is Local.

Indicates the wired network that requires authentication. Enter

the network segment in this field.

Users connecting to the wired network corresponding to this

Network )
network segment must be authenticated.
This parameter is required if the Authentication Device is
Gateway.

s<Ib Indicates the network name of the Wi-Fi network that requires

authentication.
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Users connecting to this wireless network must be

authenticated.

This parameter is required if the Authentication Device is AP.

After this function is enabled, if the first authentication is
Seamless Online successful, subsequent connections to this Wi-Fi network will
automatically be authenticated within a certain period of time.

Indicates the time period for seamless online. If the first
Seamless Online authentication is successful, subsequent connections to this
Period Wi-Fi network will automatically be authenticated within this

period of time.

Indicates the portal page that is displayed after portal
authentication.

Click Current Project to select the portal page for an existing

Portal Page project.

Click Shared Portals to select an existing portal page.

Click Add Page to customize a portal page.

4.28.3 Configuring Voucher Authentication on Lysora Cloud

1. Configuring a Portal Template with the Authentication Mode Set to

Voucher

(1) Loginto Lysora Cloud and choose Projects from the navigation pane. Select a network
that needs to configure wireless authentication.

(2) Choose Configuration > Captive Portal.

(3) Click Add Captive Portal to open the portal template configuration page.
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| Captive Portal ©

New Authentication Function

T

(4) Click Add Page to customize a portal page.

| Portal Page @

‘ Current Project Shared Portals

Add Page

(5) Configure basic information of the portal template.

| Portal Basic Settings @

Portal Name:

Setting Mode: ‘ Default HTML customization

Login Options: One-click Login
Voucher
Account
SMS
Registration

Facebook Account @

Show Balance Page:
(_J

Post-login URL: https://www.lysoratech.com

Table 4-9 Portal Template Configuration Parameters

Parameter Description

Portal Name Indicates the name of a captive portal template.
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Setting Mode Supports two modes: Default and HTML customization.

) ) Select Voucher, which indicates login with a random eight-digit
Login Options
password.

Indicates the available duration, time, or data after portal
Show Balance Page o
authentication.

Post-login URL Indicates the URL that is displayed after portal authentication.

(6) Configure visual settings of the portal template.
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| Portal Visual Settings ®

Logo: @

Mobile Desktop
Logo Image: Upload
Logo Position: O
® Background: ®) Picture Solid Color
— -

Background Image: ﬁ

., I

[ S

Upload -

Background Mask Color: [l #999999
Background Mask Color: B #999999 0%

@ Welcome Message: ®) Text Picture

Default Language:

Welcome Text:

Marketing Message:

Terms & Conditions:

Copyright:

Voucher

Title: Voucher Login
Code Placeholder: Access Code
Login Button: Login
Switching Button: Voucher Login

® Advertisement:

Welcome Text Color: L] sffefef
Welcome Text Size: —_—)

Button Color: - var(--theme_cc
Button Text Color: [] #feeeef

Link Color: I:l #fffff

Text Color in Box: L] wfefef
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Table 4-10 Portal Page Configuration Parameters

Parameter Description
Logo Select whether to display the logo image.

When Logo is set to Image, upload the logo picture or select
Logo Image

the default logo.

Logo Position

Select the logo position (Upper, Middle, or Lower).

Background

Select the background with the image or the solid color.

Background Image

When Background is set to Image, upload the background
image or select the default image.

Background Mask

Color

When Background is set to Solid Color, configure the
background color. The default value is #ffffff.

Welcome Message

Select the welcome message with the image or text.

Language

Select the language of the portal page and configure the
content displayed on the portal page as required. You can click

il to add portal pages in other languages.

® Welcome Text: Select the welcome message with the image

or text.
e Marketing Message: Enter the marketing message.
e Terms & Conditions: Enter terms and conditions.
e Copyright: Enter the copyright.

® Voucher Login: After Voucher Login is enabled, you can
customize the names of controls related to voucher

authentication.
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Voucher

Title: Voucher Login

Code Placeholder: Access Code

Login Button: Login

Switching Button: Voucher Login
Advertisement Select whether to display the advertisement.

Select the welcome message text color. The default value is
Welcome Text Color

#FFEfe.
Welcome Text Size Select the welcome text size.
Button Color Select the button color. The default value is #0066ff.
Button Text Color Select the button text color. The default value is #ffffff.
Link Color Select the link color. The default value is #ffffff.
Text Color in Box Select the text color in the box. The default value is #ffffff.

(7) After the configuration, click OK to save the portal template configurations.

2. Configuring Policy Info

Configure basic information of the policy info to add captive portal. After the
configuration, click OK for the configurations to take effect.

 Note

When Encryption Mode is set to a value other than WPA2-Enterprise(802.1x), the
Captive Portal page is available. You can select whether to perform wireless
authentication.
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| Policy Info @

+ Policy Name:

Policy Mode ®
Authentication Device @:
+SSID:

Seamless Online
Seamless Online Period :

Portal Escape:

Error! Use the Home tab to apply %@ 1 to the text
that you want to appear here.

(® Cloud Auth Local External

Gateway (® AP

@

1 Day v

@

Table 4-11 Captive Portal Configuration Parameters

Parameter

Description

Policy Name

Indicates the name of a captive portal template.

Policy Mode

Indicates the authentication mode to which the captive portal
applies:

Cloud Auth: Cloud-based authentication. The built-in
authentication server in the public cloud is used for

authentication.

Local: Device-based local authentication and acceleration.
Portal pages and accounts in the cloud are synchronized with

the device for local authentication and acceleration.

External: Third-party authentication, facilitating integration
between the device and a third-party authentication server for

authentication.

Authentication Device

Indicates the device that performs the authentication.

When there is a gateway on the network, you are advised to
enable authentication on the gateway. You can perform
authentication on either an access point (AP) or a gateway.

AP: An AP acts as the NAS.

Gateway: A gateway acts as the NAS responsible for

performing authentication at the gateway exit.
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This parameter is not required if the policy mode is Local.

Indicates the wired network that requires authentication. Enter

the network segment in this field.

Users connecting to the wired network corresponding to this
Network ]
network segment must be authenticated.

This parameter is required if the Authentication Device is

Gateway.

Indicates the network name of the Wi-Fi network that requires

authentication.

SSID Users connecting to this wireless network must be

authenticated.

This parameter is required if the Authentication Device is AP.

After this function is enabled, if the first authentication is
Seamless Online successful, subsequent connections to this Wi-Fi network will

automatically be authenticated within a certain period of time.

Indicates the time period for seamless online. If the first
Seamless Online authentication is successful, subsequent connections to this
Period Wi-Fi network will automatically be authenticated within this
period of time.

Indicates the portal page that is displayed after portal

authentication.

Click Current Project to select the portal page for an existing

Portal Page project.

Click Shared Portals to select an existing portal page.

Click Add Page to customize a portal page.

3. Adding a Voucher

(1) Login to Lysora Cloud and choose Projects from the navigation pane. Select a network in

this account.
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(2) Choose Configuration > All > Authentication > User Management.
(3) Configure a user group.

a. Onthe User Group tab, click Add.

Account Voucher Registration User Group

b. Configure user group parameters. After the configuration, click OK.

Add user group X

* User group name

User Group Policy

Price

Concurrent devices 3 v
Period Unlimited v
Quota @ Unlimited v
Maximum upload rate Unlimited v
Maximum download rate Unlimited v

Bind MAC on first use
Bind SSID/Network @

Client Disconnect @
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User group name: indicates the user group name.

Price: indicates the price of the user group. Mark user groups by numeral. The

current version has no impact on network usage.
Concurrent Devices: indicates the number of concurrent devices for one account.

Period: indicates the maximum validity time of an account. The maximum value is
counted after the client passes authentication and successfully accesses the

Internet.

Quota: indicates the maximum amount of data transfer.
Maximum upload rate: indicates the maximum upload rate.
Maximum download rate: indicates the maximum download rate.

Bind MAC on first use: indicates that the MAC address of the first device used will
be bound and other devices used by the same user will be prohibited from

accessing the Internet.

Bind SSID/Network: When Bind SSID/Network is enabled, users in the group can
only access the Internet through the designated SSID/network.

Client Disconnect: When Concurrent Clients is not set to unlimit, new clients will
be unable to connect once the limit is exceeded. Client Disconnection enables you
to disconnect clients manually to allow new clients to log in. You are not advised to
enable this feature if Bind MAC on first use is enabled.

(4) Configure a voucher.

a. Onthe Voucher tab, click Add.

Account Vo Registration User Group o B 8

m Print Voucher Export More v Total Vouchers: @ Activated Vouchers: @ Expired Vouchers: Filler

Voucher code User Group Status @ Disabled Price Period First Name Last name Action

b. Configure voucher parameters. After the configuration, click OK.
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Add Voucher X

* Quantity

* User Group v

User information setting

Advance setting v

Quantity: Enter the quantity of the voucher to print. When the value is set to 1, you

can add a voucher and configure the name and the email address. When the value

is greater than 1, you can add vouchers in batches. In this case, you can only

configure the name and email address separately after the vouchers are added.

User Group: Select a created user group from the drop-down list. If the created user

group does not meet the requirements, click Custom to create a user group.

User information setting: Configure user information, which is optional.

Advance setting:

(e]

Voucher code type: Set the value to Alphanumeric 0-9, a-z, Alphabetic a-z, or

Numeric 0-9.

Advance setting ~

Voucher code type v

Alphanumeric 0-9, a-z
Voucher length
Alphabetic a-z

Numeric 0-9

Voucher length: Select the voucher length. The value ranges from 6 to 9.

Voucher length v
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(5) Obtain the voucher code from the voucher list.

4.28.4 Configuring Account Authentication on Lysora Cloud

1. Configuring a Portal Template with the Authentication Mode Set to

Account

(1) Login to Lysora Cloud and choose Projects from the navigation pane. Select a network
that needs to configure wireless authentication.

(2) Choose Configuration > Captive Portal.

(3) Click Add Captive Portal to open the portal template configuration page.

| Captive Portal ©

New Authentication Function

(4) Click Add Page to customize a portal page.

| Portal Page @

‘ Current Project ‘ Shared Portals

Add Page

(5) Configure basic information of the portal template.
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| Portal Basic Settings @

Portal Name:

Setting Mode: ‘ Default HTML customization

Login Options: One-click Login
Voucher
Account
SMS
Registration

Facebook Account @

Show Balance Page:

Post-login URL: https://www.lysoratech.com

Table 4-12 Portal Template Configuration Parameters

Parameter Description
Portal Name Indicates the name of a captive portal template.
Setting Mode Supports two modes: Default and HTML customization.

) ) Select Account, which indicates login with the account and
Login Options
password.

Indicates the available duration, time, or data after portal
Show Balance Page o
authentication.

Post-login URL Indicates the URL that is displayed after portal authentication.

(6) Configure visual settings of the portal template.
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| Portal Visual Settings ®

Logo: (@)

Logo Image: Upload

Mobile Desktop

Logo Position:

® Background: ® Picture Solid Color

—_ -_n
Background Image: m
=4 H :
B el

Upload -
Background Mask Color: [l #999999
Background Mask Color: [l #999999 0%

® Welcome Message: ® Text Picture

Default Language:

Welcome Text:

Marketing Message:

Terms & Conditions:

Copyright:

Account

Title: Account Login
Account Placeholder: Account
Password Placeholder: Password
Login Button: Login
Switching Button: Account Login

® Advertisement:

Welcome Text Color: [ ] st
Welcome Text Size: ()

Button Color: . var(--theme_cc
Button Text Color: IR

Link Color: [ ]| #feeef

Text Color in Box: [ s
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Table 4-13 Portal Page Configuration Parameters

Parameter Description
Logo Select whether to display the logo image.

When Logo is set to Image, upload the logo picture or select
Logo Image

the default logo.

Logo Position

Select the logo position (Upper, Middle, or Lower).

Background

Select the background with the image or the solid color.

Background Image

When Background is set to Image, upload the background

image or select the default image.

Background Mask

Color

When Background is set to Solid Color, configure the
background color. The default value is #ffffff.

Welcome Message

Select the welcome message with the image or text.

Language

Select the language of the portal page and configure the

content displayed on the portal page as required. You can click

to add portal pages in other languages.

® Welcome Text: Select the welcome message with the image
or text.

® Marketing message: Enter the marketing message.
® Terms & Conditions: Enter terms and conditions.
e Copyright: Enter the copyright.

® Account Login: After Account Login is enabled, you can
customize the names of the controls related to account
authentication.
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Account

Title: Account Login

Account Placeholder: Account

Password Placeholder: Password

Login Button: Login

Switching Button: Account Login
Advertisement Select whether to display the advertisement.

Select the welcome message text color. The default value is
Welcome Text Color

#ffffff.
Welcome Text Size Select the welcome text size.
Button Color Select the button color. The default value is #0066ff.
Button Text Color Select the button text color. The default value is #ffffff.
Link Color Select the link color. The default value is #ffffff.
Text Color in Box Select the text color in the box. The default value is #ffffff.

(7) After the configuration, click OK to save the portal template configurations.
2. Configuring Policy Info

Configure basic information of the policy info to add captive portal. After the

configuration, click OK for the configurations to take effect.

@ Note

When Encryption Mode is set to a value other than WPA2-Enterprise(802.1x), the
Captive Portal page is available. You can select whether to perform wireless
authentication.
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| Policy Info @

+ Policy Name:

Policy Mode ®
Authentication Device @:
+SSID:

Seamless Online
Seamless Online Period :

Portal Escape:

Error! Use the Home tab to apply %@ 1 to the text
that you want to appear here.

(® Cloud Auth Local External

Gateway (® AP

@

1 Day v

@

Table 4-14 Captive Portal Configuration Parameters

Parameter

Description

Policy Name

Indicates the name of a captive portal template.

Policy Mode

Indicates the authentication mode to which the captive portal
applies:

Cloud Auth: Cloud-based authentication. The built-in
authentication server in the public cloud is used for

authentication.

Local: Device-based local authentication and acceleration.
Portal pages and accounts in the cloud are synchronized with

the device for local authentication and acceleration.

External: Third-party authentication, facilitating integration
between the device and a third-party authentication server for

authentication.

Authentication Device

Indicates the device that performs the authentication.

When there is a gateway on the network, you are advised to
enable authentication on the gateway. You can perform
authentication on either an access point (AP) or a gateway.

AP: An AP acts as the NAS.

Gateway: A gateway acts as the NAS responsible for

performing authentication at the gateway exit.
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This parameter is not required if the policy mode is Local.

Indicates the wired network that requires authentication. Enter

the network segment in this field.

Users connecting to the wired network corresponding to this
Network ]
network segment must be authenticated.

This parameter is required if the Authentication Device is

Gateway.

Indicates the network name of the Wi-Fi network that requires

authentication.

SSID Users connecting to this wireless network must be

authenticated.

This parameter is required if the Authentication Device is AP.

After this function is enabled, if the first authentication is
Seamless Online successful, subsequent connections to this Wi-Fi network will

automatically be authenticated within a certain period of time.

Indicates the time period for seamless online. If the first
Seamless Online authentication is successful, subsequent connections to this
Period Wi-Fi network will automatically be authenticated within this
period of time.

Indicates the portal page that is displayed after portal

authentication.

Click Current Project to select the portal page for an existing

Portal Page project.

Click Shared Portals to select an existing portal page.

Click Add Page to customize a portal page.

3. Adding an Account

(1) Login to Lysora Cloud and choose Projects from the navigation pane. Select a network

in this account.
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(2) Choose Configuration > All > Authentication > User Management.
(3) Configure a user group.

a. Onthe User Group tab, click Add.

Account Voucher Registration User Group

b. Configure user group parameters. After the configuration, click OK.

Add user group X

* User group name

User Group Policy

Price

Concurrent devices 3 v
Period Unlimited v
Quota @ Unlimited v
Maximum upload rate Unlimited v
Maximum download rate Unlimited v

Bind MAC on first use
Bind SSID/Network @

Client Disconnect @
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User Group Name: indicates the user group name.

Price: indicates the price of the user group. Mark user groups by numeral. The

current version has no impact on network usage.
Concurrent Devices: indicates the number of concurrent devices for one account.

Period: indicates the maximum validity time of an account. The maximum value is
counted after the client passes authentication and successfully accesses the

Internet.

Quota: indicates the maximum amount of data transfer.
Maximum upload rate: indicates the maximum upload rate.
Maximum download rate: indicates the maximum download rate.

Bind MAC on first use: indicates that the MAC address of the first device used will
be bound and other devices used by the same user will be prohibited from

accessing the Internet.

Bind SSID/Network: When Bind SSID/Network is enabled, users in the group can
only access the Internet through the designated SSID/network.

Client Disconnect: When Concurrent Clients is not set to unlimit, new clients will
be unable to connect once the limit is exceeded. Client Disconnection enables you
to disconnect clients manually to allow new clients to log in. You are not advised to
enable this feature if Bind MAC on first use is enabled.

On the Account tab, add an account. Accounts can be added manually or through

batch import.
Adding an account manually

Click Add, set parameters about the account, and click OK.

Add account

* User Name
* Password
* User Group

Allow VPN connection

Tips: By enabling this option, the user can use this account to log in remotely using a VPN.

User information setting v

Carcel m
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User Name: The value is a string of less than 32 characters, consisting of letters,

numerals, and underscores.

Password: The value is a string of less than 32 characters, consisting of letters,

numerals, and underscores.

User Group: Select a created user group from the drop-down list. If the created user

group does not meet the requirements, click Custom to create a user group.

Allow VPN connection: By enabling this option, the user can use this account to log
in remotely using a VPN.

User information setting: You can expand it to have more user information

displayed, including the first name, last name, email, phone number, and alias.
Adding accounts through batch import

a. Click Import.

Bulk import accounts

Download the template and enter device inf
records can be imported at a time.

Select an .xis or xisx file Download Template

b. Click Download Template to download the template.

c. Editthe template and save it.

A Caution
e Account, Password, and User Group are mandatory.

e Check that the user group already exists and the added accounts are not
duplicate with existing accounts.
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Account Password First Name Last name Alias Email VPN Enable
(Enter 1 (Enter a (Enter a (Enter a (Enter a (Enter (Enabled:
to 32 string of character character character less than 1
characters 8 to 32 consisting consisting consisting User Group 64 Disabled:0
test? test?2 test

test3 test3 test

testd testd test

d. Click Select an .xIs or .xIsx file to upload the file. After uploading, users are

automatically created.

4.28.5 Configuring SMS Authentication on Lysora Cloud
1. Adding a Twilio Account

Prerequisites

A Twilio account has been applied for from the Twilio official website

(https://www.twilio.com/login).

& Note

A Twilio account is used to send the SMS verification code.

Configuration Steps

LOGO
(1) Loginto Lysora Cloud and choose > Account.

Al Account

@ Logo

@ English / English >
> Log Out

Loen admintenant s
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(2) Add Twilio account information and click Save.

Basic Information Security Settings Default Tenants Twilio SMS Settings Delete Account
Twilio SMS Settings w to apply f

Twilio Account SID
Authentication Token

Twilio Number

2. Configuring a Portal Template with the Authentication Mode Set to
SMS

(1) Login to Lysora Cloud and choose Projects from the navigation pane. Select a network
that needs to configure wireless authentication.

(2) Choose Configuration > Captive Portal.

(3) Click Add Captive Portal to open the portal template configuration page.

| Captive Portal ©

New Authentication Function

. L o New version upgrade, support AP/Gateway unified configuration
£ o Support muitiple login methods, one-click login, Voucher, Account, SMS verification, registered
- = account
o Support multi-language and fiexible customization of Portal pages

(4) Click Add Page to customize a portal page.

| Portal Page ©®

‘ Current Project Shared Portals

Add Page

(5) Configure basic information of the portal template.
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| Portal Basic Settings @

Portal Name:

Setting Mode: ‘ Default HTML customization

Login Options: One-click Login
Voucher
Account
SMS

How to apply for a Twilio account.

Twilio Account SID:
Authentication Token:
Authentication Phone:

Registration

Facebook Account @

Show Balance Page:

Post-login URL: https://www.lysoratech.com

Table 4-15 Portal Template Configuration Parameters

Parameter Description
Portal Name Indicates the name of a captive portal template.
Setting Mode Supports two modes: Default and HTML customization.

) ) Select SMS, which indicates login with the phone number and
Login Options q
code.

Indicates the available duration, time, or data after portal
Show Balance Page o
authentication.

Post-login URL Indicates the URL that is displayed after portal authentication.

(6) Configure visual settings of the portal template.
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| Portal Visual Settings ®

Logo: c

Mobile Desktop
Logo Image: Upload
Logo Position: QO
® Background: ® Picture Solid Color
— —-
Background Image: ﬁ
[ SSR
Upload -
Background Mask Color: [l #999999
Background Mask Color: D #999999 0%
® Welcome Message: ®) Text Picture
English *
Default Language:
Welcome Text:
4
Marketing Message:
Vi
Terms & Conditions:
4
®@Privacy Disclaimer: | have read and understood the
Disclaimer of Personal Data

Protection.

Copyright:

SMS

Title: SMS Login
Phone Placeholder: Phone

Code Placeholder: Verification Code
Code Button: Get Code

Login Button: Login

Switching Button: SMS Login

@ Advertisement:

Welcome Text Color: (] st
Welcome Text Size: —)

Button Color: . var(--theme_cc
Button Text Color: [] s

Link Color: [ s

Text Color in Box: [ ] s
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Table 4-16 Portal Page Configuration Parameters

Parameter Description
Logo Select whether to display the logo image.

When Logo is set to Image, upload the logo picture or select
Logo Image

the default logo.

Logo Position

Select the logo position (Upper, Middle, or Lower).

Background

Select the background with the image or the solid color.

Background Image

When Background is set to Image, upload the background

image or select the default image.

Background Mask

Color

When Background is set to Solid Color, configure the
background color. The default value is #ffffff.

Welcome Message

Select the welcome message with the image or text.

Language

Select the language of the portal page and configure the

content displayed on the portal page as required. You can click

to add portal pages in other languages.

® Welcome Text: Select the welcome message with the image
or text.

® Marketing message: Enter the marketing message.
® Terms & Conditions: Enter terms and conditions.
e Copyright: Enter the copyright.

® SMS Login: After SMS Login is enabled, you can customize
the names of the controls related to SMS authentication.
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SMS

Title: SMS Login

Phone Placeholder: Phone

Code Placeholder: Verification Code

Code Button: Get Code

Login Button: Login

Switching Button: SMS Login
Advertisement Select whether to display the advertisement.

Select the welcome message text color. The default value is
Welcome Text Color

#FFEfe,
Welcome Text Size Select the welcome text size.
Button Color Select the button color. The default value is #0066ff.
Button Text Color Select the button text color. The default value is #ffffff.
Link Color Select the link color. The default value is #ffffff.
Text Color in Box Select the text color in the box. The default value is #ffffff.

(7) After the configuration, click OK to save the portal template configurations.

3. Configuring Policy Info

Configure basic information of the policy info to add captive portal. After the

configuration, click OK for the configurations to take effect.

& Note

When Encryption Mode is set to a value other than WPA2-Enterprise(802.1x), Go to
the "Captive Portal"” page is available and you can select whether to perform wireless
authentication.
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+ Policy Name:

Policy Mode ®
Authentication Device @:
+SSID:

Seamless Online
Seamless Online Period :

Portal Escape:

Error! Use the Home tab to apply %@ 1 to the text
that you want to appear here.

(® Cloud Auth Local External

Gateway (® AP

@

1 Day v

@

Table 4-17 Captive Portal Configuration Parameters

Parameter

Description

Policy Name

Indicates the name of a captive portal template.

Policy Mode

Indicates the authentication mode to which the captive portal
applies:

Cloud Auth: Cloud-based authentication. The built-in
authentication server in the public cloud is used for

authentication.

Local: Device-based local authentication and acceleration.
Portal pages and accounts in the cloud are synchronized with

the device for local authentication and acceleration.

External: Third-party authentication, facilitating integration
between the device and a third-party authentication server for

authentication.

Authentication Device

Indicates the device that performs the authentication.

When there is a gateway on the network, you are advised to
enable authentication on the gateway. You can perform
authentication on either an access point (AP) or a gateway.

AP: An AP acts as the NAS.

Gateway: A gateway acts as the NAS responsible for

performing authentication at the gateway exit.
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This parameter is not required if the policy mode is Local.

Indicates the wired network that requires authentication. Enter

the network segment in this field.

Users connecting to the wired network corresponding to this
Network ]
network segment must be authenticated.

This parameter is required if the Authentication Device is

Router.

Indicates the network name of the Wi-Fi network that requires

authentication.

SSID Users connecting to this wireless network must be

authenticated.

This parameter is required if the Authentication Device is AP.

After this function is enabled, if the first authentication is
Seamless Online successful, subsequent connections to this Wi-Fi network will

automatically be authenticated within a certain period of time.

Indicates the time period for seamless online. If the first
Seamless Online authentication is successful, subsequent connections to this
Period Wi-Fi network will automatically be authenticated within this
period of time.

Indicates the portal page that is displayed after portal

authentication.

Click Current Project to select the portal page for an existing

Portal Page project.

Click Shared Portals to select an existing portal page.

Click Add Page to customize a portal page.
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4.28.6 Configuring Registration on Lysora Cloud
1. Configuring a Portal Template with the Authentication Mode Set to

Registration

(1) Login to Lysora Cloud and choose Projects from the navigation pane. Select a network
that needs to configure wireless authentication.

(2) Choose Configuration > Captive Portal.

(3) Click Add Captive Portal to open the portal template configuration page.

| Captive Portal ©

New Authentication Function

(4) Click Add Page to customize a portal page.

| Portal Page ©®

‘ Current Project ‘ Shared Portals

Add Page

(5) Configure basic information of the portal template.
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| Portal Basic Settings @

Portal Name:

Setting Mode: ‘ Default HTML customization

Login Options: One-click Login
Voucher
Account
SMS
Registration
Registration Input Fields: (®) Default Custom Edit
User Group: h

If no user group is selected, registered accounts will not have any user
group poelicy restrictions.

Facebook Account @

Show Balance Page:

Post-login URL: https://www.lysoratech.com

Table 4-18 Portal Template Configuration Parameters

Parameter Description
Portal Name Indicates the name of a captive portal template.
Setting Mode Supports two modes: Default and HTML customization.

) ) Select Registration, which indicates that new account
Login Options . o
registration is supported.

Indicates the available duration, time, or data after portal
Show Balance Page o
authentication.

Post-login URL Indicates the URL that is displayed after portal authentication.

(6) Configure visual settings of the portal template.
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| Portal Visual Settings ®

Logo: ()

Mobile Desktop
Logo Image: Upload
Logo Position: @
® Background: ® Picture Solid Color
- -
Background Image: m
. I
| SRRy
Upload

Background Mask Color: [l #999999

Background Mask Color: [l #999999 0%
® Welcome Message: ®) Text Picture
h +

Default Language:

Welcome Text:

Marketing Message:

Terms & Conditions:

®@Privacy Disclaimer: I have read and understood the
Disclaimer of Personal Data
Protection.

Copyright:

Registration

Title: Login

Email: Email

Phone number: Phone

User: Your Name
Registration Button: Login

Switching Button: Register New Account

® Advertisement:

Welcome Text Color: L] s
Welcome Text Size: L

Button Color: . var(--theme_cc
Button Text Color: [ seeeefe

Link Color: [ ] weee

Text Color in Box: L] s
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Table 4-19 Portal Page Configuration Parameters

Parameter Description
Logo Select whether to display the logo image.

When Logo is set to Image, upload the logo picture or select
Logo Image

the default logo.

Logo Position

Select the logo position (Upper, Middle, or Lower).

Background

Select the background with the image or the solid color.

Background Image

When Background is set to Image, upload the background

image or select the default image.

Background Mask

Color

When Background is set to Solid Color, configure the
background color. The default value is #ffffff.

Welcome Message

Select the welcome message with the image or text.

Language

Select the language of the portal page and configure the

content displayed on the portal page as required. You can click

to add portal pages in other languages.

® Welcome Message: Select the welcome message with the

image or text.
® Marketing message: Enter the marketing message.
® Terms & Conditions: Enter terms and conditions.
e Copyright: Enter the copyright.

® Registration: After Registration is enabled, you can
customize the button name displayed on the portal page.
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Registration

Title: Login

Email: Email

Phone number: Phone

User: Your Name

Registration Button: Login

Switching Button: Register New Account
Advertisement Select whether to display the advertisement.

Select the welcome message text color. The default value is
Welcome Text Color

#ffffff.
Welcome Text Size Select the welcome text size.
Button Color Select the button color. The default value is #0066ff.
Button Text Color Select the button text color. The default value is #ffffff.
Link Color Select the link color. The default value is #ffffff.
Text Color in Box Select the text color in the box. The default value is #ffffff.

(7) After the configuration, click OK to save the portal template configurations.

2. Configuring Policy Info

Configure basic information of the policy info to add captive portal. After the

configuration, click OK for the configurations to take effect.

 Note

When Encryption Mode is set to a value other than WPA2-Enterprise(802.1x), the
Captive Portal page is available. You can select whether to perform wireless
authentication.
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| Policy Info @

+ Policy Name:

Policy Mode ®
Authentication Device @:
+SSID:

Seamless Online
Seamless Online Period :

Portal Escape:

Error! Use the Home tab to apply %@ 1 to the text
that you want to appear here.

(® Cloud Auth Local External

Gateway (® AP

@

1 Day v

@

Table 4-20 Captive Portal Configuration Parameters

Parameter

Description

Policy Name

Indicates the name of a captive portal template.

Policy Mode

Indicates the authentication mode to which the captive portal
applies:

Cloud Auth: Cloud-based authentication. The built-in
authentication server in the public cloud is used for

authentication.

Local: Device-based local authentication and acceleration.
Portal pages and accounts in the cloud are synchronized with

the device for local authentication and acceleration.

External: Third-party authentication, facilitating integration
between the device and a third-party authentication server for

authentication.

Authentication Device

Indicates the device that performs the authentication.

When there is a gateway on the network, you are advised to
enable authentication on the gateway. You can perform
authentication on either an access point (AP) or a gateway.

AP: An AP acts as the NAS.

Gateway: A gateway acts as the NAS responsible for

performing authentication at the gateway exit.
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This parameter is not required if the policy mode is Local.

Network

Indicates the wired network that requires authentication. Enter

the network segment in this field.

Users connecting to the wired network corresponding to this

network segment must be authenticated.

This parameter is required if the Authentication Device is

Router.

SSID

Indicates the network name of the Wi-Fi network that requires

authentication.

Users connecting to this wireless network must be

authenticated.

This parameter is required if the Authentication Device is AP.

Seamless Online

After this function is enabled, if the first authentication is
successful, subsequent connections to this Wi-Fi network will

automatically be authenticated within a certain period of time.

Seamless Online

Indicates the time period for seamless online. If the first

authentication is successful, subsequent connections to this

Period Wi-Fi network will automatically be authenticated within this
period of time.
Indicates the portal page that is displayed after portal
authentication.
Click Current Project to select the portal page for an existing
Portal Page

project.
Click Shared Portals to select an existing portal page.

Click Add Page to customize a portal page.

4.28.7 Configuring an Authentication-Free User List on Web Interface

You can configure authentication-free for wireless STAs (IP address/MAC address),

public IP addresses, and domain names. Users can directly use network services or
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access specific websites without entering the username, password, or other

information.

1. Configuring an Authentication-Free User

(1) Choose Network-Wide > Workspace > Wireless > Wireless Auth > Allowlist >

Intranet User Allowlist.

(2) Click Add to open the configuration page.

Cloud Integration Allowlist Client List

@ A user configured with allowlisted IP or MAC address can access the Internet without authentication.

Intranet User Allowlist Destination IP Allowlist Domain Allowlist MAC Blocklist/Allowlist

Intranet User Allowlist [ Delete Selected

Up to entries can be added.

IP / IP Range Action

Total 0 n 10/page

(3) Configure an STA IP address or IP address range. After the configuration, click OK to

save the configurations.

Add

*IP / IP Range

2. Configuring an Authentication-Free Public IP Address

(1) Choose Network-Wide > Workspace > Wireless > Wireless Auth > Allowlist >

Destination IP Allowlist.

(2) Click Add to open the configuration page.
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Cloud Integration Allowlist Client List

© A user configured with allowlisted IP or MAC address can access the Internet without authentication.

Intranet User Allowlist Destination IP Allowlist Domain Allowlist MAC Blocklist/Allowlist
Destination IP Allowlist 1 Delete Selected

Upto 50 entries can be added.
IP / IP Range Action

No Data

Total 0 n 10/page

(3) Configure a public IP address or public IP address range. After the configuration,

click OK to save the configurations.

Add ~

*IP / IP Range

3. Configuring a Domain Name Allowlist

(1) Choose Network-Wide > Workspace > Wireless > Wireless Auth > Allowlist >
Domain Allowlist.

(2) Click Add to open the configuration page.

Cloud Integration Allowlist Client List

© A user configured with allowlisted IP or MAC address can access the Internet without authentication.

Intranet User Allowlist Destination IP Allowlist Domain Allowlist MAC Blocklist/Allowlist
Domain Allowlist Tl Delete Selected

Upto 100 entries can be added.
URL Action

No Data

Total 0 n 10/page
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(3) Configure authentication-free websites. After the configuration, click OK.

Add .

“URL

4. Configuring a MAC Address Allowlist and Blocklist

STAs whose MAC addresses are added to the MAC address allowlist can access the
network without authentication, and STAs whose MAC addresses are added to the MAC

address blocklist are forbidden to access the network.

(1) Choose Network-Wide > Workspace > Wireless > Wireless Auth > Allowlist > MAC
Blocklist/Allowlist.

(2) Click Add to open the MAC address allowlist or blocklist configuration page.

Cloud Integration Allowlist Client List

© A user configured with allowlisted IP or MAC address can access the Internet without authentication.

Intranet User Allowlist Destination IP Allowlist Domain Allowlist MAC Blocklist/Allowlist

MAC Allowlist + Add [l Delete Selected

Up to entries can be added.
MAC Address Action

No Data

Total 0 n 10/page

MAC Blocklist + Add [ Delete Selected

Up to entries can be added.
MAC Address Action

No Data

Total 0 n 10/page

(3) Configure the MAC address of a wireless STA. After the configuration, click OK.
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Add

* MAC Address

4.28.8 Displaying Authenticated Users on web interface
Choose Network-Wide > Workspace > Wireless > Wireless Auth > Client List to

display authenticated users.

W Note

The client going offline will not disappear immediately. Instead, the client will stay on

the list for three more minutes.

Cloud Integration Allowlist

Client List

) The dient going offline will not disappear immediately. Instead, the client will stay in the list for 5 more minutes.

Connect the

Username P MAC Address Online Time Auth Type SsiD Access Name Action

2025-09-22
Cloud Integration AP + Offline
19:40:03

2025-09-22 R I
Cloud Integration AP 4 Offline

Total 2 n 10/page

19:41:30

4.28.9 Displaying Authenticated Users on Lysora Cloud

(1) Login to Lysora Cloud and choose Projects from the navigation pane. Select a network

that needs to display authenticated users.

(2) Choose Overview > Client > Auth Clients to display authenticated users.
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[® Project Report

e -]
| Online Clients o

Client Type @ Access Type Traffic Ranking @
IP:
MAC:

1 | smatonone 1 e 5G 1
Portal A l 802 1X Auth Clients
Date Range Accounts: P MAG o "
Status Accounts P MAC Auth Method Online Time Device SN Action

4.29 Configuring 802.1X Authentication

4.29.1 Overview

IEEE 802.1X is a port-based network access control standard that provides secure access
services for LANSs.

On an IEEE 802 LAN, a user can directly access network resources without authentication
and authorization as long as it can connect to a network device. This uncontrolled
behavior can bring security risks to the network. The IEEE 802.1X protocol was proposed

to address the security issues on an IEEE 802 LAN.

The IEEE 802.1X protocol supports three security applications: Authentication,

Authorization, and Accounting, abbreviated as AAA.

e Authentication: Determines whether a user can obtain access, and restricts
unauthorized users.

e Authorization: Authorizes services available for authorized users, and controls the
permissions of unauthorized users.

e Accounting: Records the usage of network resources by users, and provides a basis
for traffic billing.

The 802.1X feature can be deployed on networks to control user authentication,

authorization, and more.

An 802.1X network uses a typical client/server architecture, consisting of three entities:

client, access device, and authentication server. A typical architecture is shown here.
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Figure 4-1 Typical Architecture of 802.1X Network

H

Client Access Device Authentication Server

e The clientis usually an endpoint device which can initiate 802.1X authentication
through the client software. The client must support the Extensible Authentication

Protocol over LANs (EAPoL) on the local area network.

e The access device is usually a network device (AP or switching device) that supports
the IEEE 802.1X protocol. It provides an interface for clients to access the local area

network, which can be a physical or a logical interface.

e The authentication server can realize user authentication, authorization, and

accounting. Usually a RADIUS server is used as the authentication server.

© Note

The APs only support the authentication.

4.29.2 Configuring 802.1X Authentication

(1) Choose Network-Wide > Workspace > Network-Wide > 802.1X Authentication.

(2) Click Global 802.1X. A pop-up window is displayed. Click OK.

o Are you sure you want to Enable 802.1X

authentication?
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Enable the Escape SSID and configure parameters such as Escape SSID. Users can

temporarily connect to the Escape SSID without a password when the authentication
server is unavailable.

Escape SSID @ @)

* Escape SSID 802.1x_escape

* Encryption Mode ~ Open

Toggle on Re-authentication and set the re-authentication interval. The re-
authentication function performs periodic user authentication, and users who do not

pass the periodic authentication will be disconnected.

4% Caution

The re-authentication interval must be set to 10800 seconds or above.

Re-authentication @)
®@

* Re-auth Interval 21600

Client Packet Timeout Duration: The time limit for a client to wait for a response from

the server. An authentication failure occurs after this time limit expires. The value range
is 10 to 60 seconds.

* Server Packet
Timeout Duration

30

(3) Add a server.
Before proceeding, make sure that the following conditions are met:
e The RADIUS server is ready and the following configurations have been completed.
o Ausername and a password have been added for client login.
o The firewall has been disabled. Otherwise, authentication messages may be

blocked, leading to authentication failure.
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o The IP address of the device to be authenticated has been added as a trusted IP
address on the RADIUS server.

e The network between the device and the RADIUS server is reachable.

e The IP addresses of the RADIUS server and the device to be authenticated have been

obtained.

Click Add Server group to configure server group parameters. You can click Edit to edit

the server group, and click Delete to delete the server group.

&’ Note

® You need to add at least one server for each server group, and a maximum of five
servers can be added.

® Up to 20 server groups can be added under RADIUS Server Management.

802.1X Authentication RADIUS Server Management Wireless User List Wired User List
RADIUS Server Management Add Server Group
Server Group Name Server IP Auth Port Accounting Port Shared Password Action

groupl 192.168.11.12 1812 1813 Lysora123 Edit Delete

Up to 20 entries can be added.

® Add Server Server

You can click to add multiple servers to a server group, and click ™

to delete a selected server.
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Add ><

* Server Group Name

li Server 1

* Server IP
* Server Name
*Auth Port 1812
* Accounting Port @ 1813
* Shared Password

* Match Order ()

® Add Server

Table 4-21 Server Group Configuration Parameters

Parameter Description

Server group name Name of RADIUS server group
Server IP IP address of the RADIUS server.
Server name Name of RADIUS server

The port number for the RADIUS server to perform user
Auth Port o
authentication.

_ The port number for the RADIUS server to perform user
Accounting Port )
accounting.

Shared Password Shared key of the RADIUS server.

The system supports up to five RADIUS servers. A larger
Match Order
value indicates a higher priority.
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(4) Configure the server and click Save.

802.1X Authentication RADIUS Server Management

RADIUS Server Management

Server Group Name Server IP

group! 192.168.11.12
Up to 20 entries can be added.

Server global configuration

Wireless User List Wired User List

Add Server Group

Auth Port Accounting Port Shared Password Action

1812 1813 Lysoral23 Edit Delete

* Packet Retransmission Interval 3

* Packet Retransmission Count 3

Server Detection (@)

* Detection Interval 1

* Detection Count B 5

* Detection Username sd123

MAC Address Format (%) JOCOCO0O0ON

Table 4-22 Server Global Configuration Parameters

Parameter

Description

Packet Retransmission

Interval

Configure the interval during which the device sends a
request to a RADIUS server before confirming that the

RADIUS server is unreachable.

Packet Retransmission

Count

Configure the number of times that the device sends
requests to a RADIUS server before confirming that the

RADIUS server is unreachable.

Server Detection

If this function is enabled, it is necessary to set the server
detection cycle, server detection times, and server
detection username. Determines the server status and

whether to enable functions such as the escape function.

MAC Address Format

Configure the format of the MAC address used in attribute
31 (Calling-Station-ID) of a RADIUS message.

The following formats are supported:

e Dotted hexadecimal format. For example,
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Parameter Description

00d0.f8aa.bbcc.
e [ETF format. For example: 00-DO-F8-AA-BB-CC.

¢ Unformatted (default). For example: 00d0f8aabbcc

4.29.3 Viewing Wireless User List

When the 802.1X feature is configured globally, and a client is authenticated and

connected to the network in a wireless manner, you can view the client in the Wireless
User List.

Choose Network-Wide > Workspace > Wireless > 802.1X Authentication > Wireless
User List.

802.1X Authentication RADIUS Server Management Wireless Us t Wired User List

@ The client going offline will not disappear immediately. Instead, the client will stay in the list for about 3 more minutes

Wireless User List 4 Batch Logout
Name P MAC Address Online Time Connect SSID Access Name Action

Total 0 n 10/page

Click Refresh to view the latest user list.

If you want to disconnect a user from the network, select the user and click Logout
under the Action column. You can also select multiple users and click Batch Logout to

disconnect selected users.

4.29.4 Viewing Wired User List

When the 802.1X feature is configured globally, and a client is authenticated and

connected to the network in a wired manner, you can view the client in the Wired User
List.

Choose Network-Wide > Workspace > Wireless > 802.1x Authentication > Wired User
List.

129




Configuration Guide

802.1X Authentication

Wired User List

Username

Error! Use the Home tab to apply %@ 1 to the text
that you want to appear here.

RADIUS Server Management Wireless User List Wired User List
[icren [ & o
Status Interface MAC Address Online Time Access Name Action

No Data

Total 0 n 10/page

Click Refresh to view the latest user list.

If you want to disconnect a user from the network, select the user and click Logout under

the Action column. You can also select multiple users and click Batch Logout to

disconnect selected users.
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5 Network Settings

5.1 Switching Work Mode

5.1.1 Work Mode
See 2.4 Work Mode for details.

5.1.2 Self-Organizing Network Discovery

When setting the work mode, you can set whether to enable the self-organizing network

discovery function. This function is enabled by default.

After the self-organizing network discovery function is enabled, the device can be
discovered in the network and discover other devices in the network. Devices network
with each other based on the device status and synchronize global configuration. You
can log in to the Web management page of any device in the network to check
information about all devices in the network. After this function is enabled, clients can
maintain and manage the current network more efficiently. You are advised to keep this

function enabled.

If the self-organizing network discovery function is disabled, the device will not be
discovered in the network and it runs in local device mode. After logging in to the Web
page, you can configure and manage only the currently logged in device. If only one
device is configured or global configuration does not need to be synchronized to the

device, you can disable the self-organizing network discovery function.

5.1.3 Configuration Steps

@ Note

If you need to switch the work mode to wireless bridging mode, please see 5.5.2
Wireless Repeater for details.

Go to the configuration page:
e Method 1: Choose One-Device. Click the device model and click the Config tab.

e Method 2: Choose Network-Wide > Devices > AP. Select the target device in the list

and click Manage.

Click the current work mode to change the work mode.
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Device Info

Memory Usage Online Clients Working Mode X

40% 0 Description:

Device Details

Model: Device Name: |ysora ¢ 4. The system menu varies with different work mode RAL60

MAC Address: Working Mode: (Master AC:
Working Mode @ AP 2.244)

Hardware Version: 1.00 Software Version: Lysora 2

ISe!frOrganizing Network @ ()]
Auto Join ® @D

- Gncel m

Ethernet status (%)

AC function switch: If a device works in the router mode and the self-organizing
network discovery function is enabled, you can enable or disable the AC function. After
the AC function is enabled, the device in the router mode supports the virtual AC
function and can manage downlink devices. If this function is disabled, the device needs
to be elected as an AC in self-organizing network mode and then manage downlink

devices.

Working Mode X

Description:
1. The device IP address may change upon mode change.
2. Change the endpoint IP address and ping the device.
3. Enter the new IP address into the address bar of the
browser to access Web.

4. The system menu varies with different work modes.

Working Mode (®) ‘ Router

Self-Organizing Network @ @)

ACO®
Auto Join ()

Cancel Save

A\ Caution

After the self-organizing network discovery is enabled, you can check the role of the
device in self-organizing network mode.
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Auto Join: When you toggle on Self-Organizing Network on a device, you can toggle
on or off Auto Join as required. When Auto Join is toggled on, and the gateway or AC
functions as the primary device, devices without deployment will automatically join the
network. When Auto Join is toggled off, the devices cannot automatically join the

network. Auto Join is enabled by default.

Working Mode X
Description:

1. The device IP address may change upon mode cf

2. Change the endpoint IP address and ping the device.

3. Enter the new s

browser to ac

4. The sys

tem menu varies with different work modes.

Working Mode (B AP
Self-Organizing Network @ @)

Auto Join 3@ ()

Cancel Save

5.2 Configuring Internet Connection Type (IPv4)

Go to the configuration page:
e Method 1: Choose One-Device > Config > Network > WLAN > WAN.
e Method 2: Choose Network-Wide > Workspace > Wired > WAN > WAN.

Select the Internet connection type after confirming with the ISP. After completing the

configuration, click Save.
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WAN WAN v6 Settings

* Internet (3) DHCP

Username and password are not required.

IP Address 192.168.122.244
Subnet Mask 255.255.255.0
Gateway 192.168.122.1
DNS Server 192.168.122.1

Dedicated DNS

Server (7)

Advanced Settings
VLAN ID
*MTU(G) 1500
* MAC Address @ c4:b2:5b:bedbreS

Save

The device supports the following Internet connection types:

e PPPoE: This Internet connection type is supported only when the device works in

routing mode. You need to manually configure the PPPoOE username and password.

e DHCP: The current device will act as a DHCP client and apply for the IPv4
address/prefix from the upstream network device.

e Static IP: If this Internet connection type is selected, you need to manually configure

a static IPv4 address, subnet mask, gateway address, and DNS server.

5.3 Configuring Internet Connection Type (IPv6)
Go to the configuration page:
e Method 1: Choose One-Device > Config > Network > WLAN > WAN_v6 Settings.

e Method 2: Choose Network-Wide > Workspace > Wired > WAN > WAN_v6 Settings.
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Select the Internet connection type after confirming with the ISP. After completing the

configuration, click Save.

WAN WAN _v6 Settings

* Internet Null

IPv6 Address DHCP

Static IP
IPv6 Prefix
Null
Gateway
DNS Server
Save

The device supports the following Internet connection types:

e DHCP: The current device will act as a DHCPv6 client and apply for the IPv6
address/prefix from the upstream network device.

e Static IP: If this Internet connection type is selected, you need to manually configure
a static IPv6 address, gateway address, and DNS server.

e Null: The IPv6 function is disabled on the current WAN port.

Configuring LAN Port

A\ Caution

This function is not supported when the device works in AP mode.

Go to the configuration page:
e Method 1: Choose One-Device > Config > Network > LAN > LAN Settings.
e Method 2: Choose Network-Wide > Workspace > Wired > LAN > LAN Settings.

Click Edit. In the displayed dialog box, enter the IP address and subnet mask, and click
OK. Change the IP address of the LAN port. Enter the new IP address in the browser and

log in to the device again to configure and manage the device.
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LAN Settings

DHCP Clients

Static IP Addresses

Error! Use the Home tab to apply %@ 1 to the text
that you want to appear here.

LAN Settings
IP Address (0 Subnet Mask VLANID & Remarks DHCP Server
@ ®
Default VLAN Enabled
Up to 8 entries can be added.
Edit <
* |P Address
* Subnet Mask
Remarks
MAC Address b4:d3:1a:f5:a4:7c
DHCP server @)
* Start IP Address 192.168.140.1

*|P Count

* Lease Time

254

Available IP Addresses: 253. End IP Address:

192.168.140.254.
30

Table 5-1 LAN Settings

(Min)

o

+ Add Tl Delete Selected

Start IP
Address (3)

Lease Time

Min) @ Action

Delete

IP Count ()

254 30

Parameter

Description

IP Address

Default gateway for devices connected to the Internet

through this LAN.

Subnet Mask

Subnet mask of devices on the LAN.

VLAN ID VLAN ID.
Remarks VLAN description.
DHCP Server After this function is enabled, devices on the LAN can

automatically obtain the IP address. You need to configure
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the start IP address, IP count and lease time, as well as
DHCP server options. For details, see 5.10 Configuring
DHCP Server.

Start IP address that a DHCP server automatically assigns

to clients. The start IP address must be within the network

Start IP Address
segment calculated based on the IP address and subnet
mask.
The number of assignable IP addresses depends on the
IP Count

LAN segment and the start IP address.

Lease Time (Min)

Lease time of the automatically assigned IP addresses.
When the lease time expires, devices on the LAN will obtain
IP addresses again.

5.5 Configuring Repeater Mode

5.5.1 Wired Repeater

Choose One-Device. Click the device mode, and then choose Config > Network > Work

Mode.

Connect a network cable from the WAN port (uplink LAN port) of the device to the

upper-layer device.

Select Access Point, click Check, confirm the Wi-Fi settings of the AP, and then click

Save to expand the network coverage.

A\ Caution

After the configuration is saved, connected clients will be disconnected from the

network for a short period of time. You can reconnect the clients to the Wi-Fi network

for restoration.
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The device is working in Access Point mode.

Router © Access Point Wireless Repeater

This mode allows you to establish a wired connection between a primary router and a secondary router, extending network coverage.
@) Cable Connection: Please connect the WAN port of the local router to the LAN port of the primary router.

Access Point

Status Enabled
IP Address 192.168.122.245
Subnet Mask 255.255.255.0

DNS Server 192.168.122.1

5.5.2 Wireless Repeater

The wireless repeater mode extends the Wi-Fi coverage range of the primary device. The
device supports the dual-link wireless repeater mode and can extend both 2.4 GHz and 5

GHz signals of the primary device.

& Note

® To avoid loops in wireless repeater mode, remove the network cable from the WAN
port.

e Obtain the Wi-Fi name and Wi-Fi password of the upper-layer router.

Choose One-Device. Click the device mode, and then choose Config > Network > Work
Mode.

Click Wireless Repeater and then click Select. A list of surrounding Wi-Fi signals pops
up. A list of nearby 5 GHz Wi-Fi networks is displayed by default. You can switch from 5
GHz to 2.4 GHz band by selecting 2.4G from the drop-down list box. You are advised to
select a strong 5 GHz Wi-Fi network signal.
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The device is working in Access Point mode.

Router Access Point © Wireless Repeate

+ This mode allows you to establish a wireless connection between the primary device and the local device that works as the secondary device, extending network coverage.
o + You are advised to select a 5G Wi-Fi of the primary device for better Internet experience.

To avoid loops, wireless repeater is not allowed to be configured

In Wireless Repeater mode, a loop may occur if the LAN port is connected to a device that assigns IP addresses

Wireless Repeater

Primary Device

*SSID | Select
X
5G Wi-Fi List
s
. Channe
SSID BSSID Security I RSSI
-29 dBm
a2:05:d6:f5:76:e6 WPA3PSK 149
High
11111111113 e2:5d:54:57:40:c4 WPAZPSK 149 -86 dBm Low
-38 dBm
80:05:88:22:33:4a OPEN 149
High
-48 dBm
f0:74:8d:b1:4c:4c WPAZPSK 149
High
-60 dBm
e2:5d:54:27:ff:60 WPAZPSK 149
Medium

(1) Select the Wi-Fi signal of the upper-layer device that you want to extend. The
configuration items of the local device are displayed. If the signal of the upper-layer

device is encrypted, enter the Wi-Fi password of the upper-layer device.
(2) Configure Local Router Wi-Fi. You can select New Wi-Fi or Same as Primary Router
Wi-Fi.

o Ifyou select Same as Primary Router Wi-Fi, the Wi-Fi settings of the router are
automatically synchronized with those on the primary router. Generally, clients
merge Wi-Fi signals with the same name into one Wi-Fi signal, and they can

search out only the Wi-Fi signal of the primary router.
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The device is working in Access Point mode.

Router Access Point O Wire

« This mode allows you to establish a wireless connection between the primary device and the local device that works as the secondary device, extending network coverage.
* You are advised to select a 5G Wi-Fi of the primary device for better Internet experience.
not allowed to be

To avoid loops, wireless repeate!

In Wirele

onfigured

ss Repeater mode, a loop may occur if the LAN port is connected to a device that assigns IP addresses.
Wireless Repeater
Primary Device

*SSID 11111111113 Select
* Wi-Fi Password

Local Device

Local Router Wi-Fi New Wi-Fi o me as Primary f

o If New Wi-Fi is selected, you can set a local Wi-Fi name and password. Clients will

search out different Wi-Fi signals.

The device is working in Access Point mode.

Router Access Point O Wireless Repeater

+ This mode allows you to establish a wireless connection between the primary device and the local device that works as the secondary device, extending network coverage.
6 * You are advised to select a 5G Wi-Fi of the primary device for better Internet experience.

To d loops, w

n Wire

ireless repeater is not allowed to be configured.

ess Repeat

ode, a loop may occur if the LAN port is connected to a device that assigns IP addresses.

Wireless Repeater
Primary Device
*SSID TTMIII11113 . Select
* Wi-Fi Password
Local Device
Local Router Wi-Fi @ New Wi-F Same as Primary Router Wi-Fi
SSID(24G) 11111111113 _plus
SSID(SG) 11111111113 _plus_5G

Wi-Fi Password

A\ Caution

e After the configuration is saved, the AP will be disconnected from the Wi-Fi network
and needs to connect to the new Wi-Fi network. Exercise caution when performing
this operation. Record the new Wi-Fi name and password.

® You are advised to install the AP in a position where the RSSI is greater than two bars
of signal to prevent signal loss. If the signal at the installation position is too weak,
the Wi-Fi extension may fail or the quality of extended signal may be poor.
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5.6 Creating a VLAN
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44 Caution

This function is not supported when the device works in AP mode.

Go to the configuration page:

e Method 1: Choose One-Device > Config > Network > LAN > LAN Settings.

e Method 2: Choose Network-Wide > Workspace > Wired > LAN > LAN Settings.

A LAN can be classified into multiple VLANSs. Click Add to create a VLAN.

AN Settings DHCP Clients Static IP Addresses

LAN Settings

Subnet Mask

IP Address (%) ®

VLANID (@
Default VLAN

Up to 8 entries can be added

Add

* IP Address
* Subnet Mask  255.255.255.0
*VLAN ID

Remarks

MAC Address B4:D3:1A:18:BD:7C

DHCP Server (@)

* Start IP Address
*1P Count 254

* Lease Time 30

DHCP Server

Remarks

Enabled

(Min)

ot [
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Table 5-2 VLAN Configuration Parameters

Parameter | Description
IP address of the VLAN interface. The default gateway of devices that
IP Address access the Internet through the current LAN should be set to this IP

address.

Subnet Mask

Subnet mask of the IP address of the VLAN interface.

VLAN ID VLAN ID.
Remark VLAN description.
MAC MAC address of the VLAN interface.
Enable the DHCP server function. After it is enabled, devices on the LAN
can automatically obtain IP addresses. After the DHCP service is enabled,
you need to configure the start IP address to be assigned, number of IP
DHCP Server
addresses to be assigned, and address lease term for the DHCP server,
and other DHCP server options. For details, see 5.10 Configuring DHCP
Server.
4\ Caution

VLAN configuration is associated with the configuration of the uplink device. Therefore,

refer to the configuration of the uplink device when configuring a VLAN.

Configuring Port VLAN

44 Caution

The port VLAN can be configured only when the device works in AP mode.

Go to the configuration page:

e Method 1: Choose One-Device > Config > Network > LAN > LAN Settings.

e Method 2: Choose Network-Wide > Workspace > Wired > LAN > LAN Settings.
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(1) Onthe LAN Settings tab page, turn on Port VLAN, and click OK in the confirmation
dialog box.

Enable Port VLAN

(2) Click Add. Enter the VLAN ID and description, and click OK to create a VLAN. The
added VLAN is used to set the VLAN, to which a port belongs.

Add ~

*VLAN ID

Remarks Remarks

(3) Switch to the Port VLAN tab page and configure VLANSs for the port. Click the option
box below the port, select the mapping between a VLAN and the port from the drop-

down list box, and click Save.

o Untagged: Configure the VLAN as the native VLAN of the port. That is, when
receiving a packet from this VLAN, the port removes the VLAN tag from the
packet and forwards the packet. When receiving an untagged packet, the port
adds the VLAN tag to the packet and forwards the packet through the VLAN. Only
one VLAN can be configured as an untagged VLAN on each port.

o Tagged: Configure the VLAN as an allowed VLAN of the port, but the VLAN
cannot be the native VLAN. That is, VLAN packets carry the original VLAN tag
when they are forwarded by the port.

o Non-added: Configure the port not to allow packets from this VLAN to pass
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through. For example, if VLAN 10 and VLAN 20 are not added to port 2, port 2 will
neither receive nor send packets from or to VLAN 10 and VLAN 20.

LAN Settings Port VLAN

o Please choose LAN Settings to create a VLAN first and configure port settings based on the VLAN.

. Connected Disconnected

SFP+

VLAN 1(WAN)

Non—added
Tagged

Untagged

5.8 Changing MAC Address

Go to the configuration page:
e Method 1: Choose One-Device > Config > Network > WAN > WAN.
e Method 2: Choose Network-Wide > Workspace > Wired > WAN > WAN.

ISPs may restrict the access of devices with unknown MAC addresses to the Internet for
the sake of security. In this case, you can change the MAC address of the WAN port.

Click to expand Advanced Settings, enter the MAC address, and click Save. You do not

need to change the default MAC address unless in special cases.

In the router mode, change the MAC address of the LAN port on LAN > LAN Settings.

£4 Caution

Changing the MAC address will disconnect the device from the network. You need to
reconnect the device to the network or restart the device. Therefore, exercise caution
when performing this operation.
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Advanced Settings

VLAN ID

*MTU® 1500

* MAC Address (3)

5.9 Changing MTU
Go to the configuration page:
e Method 1: Choose One-Device > Config > Network > WAN > WAN.
e Method 2: Choose Network-Wide > Workspace > Wired > WAN > WAN.

WAN interface MTU indicates the maximum transmission unit (MTU) allowed by the
WAN interface. The default value is 1500 bytes, indicating the maximum data forwarding
efficiency. Sometimes, ISP networks restrict the speed of large data packets or forbid
large data packets from passing through. As a result, the network speed is
unsatisfactory or even the network is disconnected. In this case, you can set the MTU

value to a smaller value.

Advanced Settings

VLAN ID

*MTU® | 1500

* MAC Address (3)

5.10 Configuring DHCP Server

/% Caution

This function is not supported when the device works in AP mode.
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5.10.1 DHCP Server

In the router mode, the DHCP server function can be enabled on the device to
automatically assign IP addresses to clients so that clients connected to the LAN ports or

Wi-Fi network of the device obtain IP addresses for Internet access.

5.10.2 Configuring the DHCP Server Function

Go to the configuration page:
e Method 1: Choose One-Device > Config > Network > LAN > LAN Settings.
e Method 2: Choose Network-Wide > Workspace > Wired > LAN > LAN Settings.

DHCP Server: The DHCP server function is enabled by default in the router mode. You
are advised to enable the function if the device is used as the sole router in the network.
When multiple routers are connected to the upper-layer device through LAN ports,

disable this function.

A\ Caution

If the DHCP server function is disabled on all devices in the network, clients cannot
automatically obtain IP addresses. You need to enable the DHCP server function on one
device or manually configure a static IP address for each client for Internet access.

Start IP Address: Enter the start IP address of the DHCP address pool. A client obtains
an IP address from the address pool. If all the addresses in the address pool are used

up, no IP address can be obtained from the address pool.
IP Count: Enter the number IP addresses in the address pool.

Lease Time: Enter the address lease term. When a client is connected, the leased IP
address is automatically renewed. If a leased IP address is not renewed due to client
disconnection or network instability, the IP address will be reclaimed after the lease
term expires. After the client connection is restored, the client can request an IP address
again. The default lease term is 30 minutes.
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Add 8
*|P Address
* Subnet Mask 255.255.255.0
*VLAN ID
Remarks

MAC Address

DHCP Server (@)

* Start IP Address
*|P Count 254

* Lease Time 30 (Min)

5.10.3 Displaying Online DHCP Clients

Go to the configuration page:
e Method 1: Choose One-Device > Config > Network > LAN > DHCP Clients.
e Method 2: Choose Network-Wide > Workspace > Wired > LAN > DHCP Clients.

Check information about an online client. Click Convert to Static IP in the Status
column. Then, the static IP address will be obtained each time the client connects to the

network.

LAN Settings HCP Clients Static IP Addresses

DHCP Clients ® + Refresh 3atch Add

No. Device Name IP Address MAC Address Remaining Lease Time(min) Status

Up to 300 static binding entries are supported Total 0 n 10/page
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5.10.4 Displaying the DHCP Static IP Address List
Go to the configuration page:
e Method 1: Choose One-Device > Config > Network > LAN > Static IP Addresses.
e Method 2: Choose Network-Wide > Workspace > Wired > LAN > Static IP
Addresses.

Click Add. In the displayed static IP address binding dialog box, enter the MAC address
and IP address of the client to be bound, and click OK. After a static IP address is bound,
the bound IP address will be obtained each time the client connects to the network.

LAN Settings DHCP Clients t A 5

Static IP Address List Batc t Batch t E 1@ Delete Selected
No. Device Name IP Address MAC Address Action

Up to 300 entries can be added. Total 0 n 10/page

Device Name (3)
* IP Address

* MAC Address

5.11 Configuring DNS

Choose One-Device > Config > Advanced > Local DNS.

Enter the IP address of the DNS server and click Save. The local DNS server is optional.
The device obtains the DNS server address from the connected uplink device by default.
The default configuration is recommended. The available DNS service varies from region

to region. You can consult the local ISP.
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Local DNS server (3)

Save

5.12 Configuring Self-Healing Mesh

Choose One-Device > Config > Advanced > Self-Healing Mesh.

After AP Mesh is enabled, Self-Healing Mesh is automatically switched to Wireless
Repeater mode to ensure normal service operation if a fault occurs on the wired link.

Self-Healing Mesh is enabled by default.

© After AP Mesh is enabled,Self-Healing Mesh is automatically switched to Wireless Repeater mode to ensure normal service operation if a fault occurs on the wired link.

tnable @D

5.13 Configuring Hardware Acceleration

Choose One-Device > Config > Advanced > Hardware Acceleration.

After Hardware acceleration is enabled, the Internet access speed will be improved.

o After Hardware Acceleration is enabled, the Internet access speed will be improved and clients will not be rate-limited.

Enable ()

/\ Caution
e Hardware Acceleration and IPv6 are mutually exclusive.

When the device is in router mode: Ensure that IPv6 is disabled. (For IPv6 settings,
see 5.17 IPv6 Settings).

When the device is in AP mode: Ensure that the internet connection type in WAN_V6
settings is "Null" (for WAN_V6 settings, see 5.3 Configuring Internet Connection

Type (IPv6)).
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e The Hardware Acceleration feature conflicts with the WLAN Rate Limiting feature. If
Wireless Rate Limiting is configured, enabling Hardware Acceleration will cause the
Wireless Rate Limiting to become ineffective.

e The Hardware Acceleration feature conflicts with the Wireless Authentication
function. If Wireless Authentication is configured, Hardware Acceleration cannot be
enabled.

5.14 Configuring Port Flow Control

Choose One-Device > Config > Advanced > Port Settings.

When the LAN ports work at different rates, data congestion may occur, which can slow
down the network speed and affect the Internet access experience. Enabling port flow
control can help mitigate this problem.

@ rort flow control can relieve the data congestion caused by ports at different speeds and improve the network speed.

Enable @D

5.15 Configuring ARP Binding

44 Caution

This function is not supported when the device works in AP mode.

The device learns the IP and MAC addresses of network devices connected to ports of
the device and generates ARP entries. You can bind ARP mappings to improve network

security.
Choose One-Device > Config > Security > ARP List.
ARP mappings can be bound in two ways:

(1) Select a dynamic ARP entry in the ARP list and click Bind. You can select multiple
entries to be bound at one time and click Bind Selected to bind them. To remove the
binding between a static IP address and a MAC address, click Delete in the Action

column.
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ARP List O I T Delete Selected
No. Device Name MAC Address IP Address Type Action
1 . Dynarmic ¢ Bind

Up to 256 entries can be added. Total 1 n 10/page

(2) Click Add, enter the IP address and MAC address to be bound, and click OK. The input
box can display existing address mappings in the ARP list. You can click a mapping to

automatically enter the address mapping.

Add

Device Name (3
*|P Address

* MAC Address

5.16 Configuring LAN Ports

£\ Caution

The configuration takes effect only on APs having wired LAN ports.

Choose Network-Wide > Workspace > Wireless > LAN Ports.

Enter the VLAN ID and click Save to configure the VLAN, to which the AP wired ports
belong. If the VLAN ID is null, the wired ports and WAN port belong to the same VLAN.
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This profile takes effect only on APs with wired LAN ports, and is subject to the actual device.
Note:
© 1. The configuration added to the "LAN Port Settings® list will take priority, and APs not in the list will use the default configuration.
2. If you toggle on "Port VLAN" on the "LAN" page for the standalone device configuration, the configuration on this page does not take effect and the standalone
LAN configuration prevails.

Default Settings

VLAN ID Add VLAN

Range: 2-232, 234-4090. If this field is left blank, it indicates that the

VLAN corresponding to the WAN port is used.)
Apply to  APs not on the AP Wired Port Profile List @
LAN Port Settings + Add [ Delete Selected
VLAN ID Apply to Action

No Data

Up to 8 VLAN IDs or 32 APs can be added (0 APs have been added).

In self-organizing network mode, the AP wired port configuration applies to all APs
having wired LAN ports on the current network. The configuration applied to APs in LAN
Port Settings takes effect preferentially. Click Add to add the AP wired port
configuration. For APs, to which no configuration is applied in LAN Port Settings, the
default configuration of the AP wired ports will take effect on them.

This profle takes effect only on APs with wired LAN ports, and s subject to the actual device.

2. If you toggle on "Port VLAN" on the "LAN" page for the standalone device configuration, the configuration on this page does not take effect and the standalone
LAN configuration prevails.

Default Settings

VLAN ID Add VLAN

234-4090. If this field is left blank, it indicates that the

(Range: 2

VLAN corresponding to the WAN port is used

Apply to  APs not on the AP Wired Port Profile List @

LAN Port Settings T Delete Selected

VLAN ID Apply to Action
No Data

Up to 8 VLAN IDs or 32 APs can be added (0 APs have been added).
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5.17 IPv6 Settings

44 Caution

IPv6 settings are supported when a device works in router mode.

5.17.1 Overview

Internet Protocol Version 6 (IPv6) is the next generation IP protocol designed by the
Internet Engineering Task Force (IETF) to replace IPv4 and solve the IPv4 problems such

as address depletion.

5.17.2 IPv6 Basic
1. IPv6 Address Format
IPv6 increases the length of the address from 32 bits in IPv4 to 128 bits, and therefore

has a larger address space than IPv4.

The basic format of an IPv6 address is X:X:X:X:X:X:X:X. The 128-bit IPv6 address is
divided into eight 16-bit sections that are separated by colons (:), and 16 bits in each
section are represented by four hexadecimal characters (0-9 and A-F). Each X

represents a 4-character hexadecimal number.

For example: 2001:ABCD:1234:5678:AAAA:BBBB:1200:2100, 800:0:0:0:0:0:0:1,
1080:0:0:0:8:800:200C:417A

The number 0 in the IPv6 address can be abbreviated as follows:

e The starting Os can be omitted. For example,
2001:00CD:0034:0078:000A:000B:1200:2100 can be written as
2001:CD:34:78:A:B:1200:2100.

e Consecutive 0s can be replaced by two colons (::). For example, 800:0:0:0:0:0:0:1 can
be written as 800::1. Consecutive 0s can be replaced by two colons only when the 16-
bit section contains all 0s, and the two colons can only appear once in the address.

2. IPv6 Prefix

An IPv6 address consists of two parts:

e Network prefix: It contains n bits, and is equivalent to the network ID in an IPv4

address.
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e Interface identifier: It contains (128 - n) bits, and is equivalent to the host ID in an
IPv4 address.

The length of the network prefix is separated from the IPv6 address by a slash (/). For
example, 12AB::CD30:0:0:0:0/60 indicates that the length of the prefix used for routing
in the address is 60 bits.

3. Special IPv6 Address

There are also some special IPv6 addresses, for example:
fe80::/8 is a link local address, and equivalent to 169.254.0.0/16 in IPv4.

fc00::/7 is a local address, and similar to 10.0.0.0/8, 172.16.0.0/16, or 192.168.0.0/16 in
IPv4.

ff00::/12 is a multicast address, and similar to 224.0.0.0/8 in IPVA4.

4. NAT66

IPv6-to-IPv6 Network Address Translation (NAT66) is the process of converting the IPv6
address in an IPv6 packet header to another IPv6 address. NAT66 prefix translation is an
implementation of NAT66. It replaces the IPv6 address prefix in the packet header with
another IPv6 address prefix to achieve IPv6 address translation. NAT66 can realize

mutual access between an intranet and Internet.

5.17.3 IPv6 Address Assignment Methods

e Manual configuration: The IPv6 address/prefix and other network configuration

parameters are manually configured.

e Stateless Address Autoconfiguration (SLAAC): The link local address is generated
based on the interface ID, and then the local address is automatically configured

based on the prefix information contained in the route advertisement packet.

e Stateful address autoconfiguration, that is, DHCPv6: DHCPv6 is divided into the

following two types:

o DHCPv6 autoconfiguration: The DHCPv6 server automatically configures the IPv6

address/prefix and other network configuration parameters.

o DHCPv6 Prefix Delegation (PD): The lower-layer network device sends a prefix
allocation application to the upper-layer network device. The upper-layer
network device assigns an appropriate address prefix to the lower-layer device.

The lower-layer device automatically subdivides the obtained prefix (generally
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less than 64 bits in length) into subnet segments with 64-bit prefix length, and
then advertises the subdivided address prefixes to the user link directly
connected to the IPv6 host through the route to realize automatic address

configuration of the host.

5.17.4 Enabling IPv6

Choose One-Device > Config > Network > IPv6 Address.

Click Enable, and then click OK in the dialog box that appears to enable IPv6.

Tips

o Are you sure you want to enable IPv6 address?

After IPv6 is enabled, you can configure the IPv6 addresses of WAN and LAN ports, view
the DHCPv6 client, and configure a static DHCPv6 address for the client.

Enable ® ()

WAN Settings LAN Settings DHCPv6 Clients Static DHCPv6

* Internet DHCP/PPPoE
IPv6 Address
1Pv6 Prefix
Gateway

DMNS Server

NAT66 (B

Save
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5.17.5 Configuring the IPv6 Address for the WAN Port
Choose One-Device > Config > Network > IPv6 Address > WAN Settings.

Configure the IPv6 address for the WAN port, and click Save.

WAN Settings LAN Settings DHCPv6 Clients Static DHCPv6

* Internet I DHCP/PPPoE I

IPv6 Address DHCP/PPPoE

Static IP
IPv6 Prefix
Null
Gateway
DNS Server
NATE6E

Save

Table 5-3 WAN Port IPv6 Address Configuration Parameters

Parameter Description

Specify the method for obtaining an IPv6 address for
the WAN port.

e DHCP/PPPoE: The current device will act as a
DHCPv6 client and apply for the IPv6 address/prefix

from the upstream network device.
Internet
e Static IP: If this Internet connection type is selected,

you need to manually configure a static IPv6

address, gateway address, and DNS server.

e Null: The IPv6 function is disabled on the current
WAN port.

If Internet is set to DHCP/PPPoE, the automatically
IPv6 Address obtained IPv6 address is displayed.

If Internet is set to Static IP, you need to manually
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configure this parameter.

IPv6 Prefix

If Internet is set to DHCP/PPPoE and the current device
obtains the IPv6 address prefix from the upstream

device. The obtained IPv6 address prefix is displayed.

Gateway

If Internet is set to DHCP/PPPOE, the automatically

obtained gateway address is displayed.

If Internet is set to Static IP, you need to manually

configure this parameter.

DNS Server

If Internet is set to DHCP/PPPoE, the automatically

obtained DNS server address is displayed.

If Internet is set to Static IP, you need to manually
configure this parameter.

NAT66

If the current device cannot access the Internet in DHCP
mode or cannot obtain the IPv6 address prefix, you
must enable NAT66 to assign the IPv6 address to an

intranet client.

5.17.6 Configuring the IPv6 Address for the LAN Port
Choose One-Device > Config > Network > IPv6 Address > LAN Settings.

When the device accesses the network in DHCP mode, the upstream device can assign

an IPv6 address to the LAN port, and assign IPv6 addresses to the clients in the LAN

based on the IPv6 address prefix. If the upstream device cannot assign an IPv6 address

prefix to the current device, you need to manually configure an IPv6 address prefix for
the LAN port, and assign IPv6 addresses to the clients in the LAN by enabling the NAT66
function (see 5.17.5 Configuring the IPv6 Address for the WAN Port).

Enable ® Q

WAN Settings LAN Settings

LAN Settings @

VLAN ID

Static DHCPv6

+ Add [ Delete Selected

IPv6 Address/Prefix

Subnet Prefix Name Subnet ID Subnet Prefix Length Action

Length

Edit

Default Auto 0

Up to 8 entries can be added.
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Click Edit corresponding to the default VLAN, and fill in a local address of no more than
64 bits in the IPv6 Address/Prefix Length column. This address will also be used as the
IPv6 address prefix.

IPv6 Assignment specifies the method for assigning IPv6 addresses for clients. The

following options are available:

e Auto: Both DHCPv6 and SLAAC are used to assign IPv6 addresses to clients.
e DHCPv6: DHCPV6 is used to assign IPv6 addresses to clients.

® SLAAC: SLAAC is used to assign IPv6 addresses to clients.

e Null: No IPv6 addresses are assigned to clients.

The setting of IPv6 Assignment is determined by the protocol supported by intranet

clients. If you are not sure about the protocol supported by intranet clients, select Auto.

Edit .

IPv6 Assignment @ ‘ Auto

IPv6 Address/Prefix Auto
length @  DHCPv6
SLAAC

Null

You can click Advanced Settings to configure more address attributes.
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Auto

Subnet Prefix Name

®

Subnet Prefix Length

®

Subnet ID ®

* Lease Time (Min) ®

DMNS Server

Advanced Settings

Default

64

30

Cancel

Table 5-4 LAN Port IPv6 Address Configuration Parameters

Parameter Description
Configure the interface from which the prefix is
obtained, for example, WAN_V6. The default value is all
Subnet Prefix Name interfaces. If Disable is selected, the IPv6

Address/Prefix Length field must be configured to

assign IP addresses to hosts on the LAN.

Subnet Prefix Length

Configure the length of the subnet prefix. The value

ranges from 48 to 64.

Subnet ID

Configure the subnet ID in hexadecimal notation. 0

indicates that the subnet ID automatically increments.
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Configure the lease term of the IPv6 address. The unit is
Lease Time (Min)

minutes.

DNS Server Configure the address of the IPv6 DNS server.

5.17.7 Viewing DHCPv6 Clients
Choose One-Device > Config > Network > IPv6 Address > DHCPv6 Clients.
When the device acts as a DHCPv6 server to assign IPv6 addresses to clients, you can
view information about the clients that obtain IPv6 addresses from the device on the

current page. The information includes the host name, IPv6 address, remaining lease
term, and DHCPv6 Unique Identifier (DUID) of each client.

Enter an IPv6 address or DUID in the search bar, and click to quickly find the
information of the specified DHCPv6 client.

Enable (O ()

WAN Settings LAN Settings DHCPv6 Clients Static DHCPv6

© vou can view the DHCPVE clients information on this page.

DHCPv6 Clients

+ Bind Selected

No. Hostname IPv6 Address Remaining Lease Time(min) DUID Status

Total 0 - 10/page

5.17.8 Configuring the Static DHCPv6 Address

Configure the IPv6 address statically bound to the DUID of a client so that the client can
obtain the specified address each time.

Choose One-Device > Config > Network > IPv6 Address > Static DHCPv6.

Enable (D c
WAN Settings LAN Settings DHCPv6 Clients Static DHCPv6
Static IP Address List + Add 1 Delete Selected
No. IPv6 Address DuID Action
Up to 200 entries can be added Total 0 n 10/page
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(1) Click Add.

Add

* |IPve Address

* DUID

Cancel

(2) Enter the IPv6 address and DUID of the client.

(3) Click OK.

5.17.9 Configuring the IPv6 Neighbor List

In IPv6, Neighbor Discovery Protocol (NDP) is an important basic protocol. NDP replaces
the ARP and ICMP route discovery protocols of IPv4, and supports the following
functions: address resolution, neighbor status tracking, duplicate address detection,

router discovery, and redirection.

Choose One-Device > Config > Security > IPv6 Neighbor List.

IPv6 Neighbor List O + Add Bind Selected 3 Delete Selected

No. IPv6 Address MAC Address Type Ethernet status Action
Dynamic LAN
Dy WAN
Dyna N
2dded Total 3 n 10/page

(1) Click Add and add the interface, IPv6 address and MAC address of the neighbor.
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Add .

* Interface
* |Pv6 Address

* MAC Address

(2) Select the IPv6 neighbor list to be bound, and click Bind in the Action column to bind
the IPv6 address and MAC address.

IPv6 Neighbor List + Add Bind Selected [ Delete Selected
No. IPv6 Address MAC Address Type Ethernet status Action
2 Dynamic WAN Bind
Dynamic LAN Bind
Up to 256 entries can be added Total 3 n 10/page
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6 switch Management

A\ Caution

e Features in this chapter are not supported when there are no switches on the

network.
e For additional functionalities, see 3.3 Managing Network Devices and configure a

designated switch. For detailed descriptions of functions and configuration
instructions specific to switches, see the configuration guide of the corresponding

device.

6.1 Configuring RLDP

6.1.1 Overview
Rapid Link Detection Protocol (RLDP) is an Ethernet link fault detection protocol used to

quickly detect link faults and downlink loop faults. RLDP can prevent network congestion
and connection interruptions caused by loops. After a loop occurs, the port on the

access switch involved in the loop will shut down automatically.

6.1.2 Configuration Steps
Choose Network-Wide > Workspace > Wired > RLDP.

(1) Click Enable to access the RLDP Config page.

RLDP

RLDP will avoid network congestion
and connection interruptions caused
by loops. After a loop occurs, the port
involved in the loop will be

automatica |\ shut down.
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(2) Inthe networking topology, you can select the access switches on which you want to
enable RLDP in either recommended or custom mode. If you select the
recommended mode, all access switches in the network are selected automatically. If
you select the custom mode, you can manually select the desired access switches.

Click Deliver Config. RLDP is enabled on the selected switches.

€ RLDP Config

Please select the target switch:

Recommended Custom
LGEL TS GE  Specified Switches

A
| AP
1 Rotate

== 5 NN Restare

Refresh

4

2 switches are selected. Deliver Config Cancel Config

(3) After the configuration is delivered, if you want to modify the effective range of the
RLDP function, click Configure to select desired switches in the topology again. Turn
off RLDP to disable RLDP on all the switches with one click.

roP: @)

6.2 Configuring DHCP Snooping

6.2.1 Overview
DHCP Snooping implements recording and monitoring the usage of client IP addresses
through exchange of DHCP packets between the server and client. In addition, this
function can filter invalid DHCP packets to ensure that clients can obtain network

configuration parameters only from the DHCP server in the controlled range. DHCP
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Snooping will prevent rogue DHCP servers offering IP addresses to DHCP clients to

ensure the stability of the network.

/\ Caution

After DHCP Snooping is enabled on the switch, the switch does not forward invalid
DHCP packets. However, if a client directly connects to a rogue DHCP server, it cannot
access the Internet as the obtained IP address is incorrect. In this case, you need to find
the rogue router and disable DHCP on it, or use the WAN interface for uplink
connection.

6.2.2 Configuration Steps
Choose Network-Wide > Workspace > Wired > DHCP Snooping.

(1) Click Enable to access the DHCP Snooping Config page.

DHCP Snooping

By enabling DHCP snooping, you can
effectively prevent certain devices
from receiving invalid IP addresses
from unauthorized routers, thereby
avoiding network connectivity failures.
This feature guarantees a stable and

continuous network connection.

(2) Inthe networking topology, you can select the access switches on which you want to
enable DHCP Snooping in either recommended or custom mode. If you select the
recommended mode, all switches in the network are selected automatically. If you
select the custom mode, you can manually select the desired switches. Click Deliver

Config. DHCP Snooping is enabled on the selected switches.
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<« DHCP Snooping Config

Please select the target switch:

Recommended [T e
All Switches Specified Switches

- &5

Ar

Rotate

5 o

r_‘ Restore

SW I o

Refresh

4 switches are selected. Cancel Config

(3) After the configuration is delivered, if you want to modify the effective range of the
DHCP Snooping function, click Configure to select desired switches in the topology
again. Turn off DHCP Snooping to disable DHCP Snooping on all switches with one

click.

DHCP Snooping: @) (@)

6.3 Batch Configuring Switches

6.3.1 Overview
You can batch create VLANS, configure port attributes, and divide port VLANSs for

switches in the network.

6.3.2 Configuration Steps
Choose Network-Wide > Workspace > Wired > SW Config.

(1) The page displays all switches in the current network. Select the switches to
configure, and then select the desired ports in the device port view that appears

below. If there are a large number of devices in the current network, select a product
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model from the drop-down list box to filter the devices. After the desired devices and

ports are selected, click Next.

VLAN Settings Active/Secondary Optical Ports

Please select a target device.: Select All  Deselect

ol =m0 @mmo mwmo

1)

FENEEE ¥ " AN
4 [ 8 10 12 4 [ 24 26 27
Note Select All Inverse Deselect
1
[+ B |
Note Select All Inverse Deselect

(2) Click Add VLAN to create a VLAN for the selected devices in a batch. If you want to
create multiple VLANS, click Batch Add and enter the VLAN ID range, such as 3-5,100.
After setting the VLANS, click Next.

VLAN Settings Active/Secondary Optical Ports

-+Add VLAN +Batch Add

VLAN ID Remarks VLAN ID Remarks

Default VLAN 12 i

Previous m
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(3) Configure port attributes for the ports selected in Step 1 in a batch. Select a port
type. If you set Type to Access Port, you need to configure VLAN ID. If you set Type
to Trunk Port, you need to configure Native VLAN and Permitted VLAN. After
setting the port attributes, click Override to deliver the batch configurations to the

target devices.

LAN Settings Active/Secondary Optical Ports

Port

Selected Port

Type Trunk Port

* Native VLAN 1 (Default VLAN)
* Permitted VLAN 112
prvious

6.3.3 Verifying Configuration

View the VLAN and port information of switches to check whether the batch

configurations are successfully delivered.

Q Search O Info Center VLANI
) Security Port Info Interface IP Address DHCP Address Pool Remarks
3 Advanced VLAN Info VLANOO12
5 Diaanost ) ARP List | )
s MAC Aedress LT T T T T T 1T T+
e DHCP Snooping L L L L L R L L L L L ]
Network Tools IP-MAC Binding ! 2141 2 24 6 27 28
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7 Gateway Management

Go to the configuration page: Choose One-Device > Gateway.

When there is a gateway device on the network, you can configure and manage the
gateway device using the Egress Router menu. For details, see the configuration guide

of the gateway device.

Lysora
* Gateway
L sesaans
. SN: Modet MGMT IP: Working Mode: 5
Clients Lysora Devices () Memory Usage

Workspace LCS Series Switches

Devices

Clients Traffic Trend

System 4 ®- Uplo e D

1
15
12

Traffic Ranking by Client Traffic Ranking by App
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8 Online Client Management

A% Caution

e When the AP is used as the primary device, clients on the network are only displayed
when the AP works in router mode.

e When the AP is used as a secondary device, the functions presented in the web
interface are based on the primary device on the network.

Go to the configuration page:
® Choose Network-Wide > Clients.
® AP as asecondary device: Choose One-Device > Config > Clients.

The client list displays wired, wireless, and users not connected on the current network,
including the username, connection mode, associated device, IP/MAC address, IP

address binding status, rate, and related operations.

® AP as asecondary device.

m Wired (4)  Wireless (0)  User not connected (1) Deselect & Block ¢ Bind IP

© The client going offline will not disappear immediately. Instead, the client will stay in the list for 3 more minutes.

Username SSID and Band Connected To 1P/MAC Rate Action
& t 1.25Kbps i
Not bound 4 187.00bps o
& t 2.21Kbps :
nt
Not bound + 19.54Kbps 2 "
& t 0.000ps s
Not bound + 0.00bps ont
(/’3 + 453.00bps ‘
Not bound + 434.00bps ot
Total 4 n 10/page
All(4)  Wired (&) User not connected (1) Deselect % Block > Bind IP
© The dlient going offline will not disappear immediately. Instead, the client will stay in the fist for 3 more minutes.
Signal Quality Negotiation  Online Duration
Username SSID and Band Connected To 1P/MAC Rate e LimitSpeed Action
v e

® AP as a primary device.
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All (1) Wired (0) Wireless (1) User not connected (0) B Select s Block
@ The client going offline will not disappear immediately. Instead, the client will stay in the list for 3 more minutes.
Signal Quality Negotiation Online Duration
Username SSID and Band Connected To IP/MAC e LimitSpeed Action
-37dB
NX729) & 1440M 9 seconds Associate Block
Total 1 n 10/page

Table 8-1 Online Client Management Configuration Parameters

Parameter

Description

Username

Name of the connected client.

SSID and Band

Indicates the access mode of the client, which can be wireless or
wired. The SSID and frequency band is displayed when a client is

connected wirelessly.

Signal Quality

The Wi-Fi signal strength of the client and the associated channel.

© Note

This information is displayed only in the wireless online
client list.

Connected To

Indicates wired or wireless connection, the associated device and
SN.

IP/MAC

Indicates the IP address and MAC address of the client.

Rate

Indicates the uplink and downlink rates of the client.

Negotiated Rate

Negotiation rate between the client and the AP.

© Note

This information is displayed only in the wireless online
client list.

Online Duration

Client access duration.

© Note

This information is displayed only in the wireless online
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client list.

Implement wireless speed limiting for clients to prevent certain
clients from consuming large amounts of bandwidth resources. For

details, see 8.5 Configuring Client Rate Limiting.

LimitSpeed
@ Note
This information is displayed only in the wireless online
client list.
Acti You can click the corresponding button to perform access control,
ction

association, and block operations on online clients.

Click Not Bound in the IP/MAC column to bind the client to a static IP address.

Click a button in the Action column to perform the corresponding operation on the

online client.
e Wired: Only access control can be configured.
e Wireless: Access control, associate, and block can be configured.

e User not connected: Only the delete action is supported.

& Note

e (ClientIP binding is only supported when the AP works in router mode.

e Access Control is not supported on AP devices . However, when there are devices on
the network that support the Access Control function, you can configure this feature
globally.

Wired Clients

Click the Wired tab to see details about wired clients.

All (4) m Wireless (0) User not connected (1) = Deselect & Black == Bind IP

© The diient going offline will not disappear immediately. Instead, the client will stay in the list for 3 more minutes.

Username SSID and Band Connected To IP/MAC Rate Action

2 + 1.25Kbps

i i - Accecs Contro

Not bound + 187.00bps Access Control
I + 221Kbps

Access Control
Not bound  19.54Kbps cess Lontro

& + 0.00bps

Not bound + 0.00bps Access Control

&? + 453.00bps

Access Conl
Not bound } 43400bps Access Control

Total 4 n 10/page
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Wireless Clients
Click the Wireless tab to see details about wireless clients.

All (1) Wired (0) BRSNS User not connected (0) O Select % Block
© The client going offline will not disappear immediately. Instead, the client will stay in the list for 3 more minutes.

Signal Quality Negotiation Online Duration

Username SSID and Band Connected To IP/MAC et LimitSpeed Action

40dB

NX729) 585M 8 minutes 24 seconds Associate Block

o1 ¢ [l 0 opage

User not connected

Click the User not connected tab to see details about clients waiting to connect. This
list includes clients tagged manually or recognized as devices previously connected to
the network but not currently listed in device management or online client lists. To

remove a client device, click Delete.

All (4) Wired (4) Wireless (0) User not connected (1) NS # Bind IP

© The dient going offline will not disappear immediately. Instead, the client will stay in the list for 3 more minutes.

Username MAC Address Action

Total 1 n 10/page

8.1 Configuring Client IP Binding

A\ Caution

This function is supported only in router mode.

Choose Network-Wide > Clients.

IP address binding is a security and access control policy that associates a specific IP
address with a specific device or user to achieve identity authentication, access control,

monitoring, and accounting.

e Single client IP address binding
Select the client to be bound with an IP address in the list, click Not bound, and click

OK in the pop-up box to bind the client to a static IP address.

173



Configuration Guide Error! Use the Home tab to apply %@ 1 to the text
that you want to appear here.

Are you sure you want to convert the dynamic IP address

to a static IP address?

Canct) u

e Batch IP binding
Click Select.

Select & Block & Bind IP Search by IP/MAC/Username  Q

Select the clients to be bound, click Bind IP, and click OK in the pop-up box to bind

the selected clients to a static IP address.

T Wied (4)  Wireless ©)  Usernot connected (1) Deselect & Block

© The dient going offline will not disappear immediately. Instead, the client will stay in the list for 3 more minutes.

& Username - SSID and Band Connected To IP/MAC - Rate Action
2 21 Wired No|(|{:um : ::75:::; Access Control
2 O Wired | Nol(::und I ?:‘52:; Access Control
€3 Wired Not(::m : g:m Access Control
I Wired | Nm{;:lm : ::m Access Control

Total 4 - 10/page

e Unbind an IP address

Select the client to be unbound from the list, click Bound, and click OK in the pop-up
box.

Wired (4) Wireless (0) User not connected (1) &3 Deselect Z Block < Bind IP

© The dient going offline will not disappear immediately. Instead, the client will stay in the list for 3 more minutes.

Username - SSID and Band Connected To IP/MAC - Rate Action
3 Wired Nul‘::und : ::75?0’:; Access Control
e it P——
Wired Nm(;:und I z,:m Access Control
£ Wired Not(t):u = I ::izz: Access Control

Total 4 n 10/page
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8.2 Configuring Client Access Control

44 Caution

Access Control is not supported on AP devices. However, when there are devices on the
network that support the Access Control function, you can configure this feature

globally.

Choose Network-Wide > Clients.

Select a client in the list and click Access Control in the Action column. You will be
redirected to the Add Rule page, where a MAC-based access control rule is automatically
generated. The name and MAC address are automatically generated based on the

selected client. After selecting the control type and effective time, click OK to create an

access control rule for the client.

Add Rule
status @)
Name
Based on @ MAC Address IP Address

* MAC Address
Control Type 3  Block

Effective Time @ All Time

8.3 Configuring Client Association

Choose Network-Wide > Clients.
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44 Caution

This function applies only to wireless clients.

Select a client in the list and click Associate in the Action column. You will be redirected
to the Edit Association page.

m Wired (0)  Wireless (1) User not connected (0) Select & Block

@ The dient going offline will not disappear immediately. Instead, the client will stay in the list for 3 more minutes.

Signal Quality Negotiation Online Duration
Username SSID and Band Connected To IP/MAC Rate LimitSpeed Action
39dB F
NXT720) e 585M 4 minutes 30 seconds Block
Total 1 n 10/page

The Client field is populated with the MAC address of the selected client and cannot be
modified. The Associated Device field is populated with the associated device of the
client by default. Set the SSID and the Forced Association feature as required, and click

OK. For details, see 4.25Client Association.

Edit Association X

* Client

* Associated Device (3

Advanced Settings

SSID

Forced Association

Enabling this feature will forcefully associate the client with a specific AP.

since the client cannot initiate automatic association, this may cause disco

and unsuccessful association attempts.

8.4 Blocking Clients

Choose Network-Wide > Clients.

An unauthorized client may occupy network bandwidth and pose security risks. You can

block specified clients to solve the unauthorized access problem.
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44 Caution

Client block is available only for wireless clients.

e Block a single client
Select a client to block in the list, click Block in the Action column, and click OK in

the pop-up box to block the selected client.

m Wired (0) Wireless (1) User not connected (0) O3 Select Z Block

0 The dient going offline will not disappear immediately. Instead, the client will stay in the list for 3 more minutes.

Signal Quality Online Duration
Username SSID and Band Connected To IP/MAC ::Zw'“” Limitspeed Action
NX720) e : SesM :;’;"‘:‘:“5 " No Limit ’\-:nnnafr-
Total 1 n 10/page
X
Do you want to add to the blocklist?

e Batch block clients

a Click Select.

5 Block e Bind IP

b Select the target clients, click Block, and click OK in the pop-up box to block the
selected clients.

m Wired (0) Wireless (1) User not connected (0) 2 Deselect

© The client going offline will not disappear immediately. Instead, the client will stay in the list for 3 more minutes.

signal Quality Negotiation  Online Duration

Username SSID and Band Connected To IP/MAC et LimitSpeed Action

4008 Y 16 minutes 11

3 9 585M i Associaf C
NX729) saconds ociate  Block
Total 1 n 10/page

e Cancel block
Choose Network-Wide > Workspace > Wireless > Blocklist/Allowlist > Global
Blocklist/Allowlist.
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Select the client to be removed from the blocklist in the wireless blocklist and click

Delete.
SSID-Based Blocklist/Allowlist
o s W Only the allowlisted STAs are allowed to access Wi-Fi
Blocked WLAN Clients Ad @ Delete Selected
Device Name MAC Address Action
Up to 256 members can be added. Total 1 n 10/page

8.5 Configuring Client Rate Limiting
Choose Network-Wide > Clients > Wireless.
To ensure fair resource allocation, the network administrator can implement wireless

rate limiting to prevent some users or devices from occupying a large amount of

bandwidth and affecting the network experience of other users.

A\ Caution

Rate limiting applies only to wireless clients.

e Configure rate limits for clients
Click the Wireless tab, click the LimitSpeed column in the table, set the uplink rate
limit and downlink rate limit, and click OK.

All (1) Wired (0) m User not connected (0) Select & Block

@ The dlient going offline will not disappear immediately. Instead, the client will stay in the list for 3 more minutes.

Signal Quality Negotiation Online Duration

Username SSID and Band Connected To 1P/MAC = LimitSpeed Action
e
-40d8
NX729) 5a5M & minutes 24 seconds D Associate  Block
Total 1 n 10/page
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LimitSpeed

Uplink Rate

Kbps

Limit Current: Kbps. Range: 1-1700000 Kbps

Downlink Rate

Kbps

Limit Current: Kbps. Range: 1-1700000 Kbps

e Cancel rate limits

Click the Wireless tab, click the LimitSpeed column in the table, and click Disable.

A1) wired (0) BTSN UM User not connected (0)

et [

Select & Block

0 The dient going offline will not disappear immediately. Instead, the client will stay in the list for 3 more minutes.

Username SSID and Band oS 1P/MAC :::Mh“n" Online Duration LimitSpeed
Total 1
LimitSpeed ~
Uplink Rate 100 Kbps
Limit Current: 100 Kbps. Range: 1-1700000 Kbps

Downlink Rate

Limit

100 Kbps

Current: 100 Kbps. Range: 1-1700000 Kbps

s [
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System Settings

PoE In Settings

Choose One-Device > Config > Advanced > PoE Settings.

Set the power mode for the AP to accept power over PoE. In AF mode, the maximum
power supported by the device is 15.4 W. In AT mode, the maximum power is 30 W
according to the IEEE 802.3at standard. In BT mode, the maximum power is 51 W
according to the IEEE 802.3bt standard. By default, the device automatically negotiates
with the power sourcing equipment (PSE) about the power mode. The default

configuration is recommended.

Power Mode Auto
Current Mode |EEE 802.3at
Energy Saving ®  Full-Power Mode

Radio Switch (@) 2.4G 5G

9.2 System Logs

For medium to large-scale network projects, network administrators often use third-party
software to interface with all devices, monitoring system metrics and identifying any
abnormal behavior to ensure system health and security. Devices usually support

network management protocols such as SNMP and Syslog for seamless integration.

9.2.1 Viewing System Logs

Go to the configuration page.
e In self-organizing network mode:
o Choose Network-Wide > System > Syslog.
o Choose One-Device > Config > System > Syslog.

e Instandalone mode: Choose System > Syslog.
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The Log List displays the operation logs of the local device. You can filter the logs by
specific dates or modules on the View Log page. You can also export the log list and log

files to your local system for storage, viewing, or backup.

Device AP Batch Config

Export Log List

Time Module Message ID Severity Description
2025-09-18 12:21:58 WEB LOGOUT Informational remotelp 10.52.48.246 logout
2025-09-18 12:08:18 WLAN STA LOG ON Informational sta 72:36:08:10:acic3 log on

STA:(72:36:08:10:AC:C3) roam from OUT_AP (C4:B2:5B:BC:DB:ES) rssi -72 to

2025-09-18 12:08:18 WLAN STA ROAM Informational
- IN_AP{C4:B2:5B:BC:DB:ES5) rssi -68
2025-09-18 12:08:18 WLAN STA_LOG_OFF Informational sta 72:36:08:10:ac:c3 log off
. STA(DZ2:1A:12:17:B0:D4) roam from OUT_AP (E0:SD:54:E0:B7:53) rssi -84 to
2025-09-18 11:37:50 WLAN STA_ROAM Informational
- IN_AP(EQ:5D:54:E0:B7:53) rssi -83
2025-09-18 11:24:09 EASYSON DEVICE REONLINE Informational device G1TQ5F8001389 reonline
2025-09-18 11:15:34 EASYSON ADD DEVICE SUCCESS Informational Add device G1TQ5F8001389 succeeded
2025-09-18 11:14:00 WEB LOGIN Informational remotelp 10.52.48.246 login successful
STA:(12:75:C2:3C:ED:56) from OUT_AP (C4:82:5B:BC:DB:ES) rssi -53
2025-09-18 1007:54 WLAN STA ROAM Informational { ) roam from OUTAF ( )rssi 5310
IN_AP(C4:B2:5B:BC:DBES) rssi -54
2025-09-18 10:07:54 WLAN STA_LOG_OFF Informational sta 12:75:c2:3ced:56 log off

Total 19 n 2 > 10/page

e On the Syslog page in Network-Wide mode, you can view the logs of specific devices.

Device | | Batch Config
Export Log List -
AP 9
Time Message 1D Severity Description
AP
2025-09-1 LOGOUT Informational remotelp 10.52.48.246 logout
AP .
2025-09-1 STA LOG ON Informational sta 72:36:08:10:ac:c3 log on
. STAA(72:36:08:10:AC:C3) roam from OUT_AP (C4:B2:5B:BC:DB:ES) rssi -72 to
2025-09-18 12:08:18 WLAN STA_ROAM Informational -
- IN_AP{C4:B2:5B:BC:DB:ES5) rssi -68
2025-09-18 12:08:18 WLAN STA LOG_OFF Informational sta 72:36:08:10:ac:c3 log off
STAAD2:1A:12:17:BD:D4) roam from OUT AP (EQ:5D:54:E0:B7:53) rssi -84 to
2025-09-18 11:37:50 WLAN STA_ROAM Informational -
- IN_AP(EQ:5D:54:E0:B7:53) rssi -83
2025-09-18 11:24:09 EASYSON DEVICE_RECNLINE Informational device G1TQ5FB001389 reonline
2025-09-18 11:15:34 EASYSON ADD _DEVICE_SUCCESS Informational Add device GITQ5F8001389 succeeded
2025-09-18 11:14:00 WEB LOGIN Informational remotelp 10.52.48.246 login successful
STA:(12:75:C2:3C:ED:56) roam from OUT_AP (C4:B2:5B:BC:DB:ES) rssi -53 to
2025-09-18 10:07:54 WLAN STA_ROAM Informational ! ) . AP !
IN_AP(C4:B2:5B:BC:DB:ES) rssi -54
2025-09-18 10:07:54 WLAN STA_LOG_OFF Informational sta 12:75:c2:3cced:56 log off

Total 19 n 2 > 10/page

e Toview logs for a specific date, click Start Time, select the start and end time, and

then click OK to filter the logs accordingly.
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Device AP Batch Config

Export Log List I - l
Time Module Message ID Y 2025-09-11 00:00:00 > 2025-09-18 00:00:00
2025-09-18 12:21:58 WEB LOGOUT 1
€< 2025 September 2025 October > ¥
2025-09-18 12:08:18 WLAN STA_LOG_ON | Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu Fri  Sat
2025-09-18 1208:18 WLAN STA ROAM To2os s 58 o2 s
7 8 9 10 E 12 13 5 6 T 8 8 10 N
2025-09-18 12:08:18 WLAN STA_LOG_OFF
14 15 16 17 ﬁ 19 20 12 13 14 15 18 17 18
2025-09-18 11:37:50 WLAN STA_ROAM 21 2 23 24 2% 2% 27 19 20 21 2 23 24 %
28 29 30 26 27 2 29 30 3
2025-09-18 11:24:09 EASYSON DEVICE_REONLINE
2025-09-18 11:15:34 EASYSON ADD_DEVICE SUCCESS
2025-08-18 11:14:00 WEB LOGIN lea
R STA:(12:75:C2:3C:ED:56) roam from OUT_AP (C4:B2:5B:BC:DB:ES) rssi -53 to
2025-09-18 10:07:54 WLAN STA_ROAM Informational -
IN_AP(C4:B2:5B:BC:DB:ES) rssi -54
2025-09-18 10:07:54 WLAN STA_LOG_OFF Informational sta 12:75:c2:3c:ed:56 log off

Total 19 n 2 > | 10/page

e Toview the logs of a specific module, enter the module name in the search box to
access its operation logs.

Device ap Batch Config
Export Log List -

Time Module Message ID Severity Description
2025-09-18 11:14:00 WEB LOGIN Informational remotelp 10.52.48.246 login successful

Total 1 n 10/page

e To download the log files, click Download Local Log File to save the compressed log
file to your local device for storage and backup. To export the log list, click Export

Log List to download the log list in .csv format for viewing on your computer.

o Syslog page in Network-Wide mode.
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Device AP Batch Config

Time Module Message ID Severity Description
2025-09-18 12:21:58 WEB LOGOUT Informational remotelp 10.52.48.246 logout
2025-09-18 12:08:18 WLAN STA LOG ON Informational sta 72:36:08:10:ac:c3 log on

STA(7 2:36:08:10:AC:C3) roam from OUT_AP (C4:B2:5B:BC:DB:ES) rssi -72 to

2025-09-18 12:08:18 WLAN STA_ROAM Informational IN_AP(C4:B2SBBC.DBES) rssi 68
2025-09-18 12:08:18 WLAN STA LOG_OFF Informational sta 72:36:08:10:ac:c3 log off
PGS 18 113750 WLAN STA ROAM infommational STAUDZ:1A:1 2:17:BD:D4) roam from QUT_AP (EC:5D:54:EQ:BT:53) rssi -84 10
- IN_AP(EQ:5D:54:E0:B7:53) rssi -83
2025-09-18 11:24:09 EASYSON DEVICE REONLINE Informational device G1TQ5F8001389 reonline
2025-09-18 11:15:34 EASYSON ADD_DEVICE_SUCCESS Informational Add device G1TQSF8001388 succeeded
2025-09-18 11:14:00 WEB LOGIN Informational remotelp 10.52.48.246 login successful
2025-09-18 10:0754 WLAN STA ROAM Informational STA(12:75:C2:3C:ED:56) roam from OUT_AP (CA:B2:5B:BCDE:ES) rssi -53 to
- IN_AP(C4:B2:5B:BC:DBES) rssi -54
2025-09-18 10:07:54 WLAN STA_LOG_OFF Informational sta 12:75:c2:3c:ed:56 log off
Total 19 n 2 > 10/page
o Syslog page in Standalone mode.
View g Log Settings
Time Meodule Message ID Severity Description
2025-09-19 12:04:19 WLAN AP_HIGH_UTILIZATION Warning ap channel 6 high utilization B4
2025-09-19 12:03:18 WLAN AP_HIGH_UTILIZATION Warning 3p channel 6 high utilization 88
2025-09-19 12:02:32 NETWORK ADD_VLAN Emergency add vid 5
2025-09-19 12:02:32 NETWORK ADD_VLAN Emergency add vid 5
2025-09-19 12:02:32 NETWORK ADD_VLAN Emergency addvid 5
2025-09-15 12:02:32 NETWORK ADD_VLAN Emergency add vid 5
2025-09-19 12:02:32 NETWORK ADD_VLAN Emergency addvid 5
2025-09-19 12:02:32 NETWORK ADD_VLAN Emergency sdd vid 5
2025-09-18 12:02:32 NETWORK ADD_VLAN Emergency add vid 5
2025-09-19 12:02:32 NETWORK ADD VLAN Emergency add vid 5
Total 1024 n 2 3 4 5 6 = 103 10/page

9.2.2 Configuring System Logs

Go to the configuration page.

e In self-organizing network mode:

o Choose Network-Wide > System > Syslog. Click Batch Config.
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Device ar

Time

2025-08-18 12:21:58

2025-09-18 12:08:18
2025-09-18 12:08:18
2025-09-18 12:08:18
2025-09-18 11:37:50

2025-09-18 11:24:09
2025-09-18 11:15:34

2025-09-18 11:14:00
2025-08-18 10:07:54

2025-09-18 10:07:54

Module

WEB

WLAN

WLAN

WLAN

WLAN

EASYSON

EASYSON

WEB

WLAN

WLAN

that you want to appear here.

Error! Use the Home tab to apply %@ 1 to the text

Export Log List

Message ID

LOGOUT

STA_LOG_ON

STA ROAM

STA_LOG_OFF

STA_ROAM

DEVICE_REONLINE
ADD_DEVICE_SUCCESS

LOGIN

STA_ROAM

STA LOG_OFF

Severity

Informational

Informational

Informational

Informational

Informational

Informational
Informational

Informational

Informational

Informational

Description
remotelp 10.52.48.246 logout
sta 72:36:08:10:acxc3 log on

STA(72:36:08:10:AC:C3) roam from OUT_AP (C4:B2:58:BC:DB:ES) rssi -72 to
IN_AP(C4:B2:5B:BC:DB:ES) rssi -68

sta 72:36:08:10:ac:c3 log off

STA:D2:1A:12:17:BD:D4) roam from OUT_AP (EQ:SD:54:E0:B7:53) rssi -84 to
IN_AP(EQ:5D:54:EQ:B7:53) rssi -83

device G1TQ5F8001389 reonline
Add device G1TQ5FB001389 succeeded
rematelp 10.52.48.246 login successful

STA:(12:75:C2:3C:ED:56) roam from OUT_AP (C4:B2:5B:BC:DB:ES) rssi -53 to
IN_AP(C4:B2:5B:BC:DB:ES) rssi -54

sta 12:75:c2:3cted:56 log off

Total 19 n 2 > 10/page

o Choose One-Device > Config > System > Syslog. Click Log Settings.

e Instandalone mode, choose System > Syslog. Click Log Settings.

1. Enabling Syslog

Toggle on SYSLOG to enable the SYSLOG protocol. When enabled, the device can

connect with a remote log server to send log information over the network.

SYSLOG

Local device

Remote log server

Enable

Enable @D

Filter Rule

Protocol

& Edit

IP/Domain Port

2. Configuring Local Logs

Rate Limiting

Ne

Log Format Filter Rule Action

Local log saving is enabled by default. Click Edit, and then Add to create filtering rules

for device operation logs, allowing you to exclude certain operation logs (like debug

messages from all modules) from being displayed in the log list.
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A\ Caution

When local log saving is disabled, all actions performed on the device will no longer be
displayed in the log list. Please exercise caution.

svs.oc @D
Local device Enable @D
Filter Rule  Default Rule @
Remote log server Up to 4 entries can be added Add
Enable Protocol 1P/Domain Port Rate Limiting Log Format Filter Rule Action

No Data

Save

* Name
Type Based on severity
* Module

Filter Level ~ Emergency

3. Configuring Remote Log Server

Click Add next to the Remote log server to add basic information of the remote log

server.

185



Configuration Guide

Error! Use the Home tab to apply %@ 1 to the text

that you want to appear here.

Enable @D

*IP/Domain  IPvd

* Port 514

Protocol  UDP

Rate Limiting

* Log Format ) @ RFC3164 RFC5424

Filter Rule  Default Rule @

& Edit

Table 9-1 Remote Log Server Configuration Parameters

o Default
Parameter Description
Value
Enable or disable the remote log server. When enabled,
Enable the device will send its operation logs to the remote log Enabled
server.
) IP address or domain name of the remote log server. The
IP/Domain N/A
IP address can be an IPv4 or IPv6 address.
Port Port number of the remote log server. 514
Protocol for communication between the device and the
Protocol ) UDP
remote log server. Currently only UDP is supported.
o The highest rate at which the device can send log data to o
Rate Limiting No limit
the remote log server.
The format of logs sent to the remote log server.
® RFC3164: <Priority> second-level local time Hostname
Module Name % Message Identifier: Log Message.
Log Format RFC3164
® RFC5424: <Priority> microsecond-level UTC time
Hostname Module % Process ID Message Identifier -
Log Message.
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o Default
Parameter Description
Value
o ) ) default
Rules for filtering device operation logs. Any logs that are
Filter Rule ] _ is
filtered out will not be sent to the remote log server.
selected.

4. Batch Configuration

Go to the configuration page.

Choose Network-Wide > System > Syslog. Click Batch Config.

Device AP
Export Log List
Time Module Message ID Severity Description
2025-09-18 12:21:58 WEB LOGOUT Informational remotelp 10.52.48.246 logout

Batch Config

On the Log Settings page in Network-Wide mode, select the targeted devices and

configure the log settings. Then, click Save to apply the settings to the selected devices.

& Back Log Settings

Specified Devices

(=] Username Model SN IP/MAC
w
AP
AP
Total 3 n
@ Below is the shared configuration template used by devices on this network, not the current configuration of any specific device.
sysioc @D
Local device Enable @D
Filter Rule efault Rule £ Edit

Remote log server Up to 4 entries can be

Enable Protocol IP/Domain Port Rate Limiting  Log Format Filter Rule
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After the log settings are successfully applied, click View Configuration Items to view

the log settings of individual devices.

SYSLOG

Local device Enable

Remote log server Up to 4 entries can be added

Enable Pratocol IP/Domain Port

Rate Limiting Log Format Filter Rule

9.3 Setting the Login Password

Go to the configuration page:

e In self-organizing network mode: Choose Network-Wide > Workspace > Network-

Wide > Password.

e In standalone mode: Choose System > Login > Password.

Enter the old password and new password. After saving the configuration, use the new

password to log in.

A\ Caution

In self-organizing network mode, the login password of all devices in the network will be

changed synchronously.
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@ Change the login password. Please log in again with the new password later.
* Old Password

* New Password
There are four requirements for setting the password:
- The password must contain 8 to 31 characters.
- The password must contain uppercase and
lowercase letters, numbers and three types of special
characters.
- The password cannot contain admin.
- The password cannot contain question marks,

spaces, and Chinese characters.

* Confirm Password

Setting the Session Timeout Duration

Go to the configuration page:
e In self-organizing network mode: Choose One-Device > Config > System > Login.

e Instandalone mode: Choose System > Login > Session Timeout.

If no operation is performed on the Web page within a period of time, the session is
automatically disconnected. When you need to perform operations again, enter the

password to log in again. The default timeout duration is 3600 seconds, that s, 1 hour.

* Sassion Timeout (2) 3600 seconds

Setting and Displaying System Time
Go to the configuration page:
e In self-organizing network mode: Choose Network-Wide > System > System Time.

e In standalone mode: Choose System > System Time.
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You can view the current system time. If the time is incorrect, check and select the local
time zone. If the time zone is correct but time is still incorrect, click Edit to manually set
the time. In addition, the device supports Network Time Protocol (NTP) servers. By
default, multiple servers serve as the backup of each other. You can add or delete the

local server.

/\ Caution
In self-organizing network mode, the system time of all devices in the network will be
changed synchronously.

@ cConfigure and view system time

Current Time () 2025-09-18 13:45:36 m

* Time Zone (GMT+8:00)Asia/Shanghai

* NTP Server (3 north-america.pool.ntp.org Add

south-america.pool.ntp.o Delete
time.windows.com Delete
pool.ntp.org Delete
time.cloudflare.com Delete
europe.pool.ntp.org Delete
time.apple.com Delete

9.6 Configuring SNMP

9.6.1 Overview

The Simple Network Management Protocol (SNMP) is a protocol for managing network
devices. Based on the client/server model, it can achieve remote monitoring and control

of network devices.

190



Configuration Guide Error! Use the Home tab to apply #T@# 1 to the text
that you want to appear here.

SNMP uses a manager and agent architecture. The manager communicates with agents
through the SNMP protocol to retrieve information such as device status, configuration

details, and performance data. It can also be used to configure and manage devices.

SNMP can be used to manage various network devices, including routers, switches,
servers, firewalls, etc. You can achieve user management through the SNMP
configuration interface and monitor and control devices through the third-party

software.

9.6.2 Global Configuration
1. Overview

The purpose of global configuration is to enable the SNMP service and make the SNMP
protocol version (v1/v2c/v3) take effect, so as to achieve basic configuration of local

port, device location, and contact information.

e SNMP v1: As the earliest version of SNMP, SNMP v1 has poor security, and only
supports simple community string authentication. SNMP v1 has certain flaws, such as
plaintext transmission of community strings and vulnerability to attacks. Therefore,
SNMP v1 is not recommended for modern networks.

® SNMP v2c: As an improved version of SNMP v1, SNMP v2c supports richer functions
and more complex data types, with enhanced security. SNMP v2c performs better
than SNMP v1 in terms of security and functionality, and is more flexible. It can be

configured according to different needs.

e SNMP v3: As the newest version, SNMP v3 supports security mechanisms such as
message authentication and encryption compared to SNMP v1 and SNMP v2c. SNMP

v3 has achieved significant improvements in security and access control.

2. Configuration Steps

Choose Network-Wide > Workspace > Network-Wide > SNMP > Global Config.

(1) Enable the SNMP service.
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Are you sure you want to Enable SNMP?To

o proceed, please add SNMP v3 users by selecting

View/Group/Community/User Access Control

before using the SNMP service.

When it is enabled for the first time, SNMP v3 is enabled by default. Click OK.

(2) Set SNMP service global configuration parameters.

Global Config View/Group/Community/Client Access Control Trap Settings

SNMP service @ @)

* SNMP Version v vac v3

*Local Port 161
* Device Location  Company

* Contact Info Lysora@Lysora.com

Save

Table 9-2 Global Configuration Parameters

Parameter Description
SNMP Service Indicates whether SNMP service is enabled.
SNMP Version Indicates the SNMP protocol version, including v1, v2c,
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Parameter Description

and v3 versions.

Local Port The port range is 1 to 65535.

) ) 1-64 characters. Chinese characters, full-width
Device Location )
characters, question marks, and spaces are not allowed.

1-64 characters. Chinese characters, full-width
Contact Info )
characters, question marks, and spaces are not allowed.

(3) Click Save.

After the SNMP service is enabled, click Save to make basic configurations such as the

SNMP protocol version number take effect.

9.6.3 View/Group/Community/User Access Control
1. Configuring Views

e Overview

Management Information Base (MIB) can be regarded as a database storing the status
information and performance data of network devices. It contains a large number of
object identifiers (OIDs) to identify the status information and performance data of

these network devices.

Views in SNMP can limit the range of MIB nodes that the management system can
access, thereby improving the security and reliability of network management. Views
are an indispensable part of SNMP and need to be configured or customized according

to specific management requirements.

A view can have multiple subtrees. The management system can only access MIB nodes
in these subtrees, and cannot access other unauthorized MIB nodes. This can prevent
unauthorized system administrators from accessing sensitive MIB nodes, thereby
protecting the security of network devices. Moreover, views can also improve the
efficiency of network management and speed up the response from the management

system.

e Configuration Steps
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Choose Network-Wide > Workspace > Network-Wide > SNMP >

View/Group/Community/Client Access Control > View List.
(1) Click Add under the View List to add a view.

View List + Add [ Delete Selected

View Name Action

all

none

Up to 20 entries can be added. Total 2 n 10/page

(2) Configure basic information of a view.

Add s

* View Name

oID

Add Included Rule Add Excluded Rule

Rule/OID List I Delete Selected
Upto 100 entries are allowed.

Rule oID Action

No Data

Total 0 10/page n Gotopage 1

Table 9-3 View Configuration Parameters

Parameter Description

Indicates the name of the view.

View Name 1-32 characters. Chinese or full width characters are not

allowed.

Indicates the range of OIDs included in the view, which can

OID
be a single OID or a subtree of OIDs.
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Type

There are two types of rules: included and excluded rules.

The included rule only allows access to OIDs within the
OID range. Click Add Included Rule to set this type of

view.

Excluded rules allow access to all OIDs except those in
the OID range. Click Add Excluded Rule to configure
this type of view.

 Note

A least one OID rule must be configured for a view. Otherwise, an alarm message will

appear.

(3) Click OK.

2. Configuring v1/v2c Users

e Overview

When the SNMP version is set to v1/v2c, user configuration is required.

Global Config View/Group/Community/Client Access Control Trap Settings

SNMP Service @ @)

* SNMP Versionl vl v2cC

v3

* Local Port 161

* Device Location  Company

* Contact Info Lysora@Lysora.com

Save
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Error! Use the Home tab to apply %@ 1 to the text

&’ Note

Select the SNMP protocol version, and click Save. The corresponding configuration
options will appear on the View/Group/Community/User Access Control page.

e Configuration Steps

Choose Network-Wide > Workspace > Network-Wide > SNMP >
View/Group/Community/Client Access Control > SNMP v1/v2c Community Name

List.

(1) Click Add in the SNMP v1/v2c Community Name List pane.

Global Config ommunity/Client Access Contro Trap Settings

SNMP v1/v2c Community Name List

Community Name Access Mode MIB View

Up to 20 entries can be added

(2) Add av1/v2c user.

Add

* Community Name
* Access Mode  Read-Only

* MIB View all Add View +

[ Delete Selected

Action

Total 0 n 10/page

Table 9-4 v1/v2c User Configuration Parameters

Parameter Description

At least 8 characters.

Community Name It must contain at least three character categories,

including uppercase and lowercase letters, digits, and
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Parameter Description

special characters.

Admin, public or private community names are not

allowed.

Question marks, spaces, and Chinese characters are not

allowed.

Indicates the access permission (read-only or read & write)
Access Mode _
for the community name.

The options under the drop-down box are configured
MIB View
views (default: all, none).

ZA\ Caution
e Community names cannot be the same among v1/v2c users.

e (Click Add View to add a view.

(3) Click OK.

3. Configuring v3 Groups

e Overview

SNMP v3 introduces the concept of grouping to achieve better security and access
control. A group is a group of SNMP users with the same security policies and access
control settings. With SNMP v3, multiple groups can be configured, each with its own

security policies and access control settings. Each group can have one or more users.
® Prerequisites

When the SNMP version is set to v3, the v3 group configuration is required.
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Global Config View/Group/Community/Client Access Control Trap Settings

SNMP service @ @)

* SNMP Version v v2c v3

* Local Port 161

* Device Location Company

*ContactInfo  Lysora@Lysora.com

Save

 Note

Select the SNMP protocol version, and click Save. The corresponding configuration
options will appear on the View/Group/Community/User Access Control page.

e Configuration Steps

Choose Network-Wide > Workspace > Network-Wide > SNMP >
View/Group/Community/Client Access Control > SNMP v3 Group List.
(1) Click Add in the SNMP v3 Group List pane to create a group.

SNMP v3 Group List v

17 Delete Selected

Group Name Security Level Read-Only View Read & Write View Notification View Action

default_group Auth & Privacy all none none Edit Delete

Up to 20 entries can be added Total 1 n 10/page

(2) Configure v3 group parameters.
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Add “

* Group Name

* Security Level ~ No Auth & No Privacy

* Read-Only View  all Add View +
* Read & Write View  all Add View +
* Notification View  none Add View +

et R

Table 9-5 v3 Group Configuration Parameters

Parameter Description

Indicates the name of the group.

1-32 characters.
Group Name

Chinese characters, full-width characters, question marks,

and spaces are not allowed.

Indicates the minimum security level (authentication and
Security Level encryption, authentication but no encryption, no

authentication and encryption) of the group.

The options under the drop-down box are configured
Read-Only View
views (default: all, none).

o The options under the drop-down box are configured
Read & Write View
views (default: all, none).

o ) The options under the drop-down box are configured
Notification View )
views (default: all, none).
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4\ Caution
® A group defines the minimum security level, read and write permissions, and scope
for users within the group.

® The group name must be unique. To add a view, click Add View.

(3) Click OK.

4. Configuring v3 Users

® Prerequisites

When the SNMP version is set to v3, the v3 group configuration is required.

Global Config View/Group/Community/Client Access Control Trap Settings

SNMP service @ @)

* SNMP Version v v2c v3

* Local Port 161

* Device Location Company

* Contact Info  Lysora@Lysora.com

Save

& Note

Select the SNMP protocol version, and click Save. The corresponding configuration
options will appear on the View/Group/Community/User Access Control page.

e Configuration Steps

Choose Network-Wide > Workspace > Network-Wide > SNMP >
View/Group/Community/Client Access Control > SNMP v3 Client List.

(1) Click Add in the SNMP v3 Client List pane to add a v3 user.
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SNMP v3 Client List w

177 Delete Selected

. Encryption Encrypted )
Username Group Name Security Level Auth Protocol Auth Password Protecol Passuord Action
Up to 50 entries can be added. Total 0 n 10/page
(2) Configure v3 user parameters.
Add ~

* Username
* Group Name
*Security Level  Auth & Privacy
* Auth Protocol  MD5 * Auth Password

* Encryption Protocol  Ags * Encrypted Password

Table 9-6 v3 User Configuration Parameters

Parameter Description

Username
At least 8 characters.

It must contain at least three character categories,
including uppercase and lowercase letters, digits, and

Username special characters.

Admin, public or private community names are not

allowed.

Question marks, spaces, and Chinese characters are not

allowed.

Group Name Indicates the group to which the user belongs.
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Parameter

Description

Security Level

Indicates the security level (authentication and encryption,
authentication but no encryption, and no authentication

and encryption) of the user.

Auth Protocol, Auth

Password

Authentication protocols supported:
MD5/SHA/SHA224/SHA256/SHA384/SHA512.

Authentication password: 8-31 characters. Chinese
characters, full-width characters, question marks, and
spaces are not allowed. It must contain at least three
character categories, including uppercase and lowercase

letters, digits, and special characters.

Note: This parameter is mandatory when the security level
is authentication and encryption, or authentication but no

encryption.

Encryption Protocol,
Encrypted Password

Encryption protocols supported: DES/AES/AES192/AES256.

Encryption password: 8-31 characters. Chinese characters,
full-width characters, question marks, and spaces are not

allowed.

It must contain at least three character categories,
including uppercase and lowercase letters, digits, and

special characters.

Note: This parameter is mandatory when the security level

is authentication and encryption.

A\ Caution

® The security level of v3 users must be greater than or equal to that of the group.

® There are three security levels, among which authentication and encryption requires

the configuration of authentication protocol, authentication password, encryption

protocol, and encryption password. Authentication but no encryption only requires

the configuration of authentication protocol and encryption protocol, while no

authentication and encryption does not require any configuration.
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5. Viewing v3 Device Identifier
Choose Network-Wide > Workspace > Network-Wide > SNMP >
View/Group/Community/Client Access Control > SNMP v3 Device Identifier List.

View the v3 device identifier in the SNMP v3 Device Identifier List pane.

SNMP v3 Device Identifier List
View List Add i Delete Selected

View Name Action
all

none

Up to 20 entries can be added. Total 2 n 10/page

9.6.4 SNMP Service Typical Configuration Examples

1. Configuring SNMP v2c

e Application Scenario

You only need to monitor the device information, but do not need to set and deliver it. A
third-party software can be used to monitor the data of nodes like 1.3.6.1.2.1.1 if v2c

version is configured.
e Configuration Specification
According to the user's application scenario, the requirements are shown in the

following table:

Table 9-7 User Requirement Specification

Item Description
) Included rule: the OID is .1.3.6.1.2.1.1, and the custom view

View range _

name is "system".
_ For SNMP v2¢, the custom community name is

Version ]
"Lysora_com", and the default port number is 161.

Read & write permission Read-only permission.
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e Configuration Steps

(1) Inthe global configuration interface, select v2c and set other settings as default. Then,

click Save.
Global Config View/Group/Community/Client Access Control Trap Settings
SNMP Service @ @)
*SNMP Version vl v3
* Local Port 161
* Device Location ~ Company

* ContactInfo  Lysora@Lysora.com

Save

(2) Add a view on the View/Group/Community/Client Access Control interface.
a. Click Add in the View List pane to add a view.

b. Enter the view name and OID in the pop-up window, and click Add Included
Rule.

c. Click OK.
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Add X
*View Name  system
OID 1.3.6.1.2.1.1
Add Included Rule Add Excluded Rule
Rule/OID List T Delete Selected

Up to 100 entries are allowed.

Rule oID Action

No Data

Total 0 10/page n Gotopage 1

(3) On the View/Group/Community/Client Access Control interface, enter the SNMP

v1/v2c community name.
a. Click Add in the SNMP v1/v2c Community Name List pane.
b. Enter the group name, access mode, and view in the pop-up window.

c. Click OK.

Add

* Community Name  Lysora com
* Access Mode  Read-Only

* MIB View system Add View

S

2. Configuring SNMP v3

e Application Scenario
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You need to monitor and control devices, and use the third-party software to monitor
and deliver device information to public nodes (1.3.6.1.2.1). The security level of v3 is

authentication and encryption.
e Configuration Specification
According to the user's application scenario, the requirements are shown in the

following table:

Table 9-8 User Requirement Specification

Item Description

Included rule: the OID is .1.3.6.1.2.1, and the custom view
View range ) o
name is "public_view".

Group name: group

Security level: authentication and encryption
Group configuration Select public_view for a read-only view.
Select public_view for a read & write view.

Select none for a notify view.

User name: v3_user

Group name: group

Configuring v3 Users Security level: authentication and encryption
Authentication protocol/password: MD5/Lysora123

Encryption protocol/password: AES/Lysora123

Version For SNMP v3, the default port number is 161.

e Configuration Steps

(1) On the global configuration interface, select v3, and change the port number to 161.
Set other settings to defaults. Then, click Save.
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Global Config View/Group/Community/Client Access Control Trap Settings

SNMP service @ @)

* SNMP Version v v2cC v3

* Local Port 161
* Device Location Company

*ContactInfo  Lysora@Lysora.com

Save

(2) Add a view on the View/Group/Community/Client Access Control interface.
a. Click Add in the View List pane.

b. Enter the view name and OID in the pop-up window, and click Add Included
Rule.

c. Click OK.

Add “

*View Name  public_view
oID J1.3.6.1.2.1

Add Included Rule Add Excluded Rule

Rule/OID List M Delete Selected

Up to 100 entries are allowed.

Rule oID Action
Included 136121 Delete
Total 1 10/page n Gotopage 1
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(3) On the View/Group/Community/Client Access Control interface, add an SNMP v3

group.
a Click Add in the SNMP v3 Group List pane.

b Enter the group name and security level on the pop-up window. As this user has
read and write permissions, select public_view for read-only and read & write

views, and select none for notify views.

¢ Click OK.

Add .

* Group Name  group

* Security Level = Auth & Privacy

* Read-Only View  public view Add View -
* Read & Write View  public_view Add View -
* Notification View = none Add View -

et [

(4) On the View/Group/Community/Client Access Control interface, add an SNMP v3

user.
a Click Add in the SNMP v3 Client List pane.

b Enter the user name and group name in the pop-up window. As the user's security
level is authentication and encryption, enter the authentication protocol,
authentication password, encryption protocol, and encryption password.

c Click OK.
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Add .

*Username  v3_userlysora
*Group Name  group
*Security Level  Auth & Privacy
* Auth Protocol MD5 * Auth Password  Lysora123

* Encryption Protocol AES * Encrypted Password Lysora123

9.6.5 Configuring Trap Service

Trap is a notification mechanism of the Simple Network Management Protocol (SNMP)
protocol. It is used to report the status and events of network devices to administrators,
including device status, faults, performance, configuration, and security management.
Trap provides real-time network monitoring and fault diagnosis services, helping

administrators discover and solve network problems in a timely manner.

1. Enabling Trap Service

Enable the trap service and select the effective trap version, including v1, v2¢, and v3

versions.
Choose Network-Wide > Workspace > Network-Wide > SNMP > Trap Settings.

(1) Enable the trap service.

x

@ Are you sure you want to Enable trap?

Cancel n
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When the trap service is enabled for the first time, the system will pop up a prompt

message. Click OK.
(2) Setthe trap version.
The trap versions include v1, v2¢, and v3.
(3) Click Save.

After the trap service is enabled, click Save for the configuration to take effect.

Global Config View/Group/Community/Client Access Control Trap Settings

Trap Service @)

* Trap Version vi v2cC v3

Save

2. Configuring Trap v1/v2c Users

e Overview

Trap is a notification mechanism that is used to send alerts to administrators when
important events or failures occur on devices or services. Trap v1/v2c are two versions in

the SNMP protocol for network management and monitoring.

Trap v1 is the first version that supports basic alert notification functionality. Trap v2c is
the second version, which supports more alert notification options and advanced

security features.

By using trap v1/v2c, administrators can promptly understand problems on the network

and take corresponding measures.
e Prerequisites
Once trap v1 and v2c versions are selected, it is necessary to add trap viv2c users.
e Configuration Steps
Choose Network-Wide > Workspace > Network-Wide > SNMP > Trap Settings.

(1) Click Add in the Trap v1/v2c Client List pane to add a trap v1/v2c user.
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Global Config View/Group/Community/Client Access Control Trap Settings

Trap Service (@D

* Trap Version vl v2¢ v3

Trap v1/v2c Client List + Add Ti Delete Selected
Upto 20 entries are allowed.
Dest Host IP Version Number Port ID Community Name Action

No Data

Total 0 10/page n Go to page 1

(2) Configure trap v1/v2c user parameters.

Add “

* Dest Host IP
*Version Number vl

* Port Receiving Trap

Message

* Community

Name/Username

S

Table 1-1 Trap v1/v2c User Configuration Parameters

Parameter Description

IP address of the trap peer device. An IPv4 or IPv6 address
Dest Host IP ]
is supported.

Version Number Trap version, including v1 and v2c.

Port Receiving Trap The port range of the trap peer device is 1 to 65535.
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Parameter Description

Message

Community name of the trap user.
At least 8 characters.

It must contain at least three character categories,

including uppercase and lowercase letters, digits, and

Community )
special characters.

Name/Username
Admin, public or private community names are not
allowed.
Question marks, spaces, and Chinese characters are not
allowed.

A\ Caution

e The destination host IP address of trap v1/ v1/v2c users cannot be the same.

e Community names of trap v1/ v1/v2c users cannot be the same.

(3) Click OK.

3. Configuring Trap v3 Users

e Overview

Trap v3 is a network management mechanism based on the SNMP protocol. It is used to
send alert notifications to administrators. Unlike previous versions, trap v3 provides
more secure and flexible configuration options, including authentication and encryption

features.

Trap v3 offers custom conditions and methods for sending alerts, as well as the
recipients and notification methods for receiving alerts. This enables administrators to
have a more accurate understanding of the status of network devices and to take timely

measures to ensure the security and reliability of the network.
® Prerequisites

When the v3 version is selected for the trap service, it is necessary to add a trap v3 user.
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e Configuration Steps
Choose Network-Wide > Workspace > Network-Wide > SNMP > Trap Settings.

(1) Click Add in the Trap v3 Client List pane to add a trap v3 user.

Global Config View/Group/Community/Client Access Control Trap Settings

Trap Service (@)

* Trap Version vl v2ec v3

Trap v3 Client List [ Delete Selected

Up to 20 entries are allowed.
Dest Host IP Port ID Username Security Level Auth Password Encrypted Password Action

No Data

Total 0 10/page n Gotopage 1

(2) Configure trap v3 user parameters.

Add ~
* Dest Host IP * Port Receiving Trap
Message
* Username * Security Level  Auth & Privacy
* Auth Protocol ~ MD5 * Auth Password
* Encryption Protocol  AES * Encrypted Password

Table 1-2 Trap v3 User Configuration Parameters

Parameter Description

IP address of the trap peer device. An IPv4 or IPv6 address
Dest Host IP
is supported.

Port Receiving Trap The port range of the trap peer device is 1 to 65535.
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Parameter Description
Message
Name of the trap v3 user.
At least 8 characters.
It must contain at least three character categories,
including uppercase and lowercase letters, digits, and
Username special characters.

Admin, public or private community names are not

allowed.

Question marks, spaces, and Chinese characters are not

allowed.

Security Level

There are three security levels for a trap user, which are
"Auth & Security", "Auth & Open", and "Allowlist &

Security".

Auth Protocol, Auth

Password

Authentication protocols supported:
MD5/SHA/SHA224/SHA256/SHA384/SHA512.

Authentication password: 8-31 characters. Chinese
characters, full-width characters, question marks, and
spaces are not allowed. It must contain at least three
character categories, including uppercase and lowercase

letters, digits, and special characters.

Note: This parameter must be set when the Security Level
is Auth & Security or Auth & Open.

Encryption Protocol,

Encrypted Password

Encryption protocols supported: DES/AES/AES192/AES256.

Encryption password: 8-31 characters. Chinese characters,
full-width characters, question marks, and spaces are not

allowed.

It must contain at least three character categories,
including uppercase and lowercase letters, digits, and

special characters.

Note: This parameter must be set when the Security Level
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Parameter Description

is Auth & Security.

4% Caution

The destination host IP address of trap v1/v2c/v3 users cannot be the same.

(2) Click OK.

9.6.6 Trap Service Typical Configuration Examples
1. Configuring Trap v2c

e Application Scenarios

During device monitoring, if the device is suddenly disconnected or encounters an
abnormality, and the third-party monitoring software cannot detect and handle the
abnormal situation in a timely manner, you can configure the device with a destination
IP address of 192.168.110.85 and a port number of 166 to enable the device to send a

v2c trap in case of an abnormality.
e Configuration Specification
According to the user's application scenario, the requirements are shown in the

following table:

Table 1-3 User Requirement Specification

Item Description

IP address and port The destination host IP is 192.168.110.85, and the port
number number is 166.

Version Select the v2c version.

Community name/User
Trap_lysora
name

e Configuration Steps
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(1) Select the v2c version in the Trap Setting interface and click Save.

Global Config View/Group/Community/Client Access Control Trap Settings

Trap Service ()
* Trap Version vl 2¢ v3
[ s
Trap v1/v2c Client List
Up to entries are allowed.
Dest Host IP Version Number Port ID Community Name
No Dat
Total 0 10/page n Gotopage 1

(2) Click Add in the Trap v1/v2c Client List to add a trap v2c user.

7 Delete Selected

Action

(3) Enter the destination host IP address, version, port number, user name, and other

information. Then, click OK.

Add

* Dest Host IP 192.168.110.85

*Version Number v2cC

* Port Receiving Trap 166

Message

* Community  Trap_lysora

MName/Username

S o

2. Configuring Trap v3

e Application Scenarios

During device monitoring, if the device is suddenly disconnected or encounters an

abnormality, and the third-party monitoring software cannot detect and handle the

abnormal situation in a timely manner, you can configure the device with a destination
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IP address of 192.168.110.87 and a port number of 167 to enable the device to send a v3

trap, which is a safer trap compared with v1/v2c traps.

e Configuration Specification

According to the user's application scenario, the requirements are shown in the

following table:

Table 1-4 User Requirement Specification

Item

Description

IP address and port

number

The destination host IP is 192.168.110.87, and the port

number is 167.

Version and user name

Select the v3 version and trapv3_lysora for the user name.

Authentication
protocol/authentication

password

Encryption
protocol/encryption

password

Authentication protocol/password: MD5/Lysora123

Encryption protocol/password: AES/Lysora123

e Configuration Steps

(1) Select the v3 version in the Trap Setting interface and click Save.

Global Config View/Group/Community/Client Access Control Trap Settings

Trap Service )

* Trap Version vi vZc v3

Trap v3 Client List

Up to entries are allowed.

Dest Host IP Port ID

+ Add [ Delete Selected

Username Security Level Auth Password Encrypted Password Action

No Data

Total 0 10/page n Go to page 1

(2) Click Add in the Trap v3 Client List to add a trap v3 user.
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(3) Enter the destination host IP address, port number, user name, and other

information. Then, click OK.

Add
* Dest Host IP 192.168.110.87 * Paort Receiving Trap 167
Message
*Username  trapv3_lysora * Security Level  Auth & Privacy
* Auth Protocol MD5 * Auth Password Lysoral123
* Encryption Protocol ~ AES * Encrypted Password Lysoral23

oner [

9.7 Configuring Reboot

A\ Caution
e Do not cut off power during system reboot to avoid device damage.

e Do not refresh the page or close the browser during the reboot. After the device is
successfully rebooted and the Web service becomes available, the device
automatically jumps to the login page.

® Rebooting the device affects the network. Therefore, exercise caution when

performing this operation.

9.7.1 Rebooting the Master Device

In self-organizing network mode:

e Choose Network-Wide > System > Reboot. Click the Reboot tab and select master

device.

e Choose Network-Wide > Workspace > Network-Wide > Reboot. Click the Reboot

tab and select master device.

Click the Reboot button. The master device will restart.
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Reboot Scheduled Reboot

@ Do not power off the device during reboot.

Select | @ master device All Devices Specified Devices

9.7.2 Rebooting Local Device

e In self-organizing network mode, choose One-Device > Config > System > Reboot.

Click the Reboot button. The device will restart.

@ Do not power off the device during reboot.

e [n standalone mode: choose System > Reboot > Reboot.

Click the Reboot button. The device will restart.

Reboot Scheduled Reboot

© Do not power off the device during reboot.

9.7.3 Rebooting All Devices on the Network

In self-organizing network mode, you can batch reboot all devices on the network.
Go to the configuration page:

® Choose Network-Wide > System > Reboot. Click the Reboot tab and select All

Devices.

® Choose Network-Wide > Workspace > Network-Wide > Reboot. Click the Reboot
tab and select All Devices.

Click the Reboot button to batch reboot all devices on the network.
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Reboot Scheduled Reboot

@ Do not power off the device during reboot.

Select master device | © All Devices Specified Devices

Reboot

4% Caution

It takes time to reboot all devices in the current network. The action may affect the
whole network. Please be cautious.

9.7.4 Rebooting the Specified Devices

In self-organizing network mode, you can reboot specified devices in the network in

batches. Go to the configuration page:

® Choose Network-Wide > System > Reboot. Click the Reboot tab and select
Specified Devices.

e Choose Network-Wide > Workspace > Network-Wide > Reboot. Click the Reboot

tab and select Specified Devices.

Select the required devices from the list and click Reboot.
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Reboot Scheduled Reboot

@ Do not power off the device during reboot.

Select master device All Devices l © Specified Devices ]
-] Username Model SN
e = AP
e = AP
e = AP

Total 3 n 10/page

Configuring Scheduled Reboot

Confirm that the system time is accurate to avoid network interruption caused by device
reboot at wrong time. For details about how to configure the system time, see 9.5

Setting and Displaying System Time.

Go to the configuration page:
e Choose Network-Wide > System > Reboot > Scheduled Reboot.

e Choose Network-Wide > Workspace > Network-Wide > Reboot > Scheduled
Reboot.

/% Caution

If you configure scheduled reboot on the management webpage, all devices will restart
when the system time matches with the scheduled reboot time. Please be cautious.

Click Scheduled Reboot, and select the date and time of scheduled reboot every week.
Click Save. When the system time matches with the scheduled reboot time, the device

will restart. You are recommended to set scheduled reboot time to off-peak hours.
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Reboot Scheduled Reboot

0 Please make sure that the system time is correct.
When the upstream device is rebooted at the scheduled time, all downstream devices connected to it will also be rebooted.

Scheduled Reboot @ @)

Repeats on Mon Tue M Wed Thu Fri Sat sun

Reboot Time 01 HEY |

9.9 Configuring Backup and Import

Go to the configuration page:
® Choose Network-Wide > System > Backup & Import.
e Choose One-Device > Config > System > Backup > Backup & Import.

Configuration backup: Click Backup to download a configuration file locally.

Configuration import: Click Browse, select a backup file on the local PC, and click Import

to import the configuration file. The device will restart.

If the target version is much later than the current version, some configuration may be missing.
1. Before importing the configuration file, you are advised to Reset the device.
2. After the configuration file is imported, the device will reboot automatically.

Backup Config @

Backup Config

Import Config ®

File Path Browse

9.10 Restoring Factory Settings

9.10.1 Restoring the Current Device to Factory Settings

Choose One-Device > Config > System > Backup > Reset.

Click Reset to restore the current device to the factory settings.
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Tips

o Resetting the device will clear the current settings
and reboot the device. Do you want to continue?

Cand e' n

A\ Caution

The operation will clear all configuration of the current device. If you want to retain the

current configuration, back up the configuration first (See 9.9 Configuring Backup and
Import). Therefore, exercise caution when performing this operation.

9.10.2 Restoring All Devices to Factory Settings
In the self-organizing network mode, all devices in the network will be restored to
factory settings.
Go to the configuration page:
e Choose Network-Wide > System > Reset.

e Choose Network-Wide > Workspace > Network-Wide > Reset.

Click All Devices, select whether to enable Retain bound account and Click Reset All

Devices. All devices in the network will be restored to factory settings.

o You can reset the device to factory settings by clicking the Factory Reset button below.If you want to retain the current configuration while performing a factory reset, then
export the configuration file prior to the reset.

Select master device © Al Devices ‘

Retain bound Selecting this checkbox will allow the cloud account to maintain its project management privileges without requiring you to rebind your account.

account

Reset All Devices

A\ Caution

The operation will clear all configuration of all devices in the network. If you want to
retain the current configuration, back up the configuration first (See 9.9 Configuring

Backup and Import). Therefore, exercise caution when performing this operation.
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9.10.3 Restoring Master Device to Factory Settings

Go to the configuration page:
e Choose Network-Wide > System > Reset.
e Choose Network-Wide > Workspace > Network-Wide > Reset.

Select master device, and check or uncheck the box next to Retain bound account.

Then, click Reset. The master device will be restored to factory settings.
You can reset the device to factory settings by clicking the Factory Reset button below.If you want to retain the current configuration while performing a factory reset, then
export the configuration file prior to the reset.
Select  © 3 All Devices

Retain bound

account

44 Caution

This operation will clear the current settings of the master device on the network and
reboot the device. If you want to retain the current configuration, back up the
configuration first (See 9.9 Configuring Backup and Import ). Therefore, exercise caution
when performing this operation.

9.11 Performing Upgrade and Checking System Version

A\ Caution
® You are advised to back up the configuration before upgrading the access point.

e After being upgraded, the access point will reboot. Therefore, exercise caution when
performing this operation.

9.11.1 Online Upgrade

Go to the configuration page:

e Upgrade master device on the network: Choose Network-Wide > Workspace >
Network-Wide > Upgrade > Online Upgrade.
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e Upgrade local device: Choose One-Device > Config > System > Upgrade > Online
Upgrade.

You can view the current system version. If there is a new version available, you can click

it for an update.

Online Upgrade Local Upgrade

0 Online upgrade will keep the current configuration.
Please keep the device powered on and do not fresh the page during upgrade. The device will be rebooted automatically later.

Current Version Lysora
New Version
Description

Tips 1. If your device cannot access the Internet, please click Download File.

2. Choose Local Upgrade to upload the file for local upgrade.

Upgrade Now

9.11.2 Local Upgrade

Go to the configuration page:

e Upgrade master device on the network: Choose Network-Wide > Workspace >
Network-Wide > Upgrade > Local Upgrade.

e Upgrade local device: Choose One-Device > Config > System > Upgrade > Local
Upgrade.

You can view the current software version, hardware version and device model. If you
want to upgrade the device with the configuration retained, check Retain
Configuration. Click Browse, select an upgrade package on the local PC, and click

Upload to upload the file. The device will be upgraded.
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Online Upgrade Local Upgrade

© Please keep the device powered on and do not fresh the page during upgrade. The device will be rebooted automatically later.

Model

Current Version Lysora

Developer Mode @)

Retain Configuration (If the target version is much later than the current version, you are advised not to retain the configuration.)

File Path Browse

9.12 Configuring the Compatibility Mode

(4 Specification

The compatibility mode can be configured on a primary device.

Choose Network-Wide > System > Compatibility Mode.

Enabling compatibility mode can improve interoperability between devices running the
early and latest versions during networking. If the compatibility mode is disabled, Auto

Join will be disabled as well.

€ When the compatibility mode is disabled, Auto Join is also disabled.

Enable ()

9.13 Switching System Language

@ English ~ .
Choose in the upper right corner of the Web page.

Click a required language to switch the system language.
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[ Alert Center @ English ~ | Exit |
[
English

Espafiol (Latinoamérica)

Francais

9.14 Configuring Cloud Service

9.14.1 Overview

The Cloud Service feature provides powerful remote network management and
operation capabilities, making it convenient and efficient to manage geographically
dispersed networks with diverse device types. This feature supports wireless devices,
switches, and gateways, enabling unified network management and visualized
monitoring and operation. Additionally, it also offers various components such as real-
name authentication, dedicated Wi-Fi, and passenger flow analysis, allowing for flexible

expansion of network services.

By configuring Cloud Service, you can conveniently mange networks through Lysora Cloud
or the Lysora app.

9.14.2 Configuration Steps
Choose One-Device > Config > System > Cloud Service.
If the device is not currently associated with a cloud account, simply follow the on-
screen instructions to add it to the network. Open up the Lysora app, click the scan icon

at the upper left corner on the Project page, and enter the device's management
password.
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Scan to Connect Device to Lysora
Cloud for Remote Management

Open Lysora App Scan the QR code  Connect to Lysora
Cloud

Once the device is associated with a cloud account, it will automatically be bound to a
cloud server based on its geographic location.

44 Caution

Exercise caution when modifying cloud service configurations as improper modifications
may lead to connectivity issues between the device and the cloud service.
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Cloud Server

Cloud Server

* Domain Name

IP Address

* Upload Certificate

Error! Use the Home tab to apply %@ 1 to the text
that you want to appear here.

Cancel

other Reset

Configure IP

Browse

Save

To change the Cloud Service configurations, select the cloud server from the Cloud

Server drop-down list, enter the domain name and IP address, and click Save.

 Note

If the server selected is not Other, the system automatically fills in the domain name

and IP address of the cloud server. When Other is selected, you need to manually
configure the domain name and IP address and upload the cloud server certificate.

Table 9-9 Cloud Server Description

Parameter

Description

Cloud Server

Includes Lysora Cloud and Other.

Domain Name

Domain name of the cloud server.

IP Address

IP address of the cloud server.

9.14.3 Unbinding Cloud Service

Choose One-Device > Config > System > Cloud Service.
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You can click Unbind to unbind the account if you no longer wish to manage this project

remotely.

Project Name:

Account:

Unbind the account if you no longer wish to manage this project remotely.

Unbind
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10 Network Diagnosis Tools

10.1

A\ Caution

If the issue persists despite following the troubleshooting methods provided in this
section, you may require remote support from a technician who will enable developer
mode to resolve the issue. We will ensure your data is protected during this process.

Network Check

When a network problem occurs on the device, perform a network check and configure

the device based on the detection result.
Go to the configuration page: Choose One-Device > Config > Diagnostics > Diagnose.

(1) Click Start to perform the network check and show the result.

Are you sure you want to perform the network check

now?
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|

WAN/LAN Cable Connection
Negotiation Speed

WAN Port Configuration
DHCP IP Address Allocation
Loop Detection

DHCP Server Conflict

IP Conflicts

Routing Configuration
Next-Hop Connectivity

DNS Configuration

IP Session Count

© 0 0 00000 0 0 00

Cloud Service Configuration

Access Cloud Server
Result : Fail to resolve the external domain name. Internet access may fail.
Suggestion :

1. Please check the DNS server settings.

2. Please check the WAN link and verify that the account is not overdue.

(2) After performing the network check, you will find the check result and suggested
action.

DNS Configuration (]

IP Session Count

(<]

Cloud Service Configuration @

Access Cloud Server
Result : Fail to resolve the external domain name. Internet access may fail.
Suggestion :
1. Please check the DNS server settings.

2. Please check the WAN link and verify that the account is not overdue.

10.2 Network Tools

Choose One-Device > Config > Diagnostics > Network Tools.

e The Ping tool tests the connectivity between the access point and the IP address or
URL. The message "Ping failed" indicates that the access point cannot reach the IP
address or URL.

e The Traceroute tool displays the network path to a specific IP address or URL.
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e The DNS Lookup tool displays the DNS server address used to resolve a URL.

Enter an IP address or a URL, and click Start. If you need to perform the ping or

Traceroute operation, configure other parameters as required.

Tool @] © Ping Traceroute DNS Lookup

Type © [Pv4 IPv6

*IP Address/Domain  www.google.com
*Ping Count 4

* Packet Size 64 Bytes

Tool @ Ping © Traceroute DNS Lookup
Type © IPv4 IPv6

* |P Address/Domain www.google.com

*Max TTL 20
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Tool @ Ping Traceroute @ DNS Lookup

* |P Address/Domain www.google.com

DNS 38.8.8.8

10.3 Alerts

When a network exception occurs, the network overview page will display an alert and
provide a suggestion. Click an alert in the Alert Center to view the faulty device,
problem details, and description. You can troubleshoot the fault based on the

suggestion.

Lysora ear nolish~ (5t

The Alert List page displays possible problems on the network environment and device.
All types of alarms are followed by default. You can click Unfollow in the Action column
to unfollow this type of alarm.

ZA\ Caution
After unfollowing a specified alert type, you will not discover and process all alerts of
this type promptly. Therefore, exercise caution when performing this operation.

0 View and manage alarms.
Alert List

Expand  Alerts Suggestion Action

There are devices on the network that are not supported in the selected

5 i : : Delete Unfollow
country/region. Click to view the alarm details. o :

Device Name SN Type Time Details Action

This device is not supported in . Go to the Radio Setting page to
Lysora 2025-09-18 15:50:30 5 Delete
change the country/region code.

Total 1 n 10/page
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Are you sure you want to unfollow the alarm
and delete it from the alarm list?

1. After being unfollowed, an alarm will not appear again.
2. You can click View Unfollowed Alert to re-follow an

unfollowed alarm.

Click View Unfollowed Alert to view the unfollowed alert. You can follow the alert again
in the pop-up window.

o View and manage alarms.

Alert List
Expand  Alerts Suggestion Action
No Data
Total 0 - 10/page
View Unfollowed Alert X

Country/region code
configuration error

Re-follow

Cancel

10.4 Fault Collection

Choose One-Device > Config > Diagnostics > Fault Collection.

When an unknown fault occurs on the device, you can collect fault information on this
page. Click Start to collect fault information and compress it into a file for engineers to
identify fault.

@ Collect the device configuration files and partial fault log files. Then download and send them to Lysora developers for analysis.
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10.5 Packet Obtaining

Choose One-Device > Config > Diagnostics > Packet Obtaining.

If the device fails and troubleshooting is required, the packet obtaining result can be
analyzed to locate and rectify the fault.

(1) Select an interface and a protocol and specify the host IP address to obtain the
content in data packets. Select the file size limit and packet count limit to determine
the conditions for automatically stopping packet obtaining. Click Start to execute the
packet obtaining command. (If the file size or number of packets reaches the
specified threshold, packet obtaining stops and a diagnostic package download link

is generated.)

/% Caution

The packet obtaining operation may occupy excessive system resources, causing
network freezing. Therefore, exercise caution when performing this operation.

) Packet Obtaining

Interface ALL

Protocol ALL

MAC
File Size Limit 10 MB
Packet Count Limit

Wireless Sniffing (&

236



Configuration Guide

Error! Use the Home tab to apply %@ 1 to the text
that you want to appear here.

Table 10-1 Packet Collection Configuration Parameters

Parameter | Description
Interface Physical or logical interface on the network
Protocol Protocol used by the packet
IP IP address of the device
MAC MAC address of the device
The maximum amount of data allowed to be stored within a certain time
File Size period. If this limit is reached during packet obtaining, new packet
Limit obtaining will be stopped, or excess packets will be discarded. The
maximum limit is 10 MB.
The number of packets stored and analyzed during packet obtaining. The
maximum limit is 1500.
Packet
Count Limit 4\ Caution
You can configure either the packet count limit or the file size
limit, as they are mutually exclusive parameters.
You can select a wireless interface for packet obtaining only after
enabling this function. After this function is enabled, the interface will be
Wireless marked as Down, and the Wi-Fi network will be unavailable. To prevent
Sniffing users from forgetting to disable this function and causing the Wi-Fi
network to be unusable, the system will automatically disable this
function 10 minutes later after it is enabled.

(2) Packet obtaining can be stopped at any time. After that, a download link is

generated. Click this link to save the packet obtaining result in the PCAP format

locally. Use analysis software such as Wireshark to view and analyze the result.
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@ Packet Obtaining

Interface ALL

Protocol ALL

MAC

File Size Limit 10 MB

Packet Count Limit

Wireless Sniffing @

PCAP filel Click to download the PCAP file.p Click to delete the file.
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11Faqs

11.1 Login Failure

>

What can I do when I failed to log in to the web interface?

Perform the following steps:

(1)
(2)

(3)

(4)

Check that the Ethernet cable is properly connected to the LAN port of the device.

Before accessing the setup page, you are advised to choose Auto for the device
enabled with DHCP service to assign an IP address to the PC. If you want to configure
a static IP address for the PC, please make sure the IP address of the PC and the LAN
port are in the same IP range. The default IP address of the LAN port is
10.100.111.254, and the subnet mask is 255.255.255.0. The IP address of the PC
should be set to 10.100.111.X (X is an integer between 2 and 254), and the subnet
mask is 255.255.255.0.

Run the Ping command to check the connectivity between the PC and the device. If

the ping fails, please check the network settings.

If the login failure persists, restore the device to factory settings.

11.2 Factory Setting Restoration

>

How can I restore the device to factory settings?

Power on the device and press the Reset button for more than 5 seconds. The device is

restored to factory settings after it is restarted. Then, you can log in to the web interface
using the default IP address (10.100.111.254).

11.3 Password Loss

>

What can I do when I forget the password?

Webpage management password loss: Please enter the Wi-Fi password. If it is still

incorrect, please restore the device to factory settings.

Wi-Fi password loss: When the access point expands the Wi-Fi coverage, its Wi-Fi
password is consistent with that of the master router. Please check the configuration
of the master router and enter its Wi-Fi password. If the password is still incorrect,

please restore the device to factory settings and reconfigure the Wi-Fi password.
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Table 1-1 Default Open Port Information

Port Number Protocol Service

1883, 8883, 9883, 23561,

53562 TCP Self-organizing network service
53 TCP, UDP DNS domain name service
67 UDP DHCP service

5253 ubDP Roaming service

5257 UDP Layer 3 roaming service
3799 UDP RADIUS service

80, 443, 2062 TCP Web service

22872 TCP AP mesh service

6378, 6379, 6380 TCP Database service

12.2 User Privacy Log

To generate and store logs for certain privacy-related activities, users must first connect

their devices to the cloud.
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