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Preface
Intended Audience
This document is intended for:
e Network engineers
e Technical support and servicing engineers
e Network administrators
Technical Support

e Official website: https://help.lysoratech.com/

e Technical support email: support@lysoratech.com

Conventions

1. UI Conventions

UI Convention | Description Example

The interactive UI elements are in Click OK.

Boldface boldface, including buttons, tabs, | Select Config Wizard.

menus, and so on. Click the Clients tab.

The “>" symbol indicates a
> hierarchical relationship or a path | Select System > Time.

to a specific item.

2. Symbols

The symbols that may be found in this document are described as follows:

© warning

An alert that calls attention to important information which, if not understood or
followed, can result in data loss or equipment damage.



mailto:support@lysoratech.com

A\ Caution

An alert that calls attention to essential information which, if not understood or
followed, can result in function failure or performance degradation.

&’ Note

An alert that contains additional or supplementary information.

@ Specification

An alert that contains a description of product or version support.

3. Notes

This document provides configuration details (including model, description, port type,
and software interface) of the expected version for reference purposes only. In the
event of any discrepancy or inconsistency between the expected version and the actual

version, the actual version shall take precedence.
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1 Change Description

This chapter describes the major changes in software and hardware of different
versions and related documentation. For details about hardware changes, see the

release notes published with software versions.

1.1 Lysora 2.400

1.1.1 Hardware Change

The following table lists the applicable hardware models of this version.

Model Hardware Version
CPE3-P 1.xx
CPE5 1.xx

1.1.2 Software Feature Change

This is the baseline version, with no changes to software features.
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2 Login

2.1 Configuration Environment Requirements

e Browser: Google Chrome, Internet Explorer 9.0, 10.0, and 11.0, and some
Chromium/Internet Explorer kernel-based browsers (such as 360 Extreme Explorer)
are supported. Exceptions such as garble or format error may occur if an

unsupported browser is used.

e Resolution: 1024 x 768 or a higher resolution is recommended. If other resolutions are
used, the page fonts and formats may not be aligned, the GUI is less artistic, or other

exceptions may occur.

2.2 Default Configuration

Table 2-1 Default Web Configuration

Item Default Value

IP address 10.100.111.254

You can enter the initial password "admin" to log in, and
Password ) ] ) .
directly start the configuration after login.

2.3 Logging In to Web Management Interface on a PC

2.3.1 Connecting to the Device

You can open the management page and complete the bridge configuration only after
connecting a PC to the bridge. You can connect a PC to the bridge in either of the

following ways.
e Wired Connection

Connect a local area network (LAN) port of the bridge to the network port of the PC,
and set the IP address of the PC. See 2.3.2 Configuring the IP Address of the

Management PC.

e Wireless Connection
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On a mobile phone or laptop, search for wireless network Lysora-bXXXX. (XXXX is
the last four digits of the MAC address of each device, and the MAC address can be
found at the rear side of each bridge.) In this mode, you do not need to set the IP
address of the management PC, and you can skip the operation in 2.3.2Configuring

the IP Address of the Management PC.

2.3.2 Configuring the IP Address of the Management PC
Configure an IP address for the management PC in the same network segment as the
default IP address of the device (The default device IP address is 10.100.111.254, and the
subnet mask is 255.255.255.0.) so that the management PC can access the device. For

example, set the IP address of the management PCto 10.100.111.10.

4% Caution

The IP address of the management PC cannot be set to 10.100.111.253, because this IP
address is reserved by the device. If the management PC uses this IP address, it cannot

access the device.

2.3.3 Logging in to the Web Management Interface
(1) Enter the IP address (10.100.111.254 by default) of the bridge in the address bar of

the browser to open the login page.

& Note

® Byloggingin to the IP address 10.100.111.253, you will be redirected to the
home page of the primary device on the self-organizing network.

® If the static IP address of the device is changed, or the device obtains a new
dynamic IP address, the new IP address can be used to access the web
management interface of the device as long as the management PC and the
device are in the same network segment of a LAN.

(2) Onthe web page, enter the password and click Login to enter the web management

interface.
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Lysora

[ | have read and agreed User Agreement and

Lysora Data Processing Agreement.

Forgot Password (2

Supported browsers: Chrome, Internet Explorer versions 9 to 11

A\ Caution

® The default password for the device upon first login is admin. To ensure device
security, you need to reset the device password after the first login. For details, see
2.4.2Configuring Project Settings

® The login page will be locked for 60 seconds if you enter incorrect passwords
multiple times. You can press and hold the Reset button on the device for more
than 10 seconds when the device is powered on to restore it to factory settings.
After the restoration, you can use the default IP address and password for login.

® Restoring factory settings will delete the existing configuration and you are

required to configure the device again at your next login. Therefore, exercise
caution when performing this operation.

2.4 Initial Setup

(@ Specification

The initial setup page will be displayed only when the device is first configured or
restored to factory settings.
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2.4.1 Configuration Steps

(1) Configure project settings. For details, see 2.4.2Configuring Project Settings.

(2) Configure the WDS group settings. Based on your usage scenario, choose whether to
create a new WDS group or to add devices to an existing one. For creating a new

WDS group, see 2.4.31Creating a New WDS Group. For adding devices to an existing

WDS group, see 2.4.32Adding Devices to an Existing WDS Group.

(3) Wi-Fi Settings: Configure the bridges' management Wi-Fi network for connecting to

and managing the bridges. For details, see 2.4.4Wi-Fi Settings.

2.4.2 Configuring Project Settings

Enter the project name and password. Click Next.

®

Project Settings

* Project Name

* Password

There are four requirements for setting the password
The password must contain 8 to 31 characters.
The password must contain uppercase and lowercase letters,
numbers and three types of special characters.
The password cannot contain admin
The password cannot contain question marks, spaces, and

Chinese characters.

* Confirm Password
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& Note
® The password is used to log in to web management interface of the devices. Please
remember it. If you forget the password, press and hold the Reset button on a
device for more than 5s to restore factory settings.

® After configuration, all bridges in the bridge group use the same management
password.

2.4.3 Configuring WDS Group Settings

4% Caution

If devices are delivered in pairs, retain the default configuration in Group Settings.
Otherwise, modifying the bridge mode, bridge SSID, or WDS password may cause
bridge pairing failure.

1. Creating a New WDS Group

e Configuration in BaseStation Mode
(1) Set Bridge Group to Create New Group.
(2) Set Bridge Mode to BaseStation.

(3) Enter the WDS SSID and WDS password, and click Next.
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O

Project Settings

Bridge Group

Bridge Mode

* Bridge SSID

* WDS Password

Error! Use the Home tab to apply %@ 1 to the text
that you want to appear here.

®

Group Settings

© Create New Group Add to Current Group

: (g pe=—""10
@ omm .

BaseStation CPE

On a bridge network, only one On a bridge network, multiple CPEs

Lysora-wds-02AB

Default Password

e Configuration in CPE Mode

(1) Set Bridge Group to Create New Group.

(2) Set Bridge Mode to CPE. A pop-up window is displayed. Click Switch to CPE Mode.

(3) Click Next.
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Tip

When creafing a new project, you are advised to first add the

BaseStation. If the current device needs to serve as a CPE,

click Switch to CPE Mede.
Switch to CPE Mode

2. Adding Devices to an Existing WDS Group

(1) Set Bridge Group to Add to Current Group.

(2) Select the bridge mode.

© Note

When you set Bridge Group to Add to Current Group, Bridge Mode is set to CPE
by default. To set the bridge mode to BaseStation, check the reminder and click
Switch to BaseStation Mode in the pop-up dialog box.

Tip

On a bridge network, only one BaseStation can be deployed at
the network video recorder end. Verify that no BaseStation
exist on the target network.

Switch to BaseStation Mode m
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(3) Click Next.

® ®

Project Settings Group Settings

Bridge Group Create New Group

Bridge Mode

© omm '

BaseStation CPE

(4) The device automatically detects available WDS groups. Select the WDS SSID from the
Bridge Network List, enter the WDS password, and click Bridge Device.



Configuration Guide Error! Use the Home tab to apply #T@# 1 to the text
that you want to appear here.

Bridge Network List (1) X
SSID SN RSSI
Lysora-wds-E631 G ) Good 5

No SSID Available?
1. Make sure all devices are powered on and the device mode is correct.
2. If the SSID cannot be scanned, reboot the device or restore it to factory settings.

Please enter the WDS Password. x

Default Password

2.4.4 Wi-Fi Settings

Configure the Wi-Fi network of the bridges. After connecting a PC or mobile phone to
the Wi-Fi network, enter the IP address (10.100.111.254 by default) of the bridges in the
browser to log in to the bridges' web management interface for configuration and

management.

10
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@ @ ®
Project Settings Group Settings Wi-Fi
Wi-Fi settings Default settings © Custom settings
" SSID Lysora-b02AB
Security Open
Hide SSID The SSID must be manually entered exactly.)

Internet Access

Previous Finish

(1) Set Wi-Fi settings to Default settings or Custom settings.

e Default settings: The SSID is Lysora-bxxxx (xxxx is the last four digits of the device's

MAC address), and the Wi-Fi network is not encrypted by default.

Wi-Fi settings |@ Default settings Custom settings

* SSID

Security

e Custom settings: Enter the Wi-Fi name, select the Wi-Fi encryption type, and set the

Wi-Fi password. You can hide the Wi-Fi network as required.

© Note

® After the Wi-Fi name or password is changed, the Wi-Fi network is reset. Clients
need to reconnect to the Wi-Fi network to access the web management
interface.

11
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® When the Hide SSID feature is enabled, mobile phones or computers cannot
detect the Wi-Fi name, and users need to manually enter the correct name and
password. This can prevent unauthorized access and enhance network security.

Wi-Fi settings Default settings © Custom settings

“ SSID Lysora-b02AB

Security WPA-PSK

* Password
Hide SSID (The SSID must be manually entered exactly.)

Internet Access

Previous Finish
(2) Click Finish.

2.4.5 Completing the Configuration

After the project setup is complete, you will be automatically redirected to the web

management interface of the device.

To prevent accidental modification of bridge group settings for already paired bridges

during the initial setup in 2.4.3Configuring WDS Group Settings, the system will

automatically discover nearby bridges available for pairing when you access the web
management interface. You can directly select the devices to be bridged and click
Bridge Device to add the selected devices to the bridge group.
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Other Devices (1) X
Model SN RSSI Device Info WDS Password
defaultNetwork/
« 2 ¢ 8 Good
Lysora
Tips

1. If you failed to find the target device, scan the SSID to add the target device or make sure all devices are powered on
and the device mode is correct,

2. If you forgot the password, restore the device to factory settings.

3. Click Wireless to add devices by scanning the SSID.

Upon first login, the User Representations and Warranties pop-up window is displayed.

Please read it carefully and click OK.

User Representations and Warranties

By using downloading, or installing the licensed firmware, you make the following
representations and warranties on behalf of yourself and your authorized users:

1. You are responsible for ensuring that the device operates within the legal frequency
bands and transmit power limits for your local area. Additionally, you must update the
country/region code to reflect your location after creating the project.

2. You are prohibited from exporting products, imported from other countries/regions, to
the United States or any jurisdiction with restricted country/region codes, and from
using such products within these restricted areas.

By clicking "OK", you acknowledge that we are not liable for any legal risks arising
therefrom.
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2.5 Introduction to the Web Management Interface

2.5.1 Frequently-Used Controls on the Web Management Interface

V| — . D Search Ay | 21 Alert Center Engiish Exit
ysora 5 g @ | | | : |
ac "o Model: BASESI  IP: 1¢ Working Mode: BaseStation Swit L Seif- Organizing Network (2 : @) View Det

5) & @
[l wos Groups Q searct Network
0 Configure Network settings @
& Devices —
i | Network Mode
() System = Wireless

Network Mode (3} @ Bridg
40p Advanced

&) Tools WAN

(5) System nternet  DHCP

1P Address

Subnet Mask

Gateway 19:

DNS Server

Table 2-2 Frequently-Used Controls on the Web Management Interface

No. Description

Navigate to common functions of the device, including network-wide

management, device, and system functions.

Switch the language of the web management interface and exit the web

management interface.

Click the device under the One-Device menu to access the device

monitoring or configuration page.

® When Self-Organizing Network is enabled: The One-Device menu
displays the current login device and the primary device on the self-
3 organizing network. If the current login device is the primary device on

the self-organizing network, it is indicated by the 8 jcon.
o The B icon indicates the primary device on the self-organizing network.

o The 2 icon indicates the current login device.

® When Self-Organizing Network is disabled: The One-Device menu
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No.

Description

displays the current login device, indicated by the 8 jcon.

Current device information, work mode, Self-Organizing Network status, and

the reboot button.

The navigation bar for network-wide management, which includes common

functions applicable to all devices on the self-organizing network.

® Configuration options under the Network menu: The network
configuration navigation bar is displayed for unified management and
configuration of all devices on the network.

® Select One-Device and click Configure: The device configuration
navigation bar is displayed for configuring common features of the

standalone device.

Note: When you select One-Device and click Monitor, the navigation bar

will not be displayed in this pane.

Device monitoring and configuration pane:

® [n Pane 3, select a device and click Monitor: This will display the WDS

group information and port status of the device.
Lysora

D "N 7 Model 1P 162168.806  Warking Mode: BascStator a Sett- Grganizing Nework - @D

() WDS Groups.

«
D CPES(1) Scan Device

26d8m
& Port(3)

Lant Ensbis P

® [n Pane 3, select a device and click Configure: You can click the
configuration options in Pane 6 to configure the corresponding features

for the device.
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No. Description

Lysora

S sysiem
3 Wireless.

2.5.2 Network-wide Management Interface

Click a configuration item under the Network-Wide menu on the left navigation bar to
manage and configure devices on the self-organizing network. The configuration
functions and displayed content on the network-wide management interface vary
depending on whether the primary device on the self-organizing network is a Lysora LB
series bridge.

1. The Primary Device on the Self-Organizing Network Is a Bridge

When the primary device in the self-organizing network is a Lysora LB series bridge, the
Network menu includes only the WDS Group, Devices, and System options.

e Managing Bridge Groups

Choose Network-Wide > WDS Groups.

The interface displays information about the WDS groups on the network, including
project details, alarms, and bridging link status. Click Bridge Workspace to configure

common functions for the WDS group.
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Lysora
) Alarm
WDS Group Info WDs Groups 1 Y 58 Bridge Workspace
(e | [ oo
kG BaseStation 1 (Bridge] °
°
ystem
BaseStation CPE
&
. V Bridge - S a = Bridge
 comm:  Comm

e Managing Network-wide Devices
Choose Network-Wide > Devices.

The Device List displays all devices on the self-organizing network. Click Manage or

Reboot in the Action column to configure functions for the device or restart the device.

&’ Note

Configuration and reboot operations are only supported on devices that have Self-
Organizing Network enabled. For details, see 2.6Self-Organizing Network.

Lysora

Device List

e Network-wide system settings

Choose Network-Wide > System.

Lysora

One-Device Time

@ : SNMP
Network-Wide Compatibility Mode
1 oS Groups Password

& Devices
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Click System under the Network-Wide menu. Select a tab from the navigation bar on

the right to configure and manage devices on the network.

(1) Time: For details, see 8.6Configuring System Time.

(2) SNMP: For details, see 8.9Configuring SNMP.

(3) Compatibility Mode: For details, see 8.10Configuring Compatibility Mode.

(4) Password: For details, see 8.1Configuring Management Password.

2. The Primary Device on the Self-Organizing Network Is Not a Bridge

When the primary device on the self-organizing network is not a Lysora LB series bridge,
the Network-Wide menu includes Workspace, Devices, Clients and System. In
addition, the physical topology of the whole network is displayed on the web
management interface.

e Network-wide workspace

Choose Network-Wide > Workspace.

Lysora Search

Physical Topology a1 @1 an
» Connected >

Workspace

Devices 19
Client &
Quickse.. (0 e e LN
System T 140MBps | 4 552.96Kbps
Wirel ~
. = = = C
R esscescans
Radio Se. L
LRI0G-P
& 9 & |
Blocklist . Wireless . AP Mesh ° A
(LAN3 LANG/WAN3 Rotale
5} () (%] Gid (wan)

sW mm=_ .

& (] ® 152.24GT4SFP ® LiLite Refresh

Last Updated: 2025-10-10 04:00:15

Table 2-3 Description of the Workspace

No. Description

Displays the project name and whether the project is managed in Lysora
Cloud.
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No. Description

Displays the network-wide configuration items, including network-wide
2 service network planning, wireless functions, wired functions, and network-

wide system functions.

Displays the physical topology of the network. Click any device in the topology
3 to access the device configuration interface.

Click + Discover Devices on the top right corner to add devices.

e Network-wide device management
Choose Network-Wide > Devices.

The device list displays all devices on the self-organizing network. Click Manage or
Reboot to configure or reboot the selected device.

@ Specification

® When the primary device on the self-organizing network is not a bridge, restarting a
bridge is not supported on the Devices page. You need to go to the device

configuration page to perform the operation. For details, see 8.5Rebooting the
Device.

® When the primary device on the self-organizing network is a bridge, the Device
page only displays bridges on the network.

Lysora

m Gateway (1)  AP(1)  Switch(1) AC(0)  Router{0) Select Reboot Delete Offiine

Username Model SN IP/MAC Software Version Action

|: oo mam 152-24GT4SFP G 5 Lysora 2 1 Manage Reboot
Manage Reboot

Clients L35.2 LiLite G 8 Lysora &

Gateway

e Network-wide client management
Choose Network-Wide > Clients.

You can view wired clients, wireless clients, and clients not connected on the network.
The list displays the client name, connection mode, associated device, IP/MAC

addresses, IP binding status, rate, and related operations.
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Lysora

m Wired (0)  Wireless (0)  User not connected (1) Select 4 Block & Bind IP

Gateway @ The client going offline will not disappear immediately. Instead, the client will stay in the list for 3 more minutes.

Username SSID and Band Connected To IR/MAC Rate Action

(1) Click Not Bound in the IP/MAC column to bind the client to a static IP address.

(2) Click a button in the Action column to perform the corresponding operations on the

client:
o Wired clients: Only access control can be configured.

o Wireless clients: Access control, client association, and blacklisting can be

configured.
e Network-wide system settings
Choose Network-Wide > System.

Click System under the Network-Wide menu and select a tab from the navigation bar
on the right to configure and manage devices on the network. The specific functions
and function support are subject to the primary device. For details, see the configuration

guide of the primary device.

Lysora

@ cenfigu nd view system time

Gateway Backup & Import Current Time () 2025-10-10 09:32:05 m

2.5.3 One-Device Monitor/Configuration Page

Go to the configuration page:

e Method 1: Click the device under the One-Device menu on the left. After selecting

One-Device, you can monitor and configure the device.

e Method 2: Choose Network-Wide > Devices on the left, and click Manage to

manage the device.
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Lysora

Device List &

WDS Groups

(oo ]

System

7 .

1. One-Device Monitor Page

IPIMAC Software Ver (7

Uptime

Click Monitor. The page displays relevant information about the device, including the
peer device in the WDS group, bridging link status, CPE details, and port status. On the

Monitor page, you can perform antenna alignment, scan for CPE, and modify the port

status.
Lysora

7 Model

D IP- 192168886  Working Mode: BaseStation Seil- Organizing Network @ - @)
e
[l wos Groups
A+ Bridge Bridge
S Beicas Wodel. | 1 . « Model: ¢
________________________________________________ L .
SN SN G
© System P P 162 1
56
al Signal [ Agn | Rate + 156 + 270 Utilization 36 B Control Channel/Frequency 40/ 6200 B center Channel/Frequency 38/ 6190
WDS SSID Lysora-wds-02A8 Flow + 0.00 4 000 Noise Floor -88 © Active Time 8Day23HIS0MIn20Sec = Distance 015 KM
‘.
D CPEs(1) Scan Device .
MName Mode| SN IPMAC Rate Signal
T 156
29dBm
4o
Tetal 1 - 10/page
& Port(3)
Duplex Mode/Rat: Flow Control
Port Staty Acti
Config Status ~ Actua I Status Config Status I 5
LanT Enable Auto/Aut Fulb-Duphes D00M Enable Disable

details, see 5.1Antenna Alignment.

4 Bridge
Madel: | L ol
SN:t 7
IP:
5G
al signal  -25 diir Rate * 360 & 360 7 Utiization 27
WDS SSID Lysora-wds-02AB Flow T 0.00 + 10.16K Noise Flgor -86

21

Antenna alignment: Click Align to view the real-time RSSI in the pop-up window. For

Bridge

w Model ¢
SN:C
P

1 Control ChannelFrequency 40/ 5200
© Active Time

B Center ChannelFrequency 38/ 6190

9Day01Hr1E6Min08Sec 015 KM

& Distance
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Local

€9 -33 dém

H -38dBm

The differenc

H value should be t

CPE
Bridge
SN:G1TPBDMO000398
-21 dBm ﬁ-21 dBm
V -21dBm
LR
H -28dBm

value and the

he differe
H value should be L

e Scan for CPE: Click Scan Device to discover other bridges. For details, see

3.3Scanning to Pair and Add Devices.

A" Bridge
Model: | 1
SN ¢ 37
P 2
o ul Signal 28 am (G

= WDS SSID Lysora-wds-02AB

) CPEs(1)| se

Name

- s

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr 56
Rate * 130 + 360) Utilization 28
Flow T 560.00 4 660.00 Noise Floor -87 |
Model SN
G 8

1B Control Channel/Frequency 40/ 5200 Mz

Bridge

w  Model: C
SN: € 3
1P 2.1

B Center Channel/Frequency 38/ 5190

© Active Time 9Day01Hr17Min18Sec &= Distance 0.5 KM
56
IPIMAC Rate Signal
+ ome
-2848m
& 360
wat [l 0 woese

e Modify port settings: In the Port pane, click Edit to modify the port settings. For

details, see 4.5Port Settings.

& Port(3)

LANT
LAN2

LAN3

Status

Enable

Enable

Enable

Duplex Mode/Rate
Config Status Actual Status

Auto/Auto Full-Duplex/1000M
Auto/Auto

AutolAuto

2. One-Device Configuration Page

Config Status

Enable

Enable

Enable

Flow Control
Action

Actual Status

Disable

Configuration page: Click Config to manage and configure the selected device.
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Lysora
D " osn 7 Model IP- 192 168888  Working Mode BaseStatior Seff. Organizing Network (@ - D)
YOS Group: Hetwork
Devices
| Network Mode
System
Network Mode (3 @
________ 9
Too WAN
System intemet DHCP
1P Address.
Subnet Mask
Gateway
DNS
MTU 1500

Self-Organizing Network

The Self-Organizing Network function is enabled by default.

SN 7 Model E IP: 192168886  Working Mode: BaseStation £ d ’Self- Organizing Network (2 (J | ew Deta

Standalone mode: When the Self-Organizing Network function is disabled, the device
will not be discovered on the network, and will operate in standalone mode. After
logging into the web management interface, you can only configure and manage the
current login device. If you only need to configure one device or do not wish to apply
global configurations to the device, you can disable the Self-Organizing Network

function.

Self-Organizing Network mode: When the Self-Organizing Network function is
enabled, the device can be discovered on the network, and can discover other devices
on the network. These devices connect with each other based on their status to form a
network, and synchronize global configurations. You can log in to any device on the
network to configure and manage all devices on the network. Enabling this function
enhances network management efficiency. You are advised to keep this function
enabled.

When the device works in Self-Organizing Network mode, the web management
interface provides two configuration modes: Network-Wide mode and One-Device

mode. For details, see 2.5.2Network-wide Management Interface and 2.5.30ne-Device

Monitor/Configuration Page.
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2.7 Adding Devices to the Self-Organizing Network

« Specification

When the Self-Organizing Network function is enabled, the ability to discover and add
devices is subject to the primary device. If the primary device is a Lysora LB series
bridge, only other bridges on the network can be discovered and added. If the primary
device is not a Lysora LB series bridge, all types of Lysora devices can be discovered and
added.

2.7.1 The Primary Device on the Self-Organizing Network Is a Bridge

Choose Network-Wide > Devices.

(1) A prompt is displayed under Device List. Click Handle to add the unconnected

devices or other networks to the current network.

Device List

Device Model SN IPIMAC Software Ver (2 Uptime Action

(2) After you are redirected to the network list page, expand Other Network to select
the target devices and click Add to My Network.

@ Every network varies in devices and configuration. You can add devices of Other Network to My Network
| My Network

test (1 devices)

Device Model SN IP Address MAC Address Software Ver

= Device Model SN IP Address MAC Address Software Ver

(3) You do not need to enter a password if the device hasn't been configured previously.
If the device already has a password, you must enter the device's management

password. Adding the device will fail if the password entered is incorrect.
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Add Device to My Network X

* Password

Forgot Password m

2.7.2 The Primary Device on the Self-Organizing Network Is Not a
Bridge

(1) Add devices to a network:

e Method 1: When a new device joins the network via a wired connection, the system
prompts that there are other devices not yet connected. Click Handle to add the

unconnected devices or other networks to the current network.

Tip X

Devices outside your network have
been discovered. Handle

e Method 2: Choose Network-Wide > Workspace > Physical Topology, and click +
Discover Devices.

=] 1 &1 + Discover Devices

e Method 3: Choose Network-Wide > Devices. A prompt is displayed under Device
List. Click Handle to add unconnected devices or other networks to the current

network.

Device List &

Device Name
Device Model SN IPIMAC Software Ver (2 Uptime Action

y - C Lysora :

Bridge c G 8 Lysora 2

Total 2 n 10/page

(2) After you are redirected to the network list page, expand Other Network to select
the devices to be added and click Add to My Network.
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Lysora Search 1 glis
@ Every network varies in devices and configuration. You can add devices of Other Network to My Network. @
My Network
PC2_LR300 (8 devices) v
Model SN IP Address MAC Address Software Version
) Workspace Lysora
ﬁn Lysora
Devices
AP Lysora
{1 Clients
Lysora
System . AR Lysor
Lysora
Lysor
Lysora
Other Network
B Model SN 1P Address MAC Address Software Version
8 AP

Lysora

(3) You do not need to enter a password if the device hasn't been configured previously.
If the device already has a password, you must enter the device's management
password. Adding the device will fail if the password entered is incorrect.

Add Device to My Network X

* Password

Forgot Password m
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3 Wi-Fi Network Settings

3.1 Overview

3.1.1 BaseStation and CPE

Wireless bridges purchased in pairs can be automatically paired after power-on. The
wireless bridge also supports manual pairing by connecting to the Wi-Fi signal

broadcast by another bridge. For details, see 3.3Scanning to Pair and Add Devicess. In a

paired WDS group, bridges can work in BaseStation or Customer Premises Equipment
(CPE) mode.

e BaseStation: A bridge sending bridging signals is generally connected to the NVR
end in a surveillance room. A WDS group can contain at most one BaseStation.

e CPE: A bridge that enables customers to access ISP's communication services is

generally connected to the camera end. A WDS group can contain multiple CPE.

3.1.2 WDS Wi-Fi and Management Wi-Fi
e WDS Wi-Fi: A BaseStation broadcasts the WDS Wi-Fi signal. A CPE accesses the WDS

Wi-Fi and upload videos or other data to the BaseStation.

e Management Wi-Fi: Both the BaseStation and the CPE can broadcast a dedicated
management Wi-Fi network for device management purposes. You can connect to

this network to configure and manage your devices.

3.2 Switching Between BaseStation Mode and CPE Mode

A% Caution

Switching the mode will reboot the device. Therefore, exercise caution when performing
this operation.

If the original BaseStation fails, you need to set the new device to BaseStation mode to
replace the faulty device. If multiple CPE are required, a newly added device joining the

WDS group must be switched to CPE mode.

(1) You can check the current mode in the upper right corner of the web management

interface and click Switch Mode to switch the mode.
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Lysora &
- SN: ¢ 7 Model: | I IP:192.168.88.6 Working Mode: BaseStatio] Switch Mode & Self- Organizing Network (2 c View Details

(2) Inthe displayed dialog box, click Start.

Note

© You can reset the device to restore default pairing status.
Country/Region: United States (US)

Pairing Status: Non-Default

Work Mode: BaseStation

WDS SSID: Lysora-wds-02AB

Custom:

1.Support one-to-many (one BaseStation to many CPEs).
2 Replace the paired device.

Start

(3) Select a country or region, and click Next.

Country/Region

The country/region you select here must be the same as the
country/region of the WDS network.

Country/Region United States(US)

Previous Next

(4) Select the work mode, and click Next.

Mode Switchover

Work Mode BaseStation ]

BaseStation

Previous Next

CPE

(5) Enter the bridging SSID and password, and click Next.
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& Specification

This feature is supported only when the BaseStation mode is switched to CPE mode.

WDS SSID X
“WDS SSID Lysora-wds-02AB Scan ?
WDS Password Default Password
Previous

(6) Verify the settings on the Setup page. Then, click Save.

Setup

Work Mode: Switch BaseStation to CPE
WDS SSID:  Lysora-wds-02AB
WDS Password: Default Password

Country/Region: United States

3.3 Scanning to Pair and Add Devices

3.3.1 Overview

When a wireless bridge is added to a WDS group or connected to another wireless
bridge, you can scan the surrounding wireless bridges, compare their models, serial
numbers, and other information, and then select the bridging target.

3.3.2 Configuration Steps

Go to the configuration page:
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e Method 1: Choose One-Device > Monitor.

o For bridged devices, click Scan Device next to CPEs.

- i

' Bridge o Bridge

Model: | 5 . + Model: C
56
SN ¢ 37 SN € 3
P 1P
56

ol signal 28 aBm () Rate * 130 + 380 Utilization ~ 28 B Control Channel/Frequency 40/ 5200 B Center Channel/Frequency 38/ 6190

WDS SSID Lysora-wds-02AB Flow T 560.00 4 660.00 Noise Floor -87 © Active Time 9Day01Hr17Min18Sec == Distance 0.15 KM

5G
wat < [l 10page
o Forunbridged devices, click the add icon o.
A Bridge
o

e Method 2: Choose Network-Wide > WDS Groups. Select a WDS group, and click
Scan Device.

Lysora
Alarm
[
| WDS Group Info WODS Groups - 1 B
Lo J [ e
Devices BaseStation 1 (Bridge ° . .
cPE 1 1 wos ssi atarf © Good1) ¥ RSSO
System
- -
BaseStation CPE
y(/ Bridge £ - = al [ o | Bridge
N .
N - . b
=) e

After the device scan is complete, select the desired device, enter the bridging password

in the WDS Password field, and click Bridge Device. The selected device will be bridged.

If no device is displayed, click Re-scan.
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Other Devices (1) X
Model SN RSSI Device Info WDS Password
defaultNetwork/
« 2 ( 18 Good S
Lysora
Tips

1. If you failed to find the target device, scan the SSID to add the target device or make sure all devices are powered on
and the device mode is correct,

2. If you forgot the password, restore the device to factory settings

3. Click Wireless to add devices by scanning the SSID.

3.4 Displaying WDS Group Information
Choose Network-Wide > WDS Groups.
Displayed WDS group information includes the number of Base Stations and CPE in the

group, current working channel, SSID, latency, interference, wireless bandwidth and

quality, RSSI and quality, data rate, real-time traffic, and uptime. Hover the cursor over

" to view the detailed information of every item.

Alarm
WDS Group Info wDS Groups 1 - . ect 38 Bridge Workspace
[ wos Goupt JOUE
BaseStation: 1_(Bridge) Control ChannellFrequency Bandwidh @ Medium v
CPE 1 1 0 WDS SSID ce @ A F RSSI O G
- -
BaseStation CPE
f/ Bridge { ; N — 2T0Mbp = 13%Kbps  af 34 [ g | Bridge ¢ -
o | d
test & <@ Disconnected Connect to cloud
Hostname MAC Latency
Bridge « ] 1ms
Control Channel/Frequency : 40/5200 MHz Lateﬂcy@Fuent[‘} Jitter(0) Freeze(0) Bandwidth @: Good(1) Medium(0) Poor(0)
WDS SSID :Lysora-wds-02AB Interference @: Good(1) Medium(0) Poor(0) RS51 @: Good(1) Medium(0) Poor(0)
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@ Note

BaseStation is at the NVR end, while CPE is at the camera end.

3.5 Displaying the Information About a Bridge

Go to the configuration page:
e Method 1: Choose One-Device > Monitor.

e Method 2: Choose Network-Wide > WDS Groups. Click the device icon to view the
basic information of the selected device in the pop-up window that appears on the

right side of the page.

Alarm
WDS Group Info Wbs Gr 1 . R
Basestation: 1 yo °
0 o

. =

BaseStation CPE
Bridge : al 3100 G Bridge

= [ |

The page displays relevant information about the device, including the peer device in the
WDS group, bridging link status, CPE details, and port status. On the Monitor page, you
can perform antenna alignment, scan for CPE, and modify the port status.

Lysora
L t:
D " SNCTTTITT Model |P- 192168836  Working Mode BaseStation Selt- Organizing Network (3 - (D)
e
WDS Groups
*' Bridge — Bridge
Dew W Mode EE W Madel €. .
N 7 SN C
©) System P
56
Jl Signal 27  ign | Rate T 156 + 380 Utilizatio 27 8 Control ChannelFrequency 40/ 8200 B Center ChannelFrequency 38/ 5180
WDS 551D Lysora-wds-02A8 Flaw 1 0.00 4 000 Noise Fioor -83 © ActiveTime  SDay1BHZOMindSSec & Distance DS KM
B
) CPES(1) Scan Device 5G
N Model N Py R o
56
] -21dBn
%60 1
Total B .
& Port(3)
Duplex Mode/R Flow Control
fig 5 A [ Config 5 I 5
LaN o Autols Full Duplext1000M Enati Disab
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e Antenna alignment: Click Align to view the real-time RSSI in the pop-up window. For

details, see 5.1Antenna Alignment.

%' Bridge & D Bridge
Wadel | O, 5 Model C
SN € SN:C
[Cocall  1P: 192168886 1P 1 s 7
56 lsignal a7 IE"v Rate * 380 Mbps -+ 380 Mbp @ Utilization 26 % B Cantrol Channel/Frequency 40/ 5200 MHz B Center ChanneliFrequency 38/ 5180 MH:
= WDS SSID Lysora-wds-02AB Flow 1 0.00 bps + 10.16K bps Noise Floor -84 dBr © Active Time 9Day18Hr22Min07Sec & Distance 0.16 KM
I
X
BaseStation CPE
Bridge Bridge
SN:(¢ 7 Y osNe
=33 s 05 -33 dBm =21 s @9 -21d8m
V -33dBm ST S VL T |5 11
IRNRNNNNNRRRRNRNDDEDRNND IERRNNNNNINRRNRNDDDDDNND
H -38dBm H -27dBm
IRNRNNNNNRRRRNRNDDEDRNND IERRNNNNNINRRNRNDDDDDNND
V valu @ The difference bet value and the

H value should be below 5 dB

e Scan for CPE: Click Scan Device to discover other bridges. For details, see

3.3Scanning to Pair and Add Devices.

%' Bridge / D Bridge [
Model: | e e e e s ) PR S R S SRS R R e Model: C
SN: ¢ 37 SN € 3
1P: 192 1 P 1
5 2
€ Jlsgna 284 [ Align | Rate *+ 130 Mbp + 360 Mbps @ Utilization 28 1B Control Channel/Frequency 40/ 5200 Mz B Center Channel/Frequency 38/ 5190 M
= WDS SSID Lysora-wds-02A8 Flow T 560.0050s 4 660.00 b Noise Floor -87 d © Active Time 9Day01Hr17Min18Sec & Distance 0.15 KM
Name Model SN IPIMAC Rate signal
+ 10m
G 8 -28dBm
+ 360 Mt

Total 1 - 10/page

e Modify port settings: In the Port pane, click Edit to modify the port settings. For
details, see 4.5Port Settings.

& Port(3)
Duplex Mode/Rate Flow Control
Port Status Action
Config Status Actual Status Config Status Actual Status
LANT Enable Auto/Auto Full-Duplex/1000M Enable Disable
LAN2 Enable Auto/Auto Enable
LAN3 Enable Auto/Auto Enable
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@ Specification
The device at the NVR end does not involve channel width and RSSI, and only the device

at the camera end does.

3.6 Configuring a Bridging Wi-Fi Network for a Standalone
Device

3.6.1 Configuring the Work Mode

Choose One-Device > Config > Wireless > WDS.

Select the work mode as BaseStation or CPE.

| wos

Work Mode BaseStation

*WDS SSID BaseStation 2

CFPE

WDS Password

3.6.2 Setting the WDS SSID

A\ Caution

Configuring a WDS SSID will disconnect the WDS link. Incorrect WDS SSID will cause a
WDS connection failure. Therefore, exercise caution when performing this operation.

Choose One-Device > Config > Wireless > WDS.

@ Specification

This feature is only supported by bridges in CPE mode.
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WDS

Work Mode BaseStation
*WDS 551D Lysora-wds-02AB Scan 7

WDS Password Default Password

To prevent network exceptions, you are advised to keep the default WDS SSID unless

otherwise specified.

If a new WDS SSID is set for a device in a WDS group, other bridges in the group need to

change to the new SSID as well to connect with this device.

When a new device is connected, you can either configure a new WDS SSID or click Scan

to select a target WDS SSID.

To check the WDS SSIDs of WDS groups, choose Network-Wide > WDS Groups > WDS

Group Info. For details, see 3.4Displaying WDS Group Information.

WDS Group Info wbs Gr 1 @ 88 Bridge Workspace

WDS Group! )

BaseStation 1 (Bridge) YO n °

- -

BaseStation CPE

&7 »

Bridge . a [ Align | Bridge
 sw— Ol

3.6.3 Configuring the WDS Password

£\ Caution
Configuring a WDS password will disconnect the WDS link. An incorrect WDS password
will cause a WDS connection failure. Therefore, exercise caution when performing this

operation.

Choose One-Device > Config > Wireless > WDS.

A correct WDS password is required for a successful WDS link. To prevent unauthorized

devices from connecting to the WDS Wi-Fi network, high-security passwords are used
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for devices by default, and the password for devices of the same model is the same. You
are advised to change the password for devices in the entire network or in a WDS group

to prevent others from accessing the network using a device of the same model.
| wos
Waork Mode BaseStation
*WDS SSID Lysora-wds-02AB Scan 7

WDS Password D Default Password

3.6.4 Saving the Settings

After changing the WDS SSID or password, click Save to activate settings at once.

3.7 Configuring the WDS Password for a LAN

Choose Network-Wide > WDS Groups.

(1) Click Bridge Workspace.

Alarm

I WDS Group Info WDS Groups 1

33 Bridge Workspace

BaseStat 1 (Bridge) 0 h O

PE 1 1 3 WDS S ° " S50

s =

BaseStation CPE
& ~
vV Bridge al [ Aign |

ol -— — — — — S _—

) | a— |

(2) Click WDS Password.

36



Configuration Guide Error! Use the Home tab to apply #T@# 1 to the text
that you want to appear here.

I~
o (= 0
SSID Admin Password WDS Password

1
(2
IP Allocation Country/Region

apply to all bridges on the network

(3) Enter the password in the displayed dialog box, and click Save.

WDS Password

Change the bridge passwords of the devices in all bridge groups

* Password

* Confirm Password

4% Caution

® When configuring the WDS password for the entire network, ensure that all devices
in the network are online. Otherwise, the WDS passwords of the devices will be
inconsistent.

® Configuring the WDS password for the entire network will reconnect all devices in
the network. Therefore, exercise caution when performing this operation.

® [Ifthereis an unbridged device in the network, the WDS password cannot be
configured.

3.8 Configuring the WDS Password for a WDS Group

Choose Network-Wide > WDS Groups.

The default WDS password of devices is the same. Changing the WDS password can
prevent others from illegally accessing the user network by using a device of the same

model.

When configuring the WDS password for bridges in the entire network is unavailable or

unnecessary, you can click Change WDS Password to configure the WDS password for
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bridges in the WDS group. If there is an unbridged device in the group, the Change

WDS Password function will be unavailable.

Alarm

| WDS Group Info wDS Groups 1 %

o —
BaseStation 1 (Bridge) v 0 - width ©
CPE 1 1 0 WDS S5 °

= =
BaseStation CPE
zy
& =
V¥ Bridge : 3 al [ A | Bridge
- - "

— [ o— |

Change WDS Password

(Change the bridge password of the devices in this group.)

* Password

* Confirm Password

4\ Caution
® When configuring the WDS password for a WDS group, ensure that all devices in the
group are online. Otherwise, WDS passwords of the devices will be inconsistent.

® Configuring the WDS password for a WDS group will reconnect devices in the group.
Therefore, exercise caution when performing this operation.

® Ifthereis an unbridged device in the WDS group, this function will be unavailable.

3.9 Configuring the Management SSID for a Standalone
Device

Choose One-Device > Config > Wireless > Manage SSID.

@ Note

The management SSID is used for accessing the web management interface and
managing devices, and is isolated from the service network.
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3.9.1 Default Configuration

When Default Settings is selected, the management SSID of the device will

automatically be hidden after 2 hours, making it inaccessible for connection.

| Manage SSID

Wi-Fi settings | @ Default settings Custom settings

© SSID

Security

3.9.2 Custom Configuration

SSID: Indicates the Wi-Fi name to which the mobile phone or management PC connects

for accessing the web management interface and managing devices.

Security: The options include Open, WPA-PSK, WPA2-PSK, and WPA_WPA2-PSK. You
are advised to choose WPA_WPA2-PSK and set a password for security purpose.

Hide SSID: When the Hide SSID switch is toggled on, mobile phones or PCs cannot
discover the SSID. You need to manually enter the SSID and password for access. This

can prevent the SSID from being accessed by unauthorized users.

You can view the network-wide management SSID for each bridge group at Network-

Wide > WDS Groups > Bridge Workspace > SSID. For details, see 3.10Configuring the

Management Wi-Fi and Password for a LAN.

Internet Access: After it is toggled on, you can access the Internet through the management
SSID.
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Manage SSID

Wi-Fi settings Default settings © Custom settings

*SSID Lysora-b02AB

Security WPA_WPA2-PSK

* Password
Hide SSID (The SSID must be manually entered exactly.)

Internet Access

3.10 Configuring the Management Wi-Fi and Password for a
LAN

/\ Caution
® Once the configuration is saved, all bridges on the network will share the same SSID
and password.

® After the configuration is saved, the BaseStation and CPE devices in the network will
be reconnected. Therefore, exercise caution when performing this operation.

&’ Note

The management SSID is used for accessing the web management interface and
managing devices, and is isolated from the service network.

Choose Network-Wide > WDS Groups.

The default SSID for device management is Lysora-bXXXX. (XXXX is the last four digits of
the MAC address of each device, and the default management SSID varies with each
device.) You can set the same management SSID and password for all bridges in the
LAN.

(1) Click Bridge Workspace.
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‘OAlmn

I WDS Group Info WDS Groups 1

test & C§ Disconnected Connect to cloud
Change WDS Password
BaseStation 1 (Bridge) Control ChannelFrequency - 40/5200 MHz Latency @ Flueni(1) Jiner(0) Freeze(0) Bandwidth @ Good(1) Medium(0) Poor(0)

CPE 1 (Online 1, Offiine 0) WDS SSID Lysora-wds-02A8 Intorference @: Good(1) Medum(0) Poor(0)  RSSI@: Good(1) Medium{0) Poor{0)

Strong Signal mm  Medium Signal wes  Poor Signal mm
BaseStation

CPE
© y | ~> o
: Bridge & O Lok v Rt = 270Mbps Fiow ~> 139Kbps 4] - on ‘ Bridge &
360Mby 127Kbps v 1 BMin23S
- . - ps ~ 127Kbps  Act Day 18Hr1 BMin23Sec [\ anc e e
IP- 192,188 8886 | P 192168887

(2) Click SSID.

) (=) 0Q

SSID Admin Password WDS Password

E

IP Allocation Country/Region
Tip: The above functions apply to all bridges on the network.

(3) Setrelated parameters.

SSID Settings X

(Edit all management SSIDs broadcast by all devices to the same management SSID.)

Wi-Fi settings @ Default settings Custom settings
*8SID Lysora-b02AB @

Security Open

Save
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SSID Settings

Wi-Fi settings Default settings © Custom settings
" SSID Lysora-b02AB
Security WPA_WPA2-PSK
* Password
Hide SSID (The SSID must be manually entered exactly.)

Internet Access

SSID: The SSID is the name of the management Wi-Fi network.

Security: The options include Open, WPA-PSK, WPA2-PSK, and WPA_WPA2-PSK.

You are advised to choose WPA_WPA2-PSK and set a password for security purpose.

Hide SSID: When the Hide SSID switch is toggled on, mobile phones or PCs cannot
discover the SSID. Users need to manually enter the SSID and password for access.

This can prevent the SSID from being accessed by unauthorized users.

Internet Access: After it is toggled on, you can access the Internet through the

management SSID.

(4) Click Save.

3.11 Configuring the Country/Region Code for a Bridge

4% Caution

If you change the country/region code in the case of device disconnection, WDS
connection may fail.

Choose One-Device > Config > Wireless > Country/Region.

The country/region code switch will take effect on a single device. Configuring the
country/region code for a single device in bridging state will result in bridge
disconnection. For network-wide country/region code configuration, please refer to
3.12Setting the Country/Region Code for a WDS Group for details.
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Choose the target country/region from the drop-down list, and click Save.

| Country/Region

Country/Region @ United States(US)

A\ Caution
® After the country/region code is changed, the Wi-Fi network will restart, and the
BaseStation and the camera will be reconnected after the Wi-Fi network is restarted.

® The current channel may be switched to Auto because it is not supported by the
country/region. Therefore, exercise caution when performing this operation.

Setting the Country/Region Code for a WDS Group

A% Caution

If the target device is not on the network or if the bridge is disconnected during the
country/region code switch, it may lead to the device being unable to bridge properly.

The country/region code switch will take effect on all devices on the network, including
those listed on the homepage of the web management interface. Therefore, before
configuring the country/region code, you are advised to go to the homepage and check
whether the target devices are on the current network and their bridging status is

normal.
Choose Network-Wide > WDS Groups.

(1) Click Bridge Workspace.
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O Alarm

WDS Group Info WDS Groups 1

22 Biidgu Workipace
WDS Group?
on 1 (Bridge v ° F Bandwidth @

PE 1 o sl

BaseStation CPE

' 4
p‘:" Bridge » 270! al [ Asgn | Bridge
 — | — ‘

(2) Click Country/Region.

=) = 04

SSID Admin Password WDS Password

(3

IP Allocation Country/Region

Tip: The above functions apply to all bridges on the network
(3) After setting the country/region code, click Save.

Country/Region X

Country/Region @ United States(US)

3.13 Setting the SSID for a Single Bridge

3.13.1 Overview

The device detects the surrounding wireless environment and selects the appropriate
configuration upon power-on. However, network freezing caused by wireless
environment changes cannot be prevented. You can also analyze the wireless

environment around the bridge and manually select appropriate parameters.
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3.13.2 Getting Started

Before configuration, you can check the interference in the current environment in the

following way to find the optimal frequency.
Choose One-Device > Config > Wireless > Frequency & Transmit Power.

Click Interference to view the interference of each frequency. The frequency with the

smallest interference is the optimal frequency.

To view the interference details of each frequency, go to the Spectrum Scan page. For
details, see 5.2Spectrum Scan.

| Frequency & Transmit Power

5G Channel Width A0MHz

Channel/Frequency

Control Auto

Channel/Frequency

Auto Recovery The DFS channel is automatically restored to the active channel after the non-occupancy period (30 minutes).

Backup Center

Channel/Frequency

Backup Control

Channel/Frequency
Distance Auto &

Transmit Power m Lower Low Medium High Custom dBm

Advanced >
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") For more accurate interference information, <Tools / Spectrum Scan> Click

Analysis (Current Frequency: Autc) (i} Highest Roscan @
RFI Strength

2,500 ighest
2,000
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3.13.3 Configuring the Channel Width

Choose One-Device > Config > Wireless > Frequency & Transmit Power.

A narrower channel width indicates a more stable network with a smaller bandwidth.
Conversely, a wider channel width indicates a less stable network but with a larger
bandwidth. If the interference is severe in the wireless environment, choose a narrower

channel width to avoid network stalling.

The 5 GHz bridge supports 20 MHz, 40 MHz, and 80 MHz, while the 2.4 GHz bridge
supports 20 MHz and 40 MHz.

The default value is 20 MHz for 2.4 GHz and 40 MHz for 5 GHz. The default settings are

recommended.

After setting the channel width, click Save to make the configuration take effect

immediately.

/A Caution
Changing the channel will cause the BaseStation to disconnect and then reconnect to
the CPE. Exercise caution when performing this operation.
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| Frequency & Transmit Power

5G Channel Width 40MHz

Center Auto

Channel/Frequency

Control Auto

Channel/Frequency
Auto Recovery

Backup Center

Channel/Frequency

Backup Centrol

Channel/Frequency

Distance i

Transmit Power m Lower Low Medium High Custom dBm

Advanced >

3.13.4 Configuring Channels and Frequencies

&’ Note

The channel and channel width of bridges in CPE mode automatically match those of
bridges in BaseStation mode and cannot be modified.

Choose One-Device > Config > Wireless > Frequency & Transmit Power.

1. Configuring Center Channel/Frequency

The center channel/frequency is used for data transmission. The default value is Auto,
indicating that the device will automatically adapt to the surrounding environment
when powered on. In cases of severe wireless interference or slow data speeds, you can
select an optimal channel and frequency based on the interference analysis results.

Then, click Save to save your changes.

47



Configuration Guide Error! Use the Home tab to apply #T@# 1 to the text
that you want to appear here.

| Frequency & Transmit Power

5G Channel Width 40MHz

Center Auto

Channel/Frequency

Control Auto

Channel/Frequency
Auto Recovery

Backup Center

Channel/Frequency

Backup Control

Channel/Frequency
Distance Aute T

Transmit Power m Lower Low Medium High Custom dBm

Advanced >

Once the channel/frequency is changed on the bridge in BaseStation mode, the bridge

in CPE mode will automatically synchronize with the new settings.

Automatic frequency selection is enabled by default, that is, the device automatically

selects a frequency based on the surrounding environment when it is powered on.

Excessive wireless clients connected to a frequency can cause strong wireless
interference. Choose the optimal frequency identified through the proceeding analysis.

Click Save to make the configuration take effect immediately.

Once the frequency is adjusted at the NVR end, the CPE end will follow the frequency
configuration of the NVR end automatically. Independent frequency settings are not
supported on the CPE end.

&’ Note

® The available frequencies are subject to the country/region code. Select the country
or region where the device will be used.

® The preceding figure shows the frequency configuration for 5 GHz, and that for 2.4
GHz is the same.

® The bridge that supports only the 2.4 GHz frequency band does not support the 5
GHz frequency configuration.

48



Configuration Guide Error! Use the Home tab to apply #T@# 1 to the text
that you want to appear here.

44 Caution

Changing the frequency will cause the BaseStation to disconnect and then reconnect to
the CPE. Exercise caution when performing this operation.

2. Configuring Control Channel/Frequency

The control channel/frequency is used to transmit network control information,
reducing channel conflicts and interference. The default value is Auto, indicating that
the device will automatically adapt to the surrounding environment when powered on.

To modify the value, see 5.2Spectrum Scan.

| Frequency & Transmit Power

5G Channel Width 40MHz

Center Auto

Channel/Frequency

Control Auto

Channel/Frequency

Auto Recovery

Backup Center

Channel/Frequency

Backup Control

Channel/Frequency

Distance Auto

Transmit Power m Lower Low Medium High Custom dBm

Advanced >

3.13.5 Configuring a Backup DFS Channel

(4 Specification
® Only bridges supporting the 5 GHz band support this feature.

® This feature is only supported on devices operating in recorder (BaseStation) mode.
For a device in camera (CPE) mode, its channel and channel width are automatically
synchronized with those of the recorder (BaseStation) and cannot be modified.
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Choose One-Device > Config > Wireless > Frequency & Transmit Power.

When Center Channel/Frequency is set to a DFS channel, you can configure Auto
Recovery, Backup Center Channel/Frequency, and Backup Control
Channel/Frequency to ensure normal operation of the device in the event of DFS signal

detection.

| Frequency & Transmit Power

5G Channel Width 40MHz

Center = 56/5280 MHz (DFS)

Channel/Freguency

Control 54/5270 MHz (DFS)

Channel/Frequency

Auto Recovery

Backup Center

Channel/Frequency

Backup Control

Channel/Frequency

Distance

Transmit Power m Lower Low Medium High Custom dBm

Advanced >

e Auto Recovery: After it is toggled on, the device can automatically revert to the

original center channel/frequency after the 30-minute DFS non-occupancy period.

e Backup Center Channel/Frequency: When a DFS signal is detected on the center
channel, the device automatically switches to the backup channel to maintain normal

operation.

e Backup Control Channel/Frequency: It is used for transmitting network control

information in most cases, helping reduce channel conflicts and interference.

 Note

When Auto Recovery is toggled on without a backup channel configured, a device
backs off to another channel at random if the active channel is a DFS channel and the
device detects a radar signal on the channel. After the non-occupancy period ends, the
device switches back to the original active channel.
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3.13.6 Configuring the Distance

Choose One-Device > Config > Wireless > Frequency & Transmit Power.

The deployment distance between the bridge in BaseStation mode and the bridge in
CPE mode must be set manually, except for bridges that support automatic distance
measurement. In manual mode, you are advised to set a distance greater than the
actual distance. If the configured distance is too small, wireless performance is

degraded, and bridging may fail.

| Frequency & Transmit Power
§G Channel Width 40MHZz

Center Auto

Channel/Frequency

Control Auto

Channel/Frequency
Auto Recovery

Backup Center

Channel/Frequency

Backup Control

Channel/Frequency

Distance

Transmit Fower u Lower Low Medium High Custom dBm

Advanced >

The maximum distance vary with the devices: 3 km for the CPE3-P, and 5 km for the
CPES.

3.13.7 Configuring the Transmit Power

Choose One-Device > Config > Wireless > Frequency & Transmit Power.

Higher transmit power provides greater coverage but may introduce stronger

interference to surrounding wireless devices.

The default value is Auto, indicating that the transmit power is automatically adjusted.
In scenarios where wireless devices are densely deployed, lower power is

recommended.

When you select Lower, Low, Medium, or High, the transmit power is displayed in the
input box. If the default options do not meet your needs, you can select Custom and

enter the desired transmit power for wireless transmission.
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| Frequency & Transmit Power

§G Channel Width 40MHz

Center Auto

ChannelFrequency

Control Auto

Channel/Frequency
Auto Recovery

Backup Center

Channel/Frequency

Backup Control

Channel/Frequency

Distance Auto <

Transmit Power m Lower Low Medium High Custom dBm

Advanced >

3.13.8 Configuring the EIRP

Choose One-Device > Config > Wireless > Frequency & Transmit Power.

EIRP can be used to limit the transmit power of the device, ensuring compliance with

wireless signal transmission regulations.

 Note

The EIRP feature is enabled by default for bridges intended for the U.S. and Canadian
markets, but it is disabled by default for all other countries/regions.
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| Frequency & Transmit Power

5G Channel Width 40MHZ

Center 56/5280 MHz (DFS)

Channel/Frequency

Control 54/5270 MHz (DFS)

Channel/Frequency
Auto Recovery

Backup Center

Channel/Frequency

Backup Control

Channel/Frequency

Distance A

Transmit Power u Lower Low Medium High Custom dBm

err® @D

Antenna @ FEED ONLY - 16 dBi

* Gain dBi

3.13.9 Configuring the Antenna Gain

Choose One-Device > Config > Wireless > Frequency & Transmit Power.

Select the type of antenna for the device. If Custom is selected, enter the antenna gain.
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| Frequency & Transmit Power

§G Channel Width 40MHz

Center Auto

Channel/Frequency

Control Auto

Channel/Frequency
Auto Recovery

Backup Center

Channel/Frequency

Backup Control

Channel/Frequency

Distance \uto ¢

Transmit Power m Lower Low Medium High Custom dBm

Advanced ~

err® @D
Antenna (@ FEED ONLY - 16 dBi
* Gain dBi

3.14 Configuring TDMA Mode

@ Specification

This function is supported only in the BaseStation mode.

3.14.1 Overview
Time Division Multiple Access (TDMA) is specifically designed to address the challenge of
CPE nodes being hidden from each other over long distances. In the traditional Wi-Fi
mechanism utilizing Carrier Sense Multiple Access with Collision Detection (CSMA/CD),
the nodes are unable to listen to each other, leading to significant performance
degradation. With the TDMA mode enabled, the traffic of each node remains unaffected

by long distances, ensuring high performance.

3.14.2 Selecting the TDMA Mode

Choose One-Device > Config > Wireless > TDMA.
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1. Flexible mode

The flexible mode is the default TDMA mode. When enabled, it employs an algorithm to
automatically calculate the necessary time slots for each CPE or BaseStation.
Additionally, the ratio between BaseStation and CPE is dynamically adjusted to optimize

uplink and downlink traffic for maximum efficiency.

| Toma
ova @D
Mode (7) @ Flexible Fix

Advanced >

2. Fixed mode

The fixed mode is designed for scenarios that require traffic balance, consistent latency,
and consistent uplink and downlink throughput for each node. By utilizing fix intervals
(such as 5 ms, 8 ms, and 10 ms), the duration of each frame can be fixed to achieve a
consistent latency. In terms of the uplink and downlink throughput, you can set the
uplink and downlink ratio accordingly. Currently, there are five ratios available: 1:1, 1:2,

1:3, 2:1, and 3:1, which can be selected from the provided drop-down menu.

| TOMA

oma @D

Mode (7) Flexible Q@ Fix

TDD Ratio 11

The time slot of downlink and uplink base on 1:1
TDD Time Slot 5ms

Advanced >
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Configuration Guide

3. Expert mode

Expand Advanced and toggle on Expert Mode.

| TomMA

rowa @D

Expert Mode

!

on when using the expert mode

Enter the time slot value (1 ms or greater). The total time slots of all devices
must not exceed 160 ms. Reset

Bridge
[¢

Bridge

{ 8

A\ Caution

The expert mode is designed for situations where a specific node requires a dedicated
and fixed time slot, unaffected by algorithm adjustments. In this mode, the desired time
slot can be set by the customer. However, it is important to note that the expert mode is
not recommended for general customers and should only be configured by individuals
with relevant professional knowledge. Incorrect configuration in this mode may result in

the device failing to go online.
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4 Advanced Settings

4.1 Storm Control

Enable rate limiting on broadcast or multicast packets to avoid congestion on the air
interface.

The device supports rate limiting on specified broadcast packets (ARP and DHCP),
specified multicast packets (MDNS and SSDP), or all broadcast and multicast packets.

A\ Caution

Rate limiting takes effect on all devices over the network, that is, all bridges capable of
rate limiting on the homepage.

Choose One-Device > Config > Advanced > Storm Control.

I Network-wide Storm Control

Broadcast Traffic Disable Limit All © Limit Part
ARP Packets DHCP Packets
Multicast Traffic Disable Limit All © Limit Part
MDNS Packets SSDP Packets

* Rate Limit 100 Mbps

Current: 102400 Kbps. Range: 1 - 1700000 Kbps

4.2 Configuring Traffic Shaping

Choose One-Device > Config > Advanced > Traffic Shaping.

Toggle on Traffic Shaping. Set the uplink and downlink rate limits, and click Save to
limit the packet transmission rates. Improper rate limits may lead to packet loss. Please

proceed with caution.
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& Note

® The Traffic Shaping feature allows users to control egress traffic by limiting packet
rates.

® The Flow Control feature introduced in 4.5Port Settings can relieve the data

congestion caused by ports at different speeds and improve the network speed

o Traffic Shaping
This feature allows users to control egress traffic by limiting packet rates, which could lead to packet loss. Please proceed with caution

| Traffic Shaping

Traffic Shaping ()

“Uplink () 1000 Mbps

Current. 1024000 Kbps. Range: 512 - 35127296 Kbps

*Downlink () 1000 Mbps

Current: 1024000 Kbps. Range: 512 - 35127296 Kbps

e Uplink rate limit: This limits the packet transmission rate from the bridge in CPE
mode to the bridge in BaseStation mode, or from the bridge in BaseStation mode to

the uplink device.

e Downlink rate limit: This limits the packet transmission rate from the bridge in
BaseStation mode to the bridge in CPE mode, or from the bridge in CPE mode to

downlink devices.

Configuring One-Touch Pairing

When the One-Touch Pairing feature is enabled, a simple press of the One-Touch Pairing
button on the device triggers the mesh operation. During the mesh process, the
BaseStation promptly forms a mesh connection with the factory-configured and
unbridged CPE, streamlining the networking process.

Choose One-Device > Config > Advanced > One-Touch Pairing
Toggle on Enable and click Save.

Check whether the bridge is in BaseStation mode or CPE mode. If the bridge is currently
in BaseStation mode, pressing the One-Touch Pairing button on the wireless bridge will

bridge it to all nearby devices operating in CPE mode. If the device is currently in CPE
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mode, pressing the One-Touch Pairing button will switch it to BaseStation mode and

continue bridging with all nearby devices operating in CPE mode.

o One-Touch Pairing
After One-Touch Pairing is enabled, the BaseStation and unconfigured, unbridged CPE will form a mesh network by a simple press of the WPS button on the device

| One-Touch Pairing
Enable @D

@ Specification

The One-Touch Pairing feature is enabled by default.

Wi-Fi Protection

@ Specification

This feature protects the network against de-authentication attacks. It is successfully
enabled only when enabled on both the BaseStation and the CPE devices.

When there is any attacker in the operational environment of the bridge, the attacker
will transmit authentication attack packets to the bridge, resulting in abnormal
disconnection of the bridge. Enabling Wi-Fi Protection can safeguard the bridge from

authentication attacks.
Choose One-Device > Config > Advanced > Wi-Fi Protection.

This function is enabled by default. You can manually disable the Wi-Fi protection

function. Click Save.

o Wi-Fi Protection
This feature protects the network against de-authentication attacks. It is successfully enabled only when enabled on both the BaseStation and the CPE devices.

I Wi-Fi Protection
Enable @D

Port Settings

Choose One-Device > Monitor.

In the Port pane, click Edit to modify the port settings.
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Duplex Mode/Rate Flow Control

Config Status Actual Status Config Status Actual Status
Enable AutoiAuto Full-Duplex/1000M Enable Disable
Enable AutoiAuto 4 Enable

Enable AutoiAuto + Enable

Table 4-1 Port Configuration Parameters

Parameter

Description

Status

Enable or disable the port.

Rate

Set the data transmission rate of the port. The options are Auto, 10M,
100M, and 1000M. When selecting the port rate, ensure that the
connected device can communicate at the same rate. If a device only
supports a rate of 100 Mbps, but the port rate is set to 1000 Mbps,

communication may fail due to rate mismatch.

Working
Mode

Set the working mode of the port:

® Auto: The port automatically detects the working mode of the
connected device and automatically selects the full-duplex or half-

duplex mode based on the connected device.

® Full-duplex: In full-duplex mode, a port can send and receive data

simultaneously, achieving bidirectional communication.

® Half-duplex: In half-duplex mode, a port can only send or receive
data, but not both.

Flow Control

Port Flow Control function is enabled by default. When wired ports of
the device work in different rates, data blocking may occur, leading to
slow network speed. Enabling port flow control helps relieve the data

congestion.

© Note

The Traffic Shaping feature introduced in 4.2Configuring Traffic
Shaping allows users to control egress traffic by limiting packet

rates.

(2) Setthe port parameters and click OK.
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5 Tools

5.1 Antenna Alignment

/% Caution

® If the device is in BaseStation mode, you can view the information for all devices in
CPE mode.

® If the device is in CPE mode, you can view only information about the local device
and the device in BaseStation mode.

The Antenna Alignment tool can be used only when the device is in normal bridging
state. Proper alignment can help you achieve the best bridging signal. When the device
moves in the horizontal and vertical directions, the RSSI changes in real time.

Go to the configuration page:
e Method 1: Choose One-Device > Config > Tools > Antenna Alignment.

The page displays the RSSI of the device's bridging link. If the device is in BaseStation
mode and is bridged with multiple bridges in CPE mode, you can select any bridge in

CPE mode to view details of the bridging link.

o Antenna Alignment
Ensure proper alignment of the antennas by observing the fluctuations in signal strength

BaseStation CPE
Local
. Bridge Bridge
" osN 7 " SN 8
-2945m € -29 dBm -21 dBm @Y -21 dBm
V -29dBm e s S e e > V -21dBm
INRRRRRNRRRRRRRRERRENIN] LR LR L
H -41dBm H -24dBm
IIRRRRRNRNRRRERERRERNNY IRRRERERRREENRRRRRENNENE
CPES  View Details
Bridge
SN:C 8 '21 dBm

e Method 2: Choose One-Device > Monitor.

The page displays the RSSI of the device’s bridging link. Select a link and click Align to
view details of the bridging link.
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‘¥ Bridge [ D Bridge /
g:do‘zl £ i e = | IS.‘:d‘a\ -
P 1 IP: 192.168.88.
56 lsignal 2448 Rate * 156 1 i 360 “ Uiilizatien 26 1B Control ChannelFrequency 407 6200 MHz B Center ChanneliFrequency 38/ 5180 I4H
= WDS SSID Lysora-wds-02AB Flow 1 0.00 by 4 0.00 o Moise Floor -88 ® Active Time 9Day19Hr14Min32Sec &= Distance 015 KM
e Method 3: Choose Network-Wide > WDS Groups.
Select a link and click Align next to the RSSI, as shown in the following figure.
© Alarm
WDS Group Info wWDS Groups 1 o 22 Bridge Workspaco
WOS Group?
BaseStation. 1 (Bridge) ontrol ChannelFrequency - 4 A stency @ Fl Vdwidth © v
CPE 1 1 WDS SSID torforance © slo
i it =
BaseStation CPE
}(}7 Bridge ¢ il 34 Bridge & P
= —

The bridge group information that can be viewed includes the maximum vertical and

horizontal values of the BaseStation and camera in the bridge group, the optimal

historical RSSI, and the real-time vertical and horizontal
BaseStation
Bridge
SNt 7
'28 dBm &5 -27 dem
V -28dBm
ARNERERNRNENERNNNERDNDRDD
H -40dBm

5.2 Spectrum Scan

RSSIs.

CPE

Bridge
SN:G

-21 s
V-21dBm
IRERRRRRR R RRRRRRRRERENE

H -24dBm

49 -21 dém

Error! Use the Home tab to apply %@ 1 to the text

A\ Caution

Bridges will be disconnected during spectrum scanning.

performing this operation.

Exercise caution when
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(¥ Specification

This function is supported only in the BaseStation mode.

5.2.1 Overview

When a bridge is installed outdoors, outdoor base stations from other networks may
cause wireless interference that will impact the bridge’s performance. Spectrum scan
provides details on interference across all frequencies, and recommends a center
channel/frequency for data transmission and a control channel/frequency for

transmission of network control information based on the scan results.

5.2.2 Configuration Steps

Choose One-Device > Config > Tools > Spectrum Scan.

(1) Click Spectrum Scan.

o Evaluate the interference level of each channel to produce an interference score.

(2) Click OK on the pop-up window, and the device will begin scanning the surrounding

channels.
Tip X

The channel scan may take up to a few minutes, during which
the device may experience a temporary disconnection.

Continue?

o Center Channel/Frequency: 38/5190 MHz; Control Channel/frequency: — MHz

3/84
Scanning...

Total: 84 frequencies; scanned: 3 frequencies
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(3) After the scan is complete, you can click the 20 MHz, 40 MHz, or 80 MHz tabs to view

the frequency interference. The color gradient from left to right indicates the level of
interference, ranging from low to high.

& Specification

Only bridges supporting the 5 GHz band support the configuration of Backup
Channel/Frequency and Auto Recovery.

Last Scanning on: 2025/10/10 10:56:08
Center ChannelFrequency: 38/5190 MHz; Control Channelfrequency: 40/5200 MHz

Channel Width 20 MHz m 80 MHz |

= Active ChanneliFrequency Center  38/5190 MHz (standard) Control  auto

F Backup Center Control

ChanneliFrequency

Auto Recovery The DFS channel is automatically restored to the active channel after the non-occupancy 30 minute
Restricted DFSE Low Interference @ W W High Interference
= L]
SN:G1UQ30800243
LU LU LR LR
Frequency (MHz) 5170 5220 5270 5320 5525 5575 5625
Channel 34 44 54 64 105 15 125

(4) Hovering the mouse over it will display detailed information about the current

frequency, including throughput and estimated number of cameras that can be
supported.

Last Scanning on: 2025/10/10 10:56:08
Center ChannelFrequency: 38/5190 MHz: Control Channelffrequency: 40/5200 MHz

Channel Width 20 MHz m 80 MHz
= Active Channel/Frequency GCenter 36/5190 MHz (standard) Control  auto

= Backup Center Control

Channel/Frequency

Auto Recavery The DFS nnel is automatically restored to the v el after ti

Interference @ W M High Interference

5270 5320 5525 5575 5625 5675
54 G4 105 15 125 135

5745 5795
149 159

(5) Click the recommended optimal channels, select a control channel/frequency based
on the recommendation, and then click Change.
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© Note

When the device's active channel is a DFS channel, Backup Channel/Frequency

and Auto Recovery can be configured. For details, see 3.13.5Configuring a Backup
DFS Channel.

Last Scanning on: 20251010 10:56:08
Center ChannelFrequency: 38/5190 MHz, Control Channelfrequency. 40/5200 MHz

Channel Width 20 MHz m 80 MHz

|-Amm= Channel/Frequency Center  132/5660 MHz (DFS) Control 13015650 MHz (DFS)

F Backup Center - Control

Channel/Frequenc:
quency & Optimal frequency

+ Max. Uplink Throughput @
Auto Recovery DFS channel is automatically restored to the actiy

4 Max. Downlink Throughput (@

% Max. Numby Cameras R/ Interference @ W M High Interference

5270 5320 5525 5575 5625 5675 5745 5795
54 64 105 15 125 135 149 159

(6) Click OK on the pop-up window to change the frequency.
Tip X

The network service will be unavailable for a while. Do you

want to continue?

5.3 Bridge Speed Test

@ Specification
® The speed test is only supported on paired bridges.

® Before the speed test, ensure that the peer device is online. Otherwise, speed test
cannot be performed.

O Note

The actual test rate may be affected by various factors and fall below the device's
maximum rate. This is a normal phenomenon as long as it does not affect service
performance.
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Choose One-Device > Config > Tools > Bridge Speed Test.

(1) Select a test device and click Change Device. You can select the peer device that has

been bridged.

| setct pevice (e
Bridge
. - P.‘Jlmjlel'. 3 e
SN: € Bridge

IP: 192 168 88 8 Model: €

" OSN:«
IP: 192.168.88.7

(2) Setspeed test parameters.

I Speed Test Parameters

* Type Downlink speed Uplink speed

Packet Size (@ 128 byte 512 byte © 1500 byte Custom
Test Duration @ 5s QO 10s 30s Custom

* Maximum Latency (7) 0 ms

Start Speed Test Last Test Results

e Type: Select the downlink or uplink rates for the test (multiple selections are

supported):

o Downlink speed: Data transmission rate from the peer device to the local device

(indicated by the green arrow).

o Uplink speed: Data transmission rate from the local device to the peer device

(indicated by the blue arrow).

e Packet Size: Using smaller packets is more suited for evaluating network latency and
connectivity, whereas larger packets help test bandwidth utilization and the capacity
of network devices.

e Test Duration: A short duration reflects the peak rate, while a long duration reflects

the stable rate.

e Maximum Latency: The maximum acceptable network latency during the speed
test. A lower acceptable latency indicates a higher requirement for the network

environment. The default value is 0 ms.

(3) Click Start Speed Test.
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(4) After the speed test is complete, the test results will be displayed on the page. Click

Back to return to the speed test page.

) Erigge speea Test

Downlink Rate: Bridge < Bridge 99.6 mbps

-_ /__*\‘_ — T | |

/ / e = —
99
Mbps Uplink Rate: Bridge - Bridge == Mbps.

Bridge Bridge

. v Model: E ' e e e e mmm e e . Model: C
SN: G QT aN: 3
IP: 192168886 IP: 192.168.88.7

Speed Test Parameters

Packet Size Test Duration Maximum Latency Time

1500 byte 10s oms 2025-10-10 19:11:58
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6 Fault Diagnosis

A% Caution

If the issue persists despite following the troubleshooting methods provided in this
section, you may require remote support from a technician who will enable developer
mode to resolve the issue. We will ensure your data is protected during this process.

6.1 Alarm Information and Suggested Action

When bridges fail or lack some necessary security configuration, the system prompts
key alarms about the bridges on the homepage, so that users can handle the exceptions

promptly.
Choose Network-Wide > WDS Groups > Alarm.

Alarm

Configuration Alarms.

SSID is defaull configuration. Please chick i manage the SSID for all devices in the network
Hostname Not Set. 2. @

The network s using the default password. For security. please change the network WDS Password
Time Zone: L

Network Alarms

Cable Connection Error

6.1.1 Default Device Name Is Not Modified

Modifying device names can help you better distinguish each bridge. Unless otherwise

specified, you are advised to modify default device names.

When viewing the alarm, hover the cursor over the orange number of the prompt and

click < inthe displayed dialog box to modify the name of each device. (The orange
number, 2 in the figure, indicates the number of devices that still use the default name
in the network.) Enter the new device name and click OK to make the change take effect

immediately.

SSID is default config

Alarm
WDS o .
Configuration Alan Groug HOSNNNS MAG:

the netwerk.
wos
Bridge 1 '
Groupt
X

The network s using 1 NDS Password

Time Zone: wps Edithastname
Network Alarms. Group s
dge

Gable Connection Erol
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6.1.2 Default WDS Password Is Still Used by All Devices

The default WDS password of devices of the same model is the same. Changing the WDS

password can prevent others from illegally accessing the network by using a device of
the same model.

Click Click here to configure WDS Password, enter the new password, and click Save to
change the WDS password for the entire network.

Alarm

Configuration Alarms.

. Please click here to manage the SSID for all devices in the network.

ne defautt password. For securly, please change the nefwork WDS p,,\g.\-m:]

Time Zone -]
Network Alarms

Cable Connection Eror

ZA\ Caution
® When configuring the WDS password for the entire network, ensure that all devices
are online. Otherwise, WDS passwords of the devices will be inconsistent.

® Configuring the WDS password for the entire network will reconnect all devices in
the network. Therefore, exercise caution when performing this operation.

® Ifthereis an unbridged device in the network, the function of configuring the WDS
password for the entire network will be disabled.

6.1.3 Network Cable Is Disconnected or Incorrectly Connected

Hover the cursor over the orange number of the prompt to display the alarm details.

Click the suggested action to check the solution.

Alarm

Configuration Alarms.

SSID Is default configuration. Please click here to manage the SSID for all devices in the network
Hostname Not Set 2 @

The network Is using the default password. For securty, please change the network WDS Password
Time Zone °

Metwork Alarms

Canle Connection Eror. 1 . ez crc camaconmacion s g o episc o cae

6.1.4 Latency Is High or Bandwidth Is Insufficient

First, check whether the device latency is too high. If yes, the interference in the

environment may be severe. Then, you are advised to change to a frequency with
smaller interference.
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If not, increase the channel width. For frequency settings, see_ 3.13.3Configuring the
Channel Width

Choose One-Device > Config > Wireless > Frequency & Transmit Power.

A narrower channel width indicates a more stable network with a smaller bandwidth.
Conversely, a wider channel width indicates a less stable network but with a larger
bandwidth. If the interference is severe in the wireless environment, choose a narrower

channel width to avoid network stalling.

The 5 GHz bridge supports 20 MHz, 40 MHz, and 80 MHz, while the 2.4 GHz bridge
supports 20 MHz and 40 MHz.

The default value is 20 MHz for 2.4 GHz and 40 MHz for 5 GHz. The default settings are

recommended.

After setting the channel width, click Save to make the configuration take effect

immediately.

A% Caution

Changing the channel will cause the BaseStation to disconnect and then reconnect to
the CPE. Exercise caution when performing this operation.

Frequency & Transmit Power

5G Channel Width 40MHz

Center  Auto

Channel/Frequency

Control Auto

Channel/Frequency
Auto Recovery

Backup Center

Channel/Frequency

Backup Control

Channel/Frequency

Distance Auto <

Transmit Power m Lower Low Medium High Custom dBm

Advanced >

Configuring Channels and Frequencies. For channel width settings, see
3.13.3Configuring the Channel Width.
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To check whether the latency is too high, perform as follows:

Hover the cursor over the orange number of the prompt to display all WDS groups, and

click a group to display the details.

On the WDS Group Info page, check whether Latency is Freeze. If so, the latency is too

high. Otherwise, the latency is normal.

WDS Group Info WDS Groups - 1 ¢ 8 Bridge Workspace:
Basestation 1 (Brid o :l widih ©
o sio
BaseStation CPE
4 \
Bridge ¢ . FRRRETY 2iign | Bridge

w  MA 2 "

 o— —3

/% Caution

Frequency and channel width settings described in this section are performed on the
local device. You can click the IP address of a device to open the management page of
the device and set the frequency and channel width.

Radar Signal Interference

When the device detects a radar signal in a channel, it generates an alarm. Hover the

cursor over the orange number of the prompt to display alarm details.

Alarm

Configuration Alarms.

S5ID is default configuration. Flease click here to manage the SSID for all devices in the network

Hostname Mot Set. 2 . @

Admin Password Not Set or The Management Password is Inconsistent: 1 . Click here to change the passward
The network is using the default password. For security, please change the network WDS Password

Time Zone: sia/Shanghai @

Network Alarms

Cable Connection Error. 1. S

’ Radar Signal Interference Alarm 1 2sted Act /{ Itis recommended to select a non-DF S channel ( } to maintain the WDS connection l l

Network Alarms

wDS . Backoff T qr
i - g ostname ackoff Time
Cable Connection Error: 1 . Sugges Group Channel
Radar Signal Interference Alarl
WDS . .
Bridge &7 52 2025-10-11 17:09:18 9 7
Group1

WDS Group Info WDS Groups : 1
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According to the information about the WDS group and back-off channel in the alarm
record, check whether the current working frequency in the WDS group (group 2 in the
example) is consistent with that of back-off channels. (See 3.4Displaying WDS Group

Information.) If so, manually switch the frequency to a non-dynamic frequency selection
(DFS) channel. For details, see 3.13.3Configuring the Channel Width

Choose One-Device > Config > Wireless > Frequency & Transmit Power.

A narrower channel width indicates a more stable network with a smaller bandwidth.
Conversely, a wider channel width indicates a less stable network but with a larger
bandwidth. If the interference is severe in the wireless environment, choose a narrower

channel width to avoid network stalling.

The 5 GHz bridge supports 20 MHz, 40 MHz, and 80 MHz, while the 2.4 GHz bridge
supports 20 MHz and 40 MHz.

The default value is 20 MHz for 2.4 GHz and 40 MHz for 5 GHz. The default settings are

recommended.

After setting the channel width, click Save to make the configuration take effect

immediately.

A\ Caution

Changing the channel will cause the BaseStation to disconnect and then reconnect to
the CPE. Exercise caution when performing this operation.

Frequency & Transmit Power

§G Channel Width 40MHz

Center  Auto

Channel/Frequency

Control Auto

Channel/Frequency

Auto Recovery

Backup Center

Channel/Frequency

Backup Control

Channel/Frequency

Distance \uto <
Transmit Power m Lower Low Medium High Custom dBm
Advanced >
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Configuring Channels and Frequencies.

& Note

® Non-DFS channels include channels 36-48 and 149-165, corresponding to 5180 MHz
to 5260 MHz and 5745 MHz to 5825 MHz.

® This feature is supported only on bridges operating in the 5 GHz band. When a

radar signal is detected, an alarm is triggered and the operating frequency is
automatically switched.

Alarms are displayed in Alert Center when radar signals are detected. If the devices are
managed by Lysora Cloud and connected to the network, the alarm information will be

synchronized to Lysora Cloud.
| Atert List

Expand Alerts Suggestion Action

I Dot not to switch to a radar channel

Hostname SN Type Time Details Action

Radar detected on channel 52, causing
Local C 7 2025-10-11 17:09:23
channel backoff

Total 1 n 10/page

6.1.6 CPE Disconnection Alarm

@ Specification

CPE disconnection alarms are available only on specified BaseStations, including the
CPES.

Go to the configuration page:

e Method 1: Click Alert Center in the top navigation bar.
0 Alert Centeg

e Method 2: Choose One-Device > Config > Tools > Alarms.

When a CPE in a bridge group is disconnected, you can view the CPE disconnection

alarm on the BaseStation, including the disconnection time and reason.
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o View and manage alarms.

| Alert List

Expand  Alerts

Suggestion Action

Check whether the power supply to the CPE is normal, it is properly aligned, obstacles exist

between this CPE and the BaseStation, or the country/region cade on the CPE matches that

Hostname SN Type

Local «

6.2 Network Test Tool

on the B

Time Details Action

sn: ( 3 Disconnection Cause: The client is disconnected after
2025-10-10 11:20:46 the SSID or HT is set and disconnection packets are broadcast Disconnection

Time: 2025-10-10 11:20:21

Total 1 n 10/page

Choose One-Device > Config > Tools > Network Tools.

When you select the ping tool, you can enter the IP address or URL and click Start to

test the connectivity between the bridge and the IP address or URL. The message "Ping

failed" indicates that the bridge cannot reach the IP address or URL.

The Traceroute tool displays the network path to a specific IP address or URL.

The DNS Lookup tool displays the DNS server address used to resolve a URL.

6 Network Tools

Tool @ Ping Traceroute DNS Lockup

* IP Address/Domain

* Ping Count 4

* Packet Size 64

6.3 Collecting Fault Info

Choose One-Device > Config > Tools > Fault Collection.

Click Start to collect fault information and compress it into a file for engineers to

identify fault.
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o Fault Collection
Compress the configuration into a file for engineers to identify fault.
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Network Settings

Network Modes

Configuring the Network Mode

The device supports two network modes: bridge mode and router mode. The system

menu and functions vary with the network mode. A bridge is in bridge mode by default.

1. Bridge Mode

The device performs Layer 2 forwarding, and does not support the DHCP address pool
function. In bridge mode, it is used in combination with a routing device for networking.
The downlink devices' IP addresses are uniformly allocated and managed by the uplink

device (with a DHCP address pool). The bridge only performs transparent transmission.

If the network is already connected to the Internet, you are advised to select the bridge

mode.

2. Router Mode

The device has the routing function, and supports NAT routing and forwarding. The IP
address of the downlink device can be allocated by the bridge. Data is forwarded by the
bridge and NAT is supported.

In router mode, the device supports DHCP and static IP for Internet connection, and can

directly connect to the uplink device.

£4 Caution

After the device is switched to the router mode, its network settings will be changed.
The IP address of the LAN port will be changed to 192.168.130.1, and the DHCP server
will be enabled. You are advised to set the PC to automatically obtain an IP address, and
tologin to 10.100.111.254 to configure the device in router mode. Router mode is
supported only when the bridge acts as a CPE.

7.1.2 Configuration Steps

Choose One-Device > Config > Network > Network Mode.
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Select the required network mode. Hover the mouse over the 2 icon to view the help

information.

| Network Mode

Network Mode (7) @ Bridge

7.2 Configuring the IPv4 Address of the WAN Port

In bridge mode, the IPv4 address of the WAN port is only used for accessing the web

management interface, and does not affect the service network.

7.2.1 Allocating IPv4 Addresses to Bridges on the Network
1. Static IP Address

Choose Network-Wide > WDS Groups.

When a large number of devices on the network need to be configured with static IP
addresses, you can use the IP Allocation feature to automatically allocate a static IP

address to each device.

(1) Click Bridge Workspace.

Alarm

BaseStation CPE

(2) Click IP Allocation.
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~
= Es 0R
SSID Admin Password WDS Password
1 123
IP Allocation Country/Region
Tip: The above functions apply to all bridges on the network

(3) Inthe dialog box that appears, select Static IP Address from the Internet drop-
down list, enter the start IP address, subnet mask, gateway IP address, and DNS
server IP address. Then, click OK.

o
J

Hover the mouse over the @ icon to view the help information.

IP Allocation X

(Change the IP addresses of all devices.)

Internet Static IP Address
* Start IP Address ~ 192.168.88.2 2]
* Subnet Mask 2552552550
* Gateway 192.166.88 1
*DNS Server

IP Count 253

A Caution
® The start IP address cannot be on the same network segment as the current IP
address. Otherwise, the configuration will fail.

® After the configuration is saved, the device IP address will change, and you may fail
to access the device's web management interface. In this case, you need to enter
the new IP address in the browser's address bar for login. Ensure that the IP
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addresses of the management PC and the device are on the same network
segment. If they are not on the same network segment, change the management
PC's IP address. For details, see 2.3.2Configuring the IP Address of the Management
PC. Therefore, exercise caution when performing this operation.

2. DHCP

Choose Network-Wide > WDS Groups.

When a large number of devices on the network require dynamic IP addresses, you can
configure dynamic IP addresses for all devices on the network, so that each device can

dynamically obtain an IP address.

(1) Click Bridge Workspace.

Alarm

WDS Group Info WDS Groups 1
WDS Groupt
BaseStation -
24
?{” Bridge ;
 s— |

(2) Click IP Allocation.

P~
o Eé D[-al
SSID Admin Password WDS Password
1
(2
IP Allocation Country/Region

(3) Select DHCP from the Internet drop-down list. Then, click OK.
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IP Allocation X

(Change the IP addresses of all devices.)

Internet ‘ DHCP ‘

HCP does not require an account.

7.2.2 Configuring an IP Address for the WAN Port

Choose One-Device > Config > Network > WAN.

(1) Select the Internet connection type. You are advised to select DHCP for networks
with a DHCP server, or Static IP for networks without a DHCP server. If Static IP is
selected, enter the IP address, subnet mask, gateway IP address, and DNS server

address.

(2) Click Save.

| wan

Internet DHCP
DHCP does not require an account
IP Address 192.168.88.6
Subnet Mask 2552552550
Gateway 19216888225
DNS Server 192.168.88.225

*MTU 1500

44 Caution

After the IP address and subnet mask are changed, you may fail to access the device's
web management interface. In this case, you need to enter the new IP address in the
browser's address bar for login. Ensure that the IP addresses of the management PC
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and the device are on the same network segment. If they are not on the same network
segment, change the management PC's IP address. For details, see 2.3.2Configuring the

IP Address of the Management PC. Therefore, exercise caution when performing this
operation.

7.3 Modifying the MTU

WAN port MTU indicates the maximum transmission unit (MTU) allowed by the WAN
port. The default value is 1500 bytes. However, at times, ISP networks may limit the
speed of large data packets or block their transmission. This can lead to slow network
speeds or even disconnections. In such cases, you are advised to set a smaller MTU

value.
Choose One-Device > Config > Network > WAN.

Enter the MTU value, and click Save.

| wan

Internet DHCP

IP Address 192.168.88.¢
Subnet Mask 2552552550
Gateway 192.168.88.225

DNS Server 192.168.88.225

*MTU 1500

7.4 Changing the IP Address of a LAN Port

& Specification

This function is supported only when the network mode of the device is set to router
mode.

Choose One-Device > Config > Network > LAN.
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Enter the IP address and subnet mask, and click Save. After changing the IP address of

the LAN port, enter the new IP address in the browser to access the web management

interface of the device for configuration and management.

LAN DHCP Clients Static IP Address List ARP List

*|P Address 192.168.130.1

* Subnet Mask 255.255.255.0

DHCP server @)

* Start IP Address 192.168.130.1
*|P Count 254
* Lease Time (Min) 30

Block Local Web (2)

Table 7-1 LAN Configuration Parameters

Parameter

Description

IP Address

This IP address is the default gateway IP address for

devices connected to the internet through this LAN.

Subnet Mask

Subnet mask of devices on the LAN.

After this function is enabled, devices on the LAN can
automatically obtain IP addresses. You need to configure

the start IP address to be assigned, number of IP

DHCP Server
addresses to be assigned, and address lease time for the
DHCP server, as well as other DHCP server options. For
details, see 7.5Configuring the DHCP Server.
Start IP address of the IP address range automatically
Start IP Address

allocated by the DHCP server. The start address should be

on the network segment calculated based on the IP
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Parameter Description

address and the subnet mask.

The number of assignable IP addresses, which is

IP Count )
determined by the LAN segment and the start IP address.
Lease time of the automatically assigned IP addresses.
Lease Time (Min) When the lease time expires, devices on the LAN will obtain

IP addresses again.

After this function is enabled, you cannot log in to the web
management interface of the CPE through the LAN port.
You can only log in to the web management interface of
Block Web Access ) )
the CPE by connecting to the SSID or connecting to the
NVR (BaseStation) to access the web management

interface of the CPE.

7.5 Configuring the DHCP Server

@ Specification

This function is supported only when the network mode of the device is set to router
mode.

7.5.1 Overview

In router mode, the DHCP server function can be enabled on the device to automatically
assign IP addresses to clients, so that clients connected to the LAN ports of the device

can obtain IP addresses for Internet access.

7.5.2 Configuring the DHCP Server

Choose One-Device > Config > Network > LAN.

DHCP Server: This function is enabled by default when the network mode of the device is
set to router mode. When the device is used as the only routing device on the network,

you are advised to keep this function enabled. When multiple routing devices are
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connected to the uplink device through the LAN port, you are advised to disable this

function.

A\ Caution
If the DHCP Server function is disabled on all devices on the network, clients cannot

automatically obtain IP addresses. You need to enable the DHCP Server function on one
device or manually configure a static IP address for each client for Internet access.

Start IP Address: Start IP address of the DHCP address pool. A client obtains an IP
address from the address pool. If all the addresses in the address pool are used up, no

IP address will be assigned to the clients.
IP Count: Number of IP addresses in the address pool.

Lease Time (Min): Lease time of IP addresses. When a client is connected, the leased IP
address is automatically renewed. If a leased IP address is not renewed due to client
disconnection or network instability, the IP address will be reclaimed after the lease
time expires. After the client connection is restored, the client can request for an IP

address again. The default lease time is 30 minutes.

" |P Address 192.168.130.1

* Subnet Mask 255.255.255.0

DHCP Server (:)

* Start IP Address 192.168.130.1
*|P Count 254

* Lease Time (Min) 30

Block Local Web (2)

7.5.3 Viewing the DHCP Client
Choose One-Device > Config > Network > LAN > DHCP Clients.
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View the client addresses automatically allocated by thorough DHCP. Find the target
client and click Convert to Static IP in the Status column, or select desired clients and
click Batch Add. The dynamic address allocation relationship is added to the static
address allocation list, so that the host can obtain the bound IP address for each
connection. For details on how to view the static address allocation list, see Section

7.5.4Configuring Static IP Addresses.

No. Device Name IP Address MAC Address Remaining Lease Time({min) Status

1 ] 192.168.140.135 d8.ce-3afa-ae 38 30

Up to 300 static binding entries are supported. Total 1 n 10/page

7.5.4 Configuring Static IP Addresses
Choose One-Device > Config > Network > LAN > Static IP Addresses.

The page displays all configured static IP addresses.

Click Add. In the pop-up window, enter the device name, MAC address and IP address of
the client to be bound, and click OK. After a static IP address is bound, the bound IP

address will be obtained each time the client connects to the network.

=]

No. Device Name IP Address MAC Address Action

1 k 1141 00:11:22:33:44:55

n 10/page Total 1
Add

Device Name @
* IP Address

* MAC Address
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7.5.5 Configuring ARP Binding
Choose One-Device > Config > Network > LAN > ARP List.
The device learns the IP address and MAC address of the network devices connected to
its interfaces and generates the corresponding ARP entries. You can enable ARP guard

and configure IP-MAC binding to restrict Internet access of LAN hosts and improve

network security.

(1) Select a dynamic ARP entry in the ARP list and click Bind. You can select multiple
entries to be bound at one time and click Bind Selected to bind them.

[ ]

No. Device Name MAC Address IP Address Type Action
1 t 8 192.168.140.135
2 L A 0 192.168.88.225
n 10/page Total 2

(2) Click Add, enter the device name, IP address and MAC address to be bound, and click
OK. The input box can display existing address mappings in the ARP list. You can click

a mapping to automatically enter the address mapping.

Add

Device Name @
* IP Address

* MAC Address

To remove the binding between a static IP address and a MAC address, click Delete

in the Action column.

No. Device Name MAC Address IP Address Type Action

1 K 192 168 140 135

2 K ) 192.168 88 225

B o o2
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7.6 Blocking Web Access

¥ Specification

This function is supported only when the network mode of the device is set to router
mode.

Choose One-Device > Config > Network > LAN.

After this function is enabled, you cannot log in to the web management interface of the
camera through the LAN port of the PC. You can only access the web management

interface of the camera through the SSID or by connecting to the BaseStation.
*IP Address 192.168.130.1

* Subnet Mask 255.255.255.0

DHCP Server ()

* Start IP Address 192.168.130.1
*IP Count 254

* Lease Time (Min) a0

Block Local Web (2)
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3 System Settings

8.1 Configuring Management Password

Go to the configuration page:

e Method 1: Choose Network-Wide > System > Password.

Admin Password
Change the management passwords of all devices.

* Old Password

* New Password

There are four requirements for setting the password:
- The password must contain 8 to 31 characters
- The password must contain uppercase and lowercase letters, numbers and three types of special characters.
- The password cannot contain admin.

- The password cannot contain question marks, spaces, and Chinese characters.

* Confirm Password

e Method 2: Choose Network-Wide > WDS Groups.

(1) Click Bridge Workspace.

Alarm
l»‘.‘DSG;m; o ¥ <
- 1 L D
.
- -
BaseStation CPE
[ al [ Asn Bridge
o | =

(2) Click Admin Password to change the login password for all devices.
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3 (=) 0R

SSID Admin Password WDS Password

E

IP Allocation Country/Region
Tip: The above functions apply to all bridges on the network
If there is an unbridged device in the network, the link will be unavailable.

X

o Admin Password
Change the management passwords of all devices.

* Old Password

* New Password

There are four requirements for setting the password:
- The password must contain 8 to 31 characters.
- The password must contain uppercase and lowercase letters,
numbers and three types of special characters.
- The password cannot contain admin.

- The password cannot contain question marks, spaces, and Chinese

characters.

* Confirm Password

/\ Caution
® This password is used to log in to web management interface of any device in the
network.

® Ifthereis an unbridged network in the network, the function of configuring the

admin password will be disabled.

8.2 Configuring Session Timeout Duration

Choose One-Device > Config > System > Management > Session Timeout.
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If no operation is performed on the page within a period of time, the session will be
down. When you need to perform operations again, enter the password to open the

configuration page. The default timeout duration is 3600 seconds, that is, 1 hour.

o Session Timeout
* Session Timeout 3600 Sec

Save

8.3 Configuring Config Backup and Import
Choose One-Device > Config > System > Management > Backup & Import.
Configure backup: Click Backup to download a configuration file locally.

Configure import: Click Browse, select a configuration file backup on the local PC, and

click Import to import the configuration file. The device will restart.

Backup & Import
o If the target version is much later than the current version, some configuration may be missing.
It is recommended to choose Reset before importing the configuration. The device will be rebooted automatically later
I Backup Config

I Import Config

File Path Browse

8.4 Resetting Factory Settings

Choose One-Device > Config > System > Management > Reset

Click Reset to restore factory settings.

Reset
Resetting the device will clear the current configuration. If you want to keep the configuration, please Back up the profile first.
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/4 Caution

This operation will clear existing settings and restart the device. Therefore, exercise
caution when performing this operation. If there is any configuration in the current
system, please export the configuration before resetting the device.

Rebooting the Device

Choose One-Device > Config > System > Reboot.

Click Reboot to reboot the device immediately.

6 Reboot
Please keep the device powered on during reboot.

£\ Caution
Please keep the device powered on during reboot. Otherwise, the device may be

damaged.

Configuring System Time

Choose Network-Wide > System > Time.

You can view the current system time. If the time is incorrect, check and select the local
time zone. If the time zone is correct but time is still incorrect, click Edit to manually set
the time. In addition, the bridge supports Network Time Protocol (NTP) servers. By
default, multiple servers serve as the backup of each other. You can add or delete local

servers as required.
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Time
Configure and view time

Current Time  2025-10-10 11:48:09 m
* Time Zone (GMT+8:00)Asia/Shanghai

*NTP Server north-america pool.ntp org Add
south-america.pool.ntp.org Delete
time.windows.com Delete
pool.ntp.org Delete
time.cloudflare.com Delete
europe.pool.ntp.org Delete

time_apple.com Delete

8.7 Performing Update and Displaying the System Version

8.7.1 Online Update

Choose One-Device > Config > System > Update > Online Update.

If there a new version available, you can click it for an update.

A\ Caution

After being updated, the device will reboot. Therefore, exercise caution when
performing this operation.

If no version update is detected or online update cannot be performed, check whether
the bridge is connected to the Internet.

Online Update
Online update will keep the current configuration. Please do not refresh the page or close the browser. You will be redirected to the login page automatically after update.

Current Version Lysora 2

92



Configuration Guide Error! Use the Home tab to apply #T@# 1 to the text
that you want to appear here.

8.7.2 Local Update

Choose One-Device > Config > System > Update > Local Update.

You can view the current software version, hardware version and device model. If you
want to update the device with the configuration retained, check Keep Config. Click
Browse, select an update package on the local PC, and click Upload to upload the file.

The device will be updated.

o Local Update

IModel |
Version Lysora 2
Keep Config (If the target version is much later than the current version, it is recommended not to keep the configuration.)

Update File Browse

/% Caution

After being updated, the device will reboot. Therefore, exercise caution when
performing this operation.

8.8 Switching System Language

& English

Click in the upper right corner of the page.
Select the target language from the drop-down list.
& English ~
[N

English

& Note

Only Chinese and English are available.

93



Configuration Guide Error! Use the Home tab to apply #T@# 1 to the text

8.9

8.9.1

that you want to appear here.

Configuring SNMP

@ Specification

SNMP is supported on CPE5 only.

Overview

The Simple Network Management Protocol (SNMP) is a protocol for managing network
devices. Based on the client/server model, it can achieve remote monitoring and control

of network devices.

SNMP uses a manager and agent architecture. The manager communicates with agents
through the SNMP protocol to retrieve information such as device status, configuration

details, and performance data. It can also be used to configure and manage devices.

SNMP can be used to manage various network devices, including routers, switches,
servers, firewalls, etc. You can achieve device management through the SNMP
configuration interface and monitor and control devices through the third-party

software.

8.9.2 Global Configuration

1. Overview

The purpose of global configuration is to enable the SNMP service and make the SNMP
protocol version (v1/v2c/v3) take effect, so as to achieve basic configuration of local

port, device location, and contact information.

SNMP v1: As the earliest version of SNMP, SNMP v1 has poor security, and only supports
simple community string authentication. SNMP v1 has certain flaws, such as plaintext
transmission of community strings and vulnerability to attacks. Therefore, SNMP v1 is

not recommended for modern networks.

SNMP v2c: As an improved version of SNMP v1, SNMP v2c supports richer functions and
more complex data types, with enhanced security. SNMP v2c performs better than
SNMP v1 in terms of security and functionality, and is more flexible. It can be configured

according to different needs.

SNMP v3: As the newest version, SNMP v3 supports security mechanisms such as
message authentication and encryption compared to SNMP v1 and SNMP v2c. SNMP v3

has achieved significant improvements in security and access control.
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2. Configuration Steps

Choose Network-Wide > System > SNMP > Global Config

(1) Enable the SNMP service.

Are you sure you want to Enable SNMP?To

o proceed, please add SNMP v3 users by selecting

View/Group/Community/User Access Control

before using the SNMP service.

ca“cel n

When it is enabled for the first time, SNMP v3 is enabled by default.
(2) Click OK in the pop-up window.

(3) Set SNMP service global configuration parameters.
SNMP Service @ ()

* SNMP Version v v2c v3

* Local Port 161
# Device Location Company

* Contact Info Lysora@Lysora.com

Save

Table 8-1 Global Configuration Parameters

Parameter Description

SNMP Server Indicates whether SNMP service is enabled.

Indicates the SNMP protocol version, including v1, v2¢, and
SNMP Version )
v3 versions.
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Parameter Description

Local Port The port range is 1 to 65535.

) ) 1-64 characters. Chinese characters, full-width characters,
Device Location )
question marks, and spaces are not allowed.

1-64 characters. Chinese characters, full-width characters,
Contact Info )
question marks, and spaces are not allowed.

(4) After the SNMP service is enabled, click Save to make basic configurations such as

the SNMP protocol version number take effect.

8.9.3 View, Group, Community, Client Access Control
1. Configuring Views

e Overview

Management Information Base (MIB) can be regarded as a database storing the status
information and performance data of network devices. It contains a large number of
object identifiers (OIDs) to identify the status information and performance data of
these network devices.

Views in SNMP can limit the range of MIB nodes that the management system can
access, thereby improving the security and reliability of network management. Views
are an indispensable part of SNMP and need to be configured or customized according

to specific management requirements.

A view can have multiple subtrees. The management system can only access MIB nodes
in these subtrees, and cannot access other unauthorized MIB nodes. This can prevent
unauthorized system administrators from accessing sensitive MIB nodes, thereby
protecting the security of network devices. Moreover, views can also improve the
efficiency of network management and speed up the response from the management

system.
e Configuration Steps

Choose Network-Wide > System > SNMP > View/Group/Community/Client Access

Control.

(1) Click Add under the View List to add a view.
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View List [ Delete Selected

View Name Action
all

none

Up to 20 entries can be added Total 2 n 10/page

(2) Configure basic information of a view.

Add ~

* View Name
QID

Add Included Rule Add Excluded Rule

Rule/OID List [ Delete Selected

Up to 100 entries are allowed.
Rule oID Action

MNo Data

Total 0 10/page n Go to page 1

Table 8-2 View Configuration Parameters

Parameter Description

Indicates the name of the view.

View Name
1-32 characters. Chinese or full width characters are not allowed.
oID Indicates the range of OIDs included in the view, which can be a single
OID or a subtree of OIDs.
There are two types of rules: included and excluded rules.
® Theincluded rule only allows access to OIDs within the OID range.
Type Click Add Included Rule to set this type of view.

® Excluded rules allow access to all OIDs except those in the OID

range. Click Add Excluded Rule to configure this type of view.
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& Note

A least one OID rule must be configured for a view. Otherwise, an alarm message will

appear.

(3) Click OK.
2. Configuring v1 and v2c Users

e Overview

When the SNMP version is set to v1/v2c, user configuration is required.

SNMP Service (0 ()

* SNMP Version vl v2cC v3

* Local Port 161
* Device Location Company

* Contact Info Lysora@Lysora.com

 Note

Select the SNMP protocol version, and click Save. The corresponding configuration
options will appear on the View/Group/Community/User Access Control page.

e Configuration Steps

Choose Network-Wide > System > SNMP > View/Group/Community/Client Access

Control.

(1) Click Add in the SNMP v1/v2c Community Name List pane.

98



Configuration Guide
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Community Name

Up to 20 entries can be added.

(2) Add av1/v2c user.

Add

* Community Name
* Access Mode

Read-Only

* MIB View all

Error! Use the Home tab to apply %@ 1 to the text

that you want to appear here.

Access Mode

Add View +

@ Delete Selected

MIB View Action

Total 0

10/page

Table 8-3 v1/v2c User Configuration Parameters

Parameter Description

® 8-32 characters.

® It must contain at least three character categories, including
Community uppercase and lowercase letters, digits, and special characters.
Name

® Admin, public or private community names are not allowed.

® Question marks, spaces, and Chinese characters are not allowed.

Access Mode

community name.

Indicates the access permission (read-only or read & write) for the

MIB View

all, none).

The options under the drop-down box are configured views (default:

 Note

® Community names cannot be the same among v1/v2c users.
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® C(lick Add View to add a view.

3. Configuring v3 Groups

e Overview

SNMP v3 introduces the concept of grouping to achieve better security and access
control. A group is a group of SNMP users with the same security policies and access
control settings. With SNMP v3, multiple groups can be configured, each with its own

security policies and access control settings. Each group can have one or more users.
® Prerequisites

When the SNMP version is set to v3, the v3 group configuration is required.

SNMP Service @ ()

* SNMP Version V1 V2¢ v3

* Local Port 161

* Device Location Company

* Contact Info Lysora@Lysora.com

& Note

Select the SNMP protocol version, and click Save. The corresponding configuration
options will appear on the View/Group/Community/User Access Control page.

e Configuration Steps

Choose Network-Wide > System > SNMP > View/Group/Community/Client Access
Control.

(1) Click Add in the SNMP v3 Group List pane to create a group.
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SNMP v3 Group List »

@ Delete Selected

Group Name Security Level Read-Only View Read & Write View Notification View Action

default_group Auth & Privacy all none none Edit Delete

Up to 20 entries can be added. Total 1 n 10/page

(2) Configure v3 group parameters.

Add :

* Group Name

* Security Level ~ No Auth & No Privacy

* Read-Only View  all Add View +
* Read & Write View all Add View +
* Notification View none Add View +

Table 8-4 v3 Group Configuration Parameters

Parameter Description

Indicates the name of the group.

1-32 characters.
Group Name

Chinese characters, full-width characters, question marks,

and spaces are not allowed.

Indicates the minimum security level (authentication and
Security Level encryption, authentication but no encryption, no

authentication and encryption) of the group.

Read-Only View The options under the drop-down box are configured
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Parameter Description

views (default: all, none).

The options under the drop-down box are configured

Read & Write View
views (default: all, none).

. The options under the drop-down box are configured
Notify View )
views (default: all, none).

& Note

® A group defines the minimum security level, read and write permissions, and scope
for users within the group.

® The group name must be unique. To add a view, click Add View.

(3) Click OK.

4. Configuring v3 Users

® Prerequisites

When the SNMP version is set to v3, the v3 group configuration is required.

SNMP Service @ ()

* SNMP Version vl v2¢C v3

* Local Port 161
* Device Location Company

* Contact Info Lysora@Lysora.com

Save

@ Note

Select the SNMP protocol version, and click Save. The corresponding configuration
options will appear on the View/Group/Community/User Access Control page.
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e Configuration Steps

Choose Network-Wide > System > SNMP > View/Group/Community/Client Access

Control.

(1) Click Add in the SNMP v3 Client List pane to add a v3 user.

SNMP v3 Client List

. Encryption
Username Group Name Security Level Auth Protocol Auth Password Protocol
rotocol

Up to 50 entries can be added.

(2) Configure v3 user parameters.

Add

* Username

* Group Name

* Security Level | Auth & Privacy

* Auth Protocol MD5 * Auth Password

* Encryption Protocol  AES * Encrypted Password

[ Delete Selected

Encrypted
R Action
Password

Total 0 n 10/page

Table 8-5 v3 User Configuration Parameters

Parameter Description

Username

® 8-32 characters.

Username

characters.

® It must contain at least three character categories, including

uppercase and lowercase letters, digits, and special

® Admin, public or private community names are not allowed.
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Parameter

Description

® Question marks, spaces, and Chinese characters are not

allowed.

Group Name

Indicates the group to which the user belongs.

Security Level

Indicates the security level (authentication and encryption,
authentication but no encryption, and no authentication and

encryption) of the user.

Auth Protocol, Auth

Authentication protocols supported:
MD5/SHA/SHA224/SHA256/SHA384/SHAS512.

Authentication password: 8-31 characters. Chinese characters,
full-width characters, question marks, and spaces are not allowed.

It must contain at least three character categories, including

Password o _
uppercase and lowercase letters, digits, and special characters.
Note: This parameter is mandatory when the security level is
authentication and encryption, or authentication but no
encryption.
Encryption protocols supported: DES/AES/AES192/AES256.
Encryption password: 8-31 characters. Chinese characters, full-

Encryption width characters, question marks, and spaces are not allowed.

Protocol,

. It must contain at least three character categories, including

Encryption

Password uppercase and lowercase letters, digits, and special characters.
Note: This parameter is mandatory when the security level is
authentication and encryption.

© Note

® The security level of v3 users must be greater than or equal to that of the group.

® There are three security levels, among which authentication and encryption

requires the configuration of authentication protocol, authentication password,

encryption protocol, and encryption password. Authentication but no encryption

only requires the configuration of authentication protocol and encryption protocol,

while no authentication and encryption does not require any configuration.

104




Configuration Guide Error! Use the Home tab to apply #T@# 1 to the text
that you want to appear here.

8.9.4 SNMP Service Typical Configuration Examples
1. Configuring SNMP v2c

e Application Scenario

You only need to monitor the device information, but do not need to set and deliver it. A
third-party software can be used to monitor the data of nodes like 1.3.6.1.2.1.1 if v2c

version is configured.
e Configuration Specification
According to the user's application scenario, the requirements are shown in the

following table:

Table 8-6 User Requirement Specification

Item Description
) Included rule: the OID is .1.3.6.1.2.1.1, and the custom view
View range )
name is "system".
, For SNMP v2¢, the custom community name is "public”,
Version
and the default port number is 161.
Read & write permission Read-only permission.

e Configuration Steps

(1) Inthe global configuration interface, select v2c and set other settings as default.

Then, click Save.
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SNMP Service (B ()

* SNMP Version vl vac v3

* Local Port 161

* Device Location Company

* Contact Info Lysora@Lysora.com

Save

(2) Add a view on the View/Group/Community/Client Access Control interface.

a. Click Add in the View List pane to add a view.

View List [@ Delete Selected

View Name Action
all

none

Up to 20 entries can be added Total 2 n 10/page

b. Enter the view name and OID in the pop-up window, and click Add Included

Rule.
Add X
* View Name system
oID 1.3
Rule/OID List M Delete Selected

Upto 100 entries are allowed.

Rule oID Action
Included 1.3 Delete
Total 1 10/page n Go to page 1

c. Click OK.
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(3) On the View/Group/Community/Client Access Control interface, enter the SNMP

v1/v2c community name.
a. Click Add in the SNMP v1/v2c Community Name List pane.

SNMP v1/v2c Community Name List v

:] [ Delete Selected

Community Name Access Mode MIB View Action

Up to 20 entries can be added Total 0 B 10/page
b. Enter the group name, access mode, and view in the pop-up window.

Add

*COmITIUI"Iity Name snmpi\,r2c7group

* Access Mode Read-Only

* MIB View system Add View +

c. Click OK.

2. Configuring SNMP v3

® Application Scenario

You need to monitor and control devices, and use the third-party software to monitor
and deliver device information to public nodes (1.3.6.1.2.1). The security level of v3 is

authentication and encryption.
e Configuration Specification
According to the user's application scenario, the requirements are shown in the

following table:

Table 8-7 User Requirement Specification

Item Description

Included rule: the OID is .1.3.6.1.2.1, and the custom view

View range ) o
name is "public_view".
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Item Description

Group name: group

Security level: authentication and encryption
Group configuration Select public_view for a read-only view.
Select public_view for a read & write view.

Select none for a notify view.

User name: v3_user

Group name: group

Configuring v3 Users Security level: authentication and encryption
Authentication protocol: MD5

Encryption protocol: AES

Version For SNMP v3, the default port number is 161.

e Configuration Steps

(1) On the global configuration interface, select v3, and change the port number to 161.

Set other settings to defaults. Then, click Save.

SNMP Service & ‘:)

* SNMP Version v v2cC v3

* Local Port 161
* Device Location Company

* Contact Info Lysora@Lysora.com

(2) Add a view on the View/Group/Community/Client Access Control interface.

a Click Add in the View List pane.
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View List [ Delete Selected

View Name Action
all

none.

b Enter the view name and OID in the pop-up window, and click Add Included

Rule.
Add <
* View Name public_view
QID 1.3.2
Rule/OID List [ Delete Selected

Up to 100 entries are allowed.

Rule oID Action
Included 1.3.2 Delete
Total 1 10/page n Go to page 1

¢ Click OK.

(3) On the View/Group/Community/Client Access Control interface, add an SNMP v3
group.
a Click Add in the SNMP v3 Group List pane.

@ Delete Selected

SNMP v3 Group List

Group Name Security Level Read-Only View Read & Write View Notification View Action
default_group Auth 8 Privacy all none none Edit Delete
Up to 20 entries can be added. Total 1 n 10/page

b Enter the group name and security level on the pop-up window. As this user has
read and write permissions, select public_view for read-only and read & write
views, and select none for notify views.
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Add .

* Group Name snmp _v3_group

* Security Level  Auth & Privacy

* Read-Only View system Add View +
* Read & Write View system Add View +
* Notification View none Add View +

¢ Click OK.
(4) On the View/Group/Community/Client Access Control interface, add an SNMP v3

user.

a Click Add in the SNMP v3 Client List pane.

SNMP v3 Client List v
[ Delete Selected
5 Encryption Encrypted R
Username Group Name Security Level Auth Pretocol Auth Password Action
Protocol Password
No Data
Up to 50 entries can be added. Total 0 n 10/page

b Enter the user name and group name in the pop-up window. As the user's
security level is authentication and encryption, enter the authentication protocol,
authentication password, encryption protocol, and encryption password.

Add ~

* Username snmp_v3_user
* Group Name snmp_v3_group

* Security Level  Auth & Privacy

* Auth Protocol MD5 * Auth Password
* Encryption Protocol ~ AES * Encrypted Password
Cancel m
¢ Click OK.
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8.9.5 Configuring Trap Service

Trap is a notification mechanism of the Simple Network Management Protocol (SNMP)
protocol. It is used to report the status and events of network devices to administrators,
including device status, faults, performance, configuration, and security management.
Trap provides real-time network monitoring and fault diagnosis services, helping

administrators discover and solve network problems in a timely manner.

1. Enabling Trap Service

Enable the trap service and select the effective trap version, including v1, v2¢, and v3

versions.
Choose Network-Wide > System > SNMP > Trap Setting.

(1) Enable the trap service. When the trap service is enabled for the first time, the

system will pop up a prompt message. Click OK.

X

@) Are you sure you want to Enable trap?

Cancel n

(2) Setthe trap version. The trap versions include v1, v2c, and v3.

Trap Service ()

* Trap Version v v2c v3

Save

(3) After the trap service is enabled, click Save for the configuration to take effect.

2. Configuring Trap v1 and v2c Users

e Overview
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Trap is a notification mechanism that is used to send alerts to administrators when
important events or failures occur on devices or services. Trap v1/v2c are two versions in

the SNMP protocol for network management and monitoring.

Trap v1 is the first version that supports basic alert notification functionality. Trap v2c is
the second version, which supports more alert notification options and advanced

security features.

By using trap v1/v2c, administrators can promptly understand problems on the network

and take corresponding measures.

® Prerequisites

Once trap v1 and v2c versions are selected, it is necessary to add trap v1v2c users.
® Procedure

Choose Network-Wide > System > SNMP > Trap Setting.

(1) Click Add in the Trap v1/v2c Client List pane to add a trap v1/v2c user.

Trap v1/v2c Client List D [ Delete Selected

Up to entries are allowed.

Dest Host IP Version Number Port ID Community Name Action

Total 0 10/page “ Go to page 1

(2) Configure trap v1/v2c user parameters.

Add

* Dest Host IP
*Version Number v

* Port Receiving Trap

Message

* Community

Name/Username
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Table 8-8 Trap v1/v2c User Configuration Parameters

Parameter Description

IP address of the trap peer device. An IPv4 or IPv6 address
Dest Host IP
is supported.

Version Number Trap version, including v1 and v2c.

Port ID The port range of the trap peer device is 1 to 65535.

Community name of the trap user.
® 8-32characters.

® [t must contain at least three character categories,

_ including uppercase and lowercase letters, digits, and
Community name/User .
special characters.

name
® Admin, public or private community names are not
allowed.
® Question marks, spaces, and Chinese characters are
not allowed.
& Note

® The destination host IP address of trap v1/ v1/v2c users cannot be the same.

® Community names of trap v1/ v1/v2c users cannot be the same.

(3) Click OK.

3. Configuring Trap v3 Users

e Overview

Trap v3 is a network management mechanism based on the SNMP protocol. It is used to
send alert notifications to administrators. Unlike previous versions, trap v3 provides
more secure and flexible configuration options, including authentication and encryption

features.
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Trap v3 offers custom conditions and methods for sending alerts, as well as the
recipients and notification methods for receiving alerts. This enables administrators to
have a more accurate understanding of the status of network devices and to take timely

measures to ensure the security and reliability of the network.

® Prerequisites

When the v3 version is selected for the trap service, it is necessary to add a trap v3 user.
e Configuration Steps

Choose Network-Wide > System > SNMP > Trap Setting.

(1) Click Add in the Trap v3 Client List pane to add a trap v3 user.

Trap Service (@D
Trap Version v1 v2c
Trap v3 Client List B @ Delete Selected
Up to entries are allowed.
Dest Host IP Port ID Username Security Level Auth Password Encrypted Password Action
) Data
Total 0 10/page n Go to page 1

(2) Configure trap v3 user parameters.

Add ~
* Dest Host IP * Port Receiving Trap
Message
* UUsername * Security Level Auth & Privacy
* Auth Protocol ~ MD5 * Auth Password
* Encryption Protocol ~ AES * Encrypted Password
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Table 8-9 Trap v3 User Configuration Parameters

Parameter

Description

Dest Host IP

IP address of the trap peer device. An IPv4 or IPv6 address is

supported.
Port ID The port range of the trap peer device is 1 to 65535.
Name of the trap v3 user.
® 8-32characters.
® It must contain at least three character categories,
including uppercase and lowercase letters, digits, and
Username special characters.

® Admin, public or private community names are not

allowed.

® Question marks, spaces, and Chinese characters are not

allowed.

Security Level

Indicates the security level of the trap v3 user. The security
levels include authentication and encryption, authentication

but no encryption, and no authentication and encryption.

Auth Protocol, Auth

Password

Authentication protocols supported:
MD5/SHA/SHA224/SHA256/SHA384/SHA512.

Authentication password: 8-31 characters. Chinese characters,
full-width characters, question marks, and spaces are not
allowed. It must contain at least three character categories,
including uppercase and lowercase letters, digits, and special

characters.

Note: This parameter is mandatory when the security level is
authentication and encryption, or authentication but no

encryption.

Encryption Protocol,

Encryption Password

Encryption protocols supported: DES/AES/AES192/AES256.

Encryption password: 8-31 characters. Chinese characters, full-
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Parameter

Description

width characters, question marks, and spaces are not allowed.

It must contain at least three character categories, including

uppercase and lowercase letters, digits, and special characters.

Note: This parameter is mandatory when the security level is

authentication and encryption.

 Note

The destination host IP address of trap v1/ v1/v2c users cannot be the same.

8.9.6 Trap Service Typical Configuration Examples

1. Configuring Trap v2c

® Application Scenarios

During device monitoring, if the device is suddenly disconnected or encounters an

abnormality, and the third-party monitoring software cannot detect and handle the

abnormal situation in a timely manner, you can configure the device with a destination
IP address of 192.168.110.85 and a port number of 166 to enable the device to send a

v2c trap in case of an abnormality.

e Configuration Specification

According to the user's application scenario, the requirements are shown in the

following table:

Table 8-10 User Requirement Specification

Item

Description

IP address and port

number

The destination host IP is 192.168.110.85, and the port

number is 166.

Version

Select the v2 version.

Community name/User

Trap_user
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Item Description

name

e Configuration Steps

(1) Select the v2c version in the Trap Setting interface and click Save.

Trap Service (D)
* Trap Version vl [ v3
Trap v1/v2c Client List [ Delete Selected
Up to entries are allowed.
Dest Host IP Version Number Port ID Community Name Action
Ne
Total 0 10/page n Go to page 1

(2) Click Add in the Trap v1/v2c Client List to add a trap v2c user.

(3) Enter the destination host IP address, version, port number, user name, and other
information. Then, click OK.

Add .

* Dest Host IP
*Version Number vl

* Port Receiving Trap

Message

Community

MName/Username

2. Configuring Trap v3

® Application Scenarios

During device monitoring, if the device is suddenly disconnected or encounters an

abnormality, and the third-party monitoring software cannot detect and handle the
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abnormal situation in a timely manner, you can configure the device with a destination
IP address of 192.168.110.87 and a port number of 167 to enable the device to send a v3

trap, which is a safer trap compared with v1/v2c traps.
e Configuration Specification
According to the user's application scenario, the requirements are shown in the

following table:

Table 8-11 User Requirement Specification

Item Description

IP address and port The destination host IP is 192.168.110.87, and the port
number number is 167.

Version and user name Select the v3 version and trapv3_user for the user name.

Authentication
protocol/authentication

password Authentication protocol: MD5

Encryption Encryption protocol: AES
protocol/encryption

password

e Configuration Steps

(1) Select the v3 version in the Trap Setting interface and click Save.

Trap Service (@)
Trap Version vl [ v2c
Trap v3 Client List @ Delete Selected
Upto entries are allowed.
Dest Host IP Port ID Username Security Level Auth Password Encrypted Password Action
No Data
Total 0 10/page n Go to page 1

(2) Click Add in the Trap v3 Client List to add a trap v3 user.
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(3) Enter the destination host IP address, port number, user name, and other

information. Then, click OK.

Add
* Dest Host IP 192.168.110.87 * Port Receiving Trap 167
Message
“Username  trap_v3_user * Security Level | Auth & Privacy
* Auth Protocol MD5 * Auth Password
* Encryption Protocol  AES * Encrypted Password

8.10 Configuring Compatibility Mode
Choose Network-Wide > System > Compatibility Mode.

The compatibility mode is enabled by default, which can improve compatibility between
devices running the earlier and latest versions during networking. If the compatibility
mode is disabled, devices running earlier software versions cannot join the network, and

the uplink gateway cannot automatically incorporate undeployed devices.

€) When the compatibility mode is disabled, Auto Join is also disabled.

Enable ()

8.11 Configuring Cloud Service

8.11.1 Overview

The Cloud Service feature provides powerful remote network management and
operation capabilities, making it convenient and efficient to manage geographically
dispersed networks with diverse device types. This feature supports wireless devices,
switches, and gateways, enabling unified network management and visualized

monitoring and operation. Additionally, it also offers various components such as real-
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name authentication, dedicated Wi-Fi, and passenger flow analysis, allowing for flexible

expansion of network services.

By configuring Cloud Service, you can conveniently mange networks through Lysora

Cloud or the Lysora app.

8.11.2 Configuration Steps
Choose One-Device > Config > System > Cloud Service.
If the device is not currently associated with a cloud account, simply follow the on-
screen instructions to add it to the network. Open up the Lysora app, click the scan icon

at the upper left corner on the Project page, and enter the device's management

password.

Scan to Connect Device to Lysora
Cloud for Remote Management

Open Lysora App Scan the QR code  Connect to Lysora
Cloud

Once the device is associated with a cloud account, it will automatically be bound to a

cloud server based on its geographic location.

44 Caution

Exercise caution when modifying cloud service configurations as improper modifications
may lead to connectivity issues between the device and the cloud service.
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Project Name:1

Account:

Cloud Server

© Connected

Cloud Server Lysora Cloud

Domain Name

To change the Cloud Service configurations, select the cloud server from the Cloud

Server drop-down list, enter the domain name and IP address, and click Save.

@ Note

If the server selected is not Other Cloud, the system automatically fills in the domain
name and IP address of the cloud server. When Other Cloud is selected, you need to
manually configure the domain name and IP address and upload the cloud server
certificate. .

8.11.3 Unbinding Cloud Service

Choose One-Device > Config > System > Cloud Service.

You can click Unbind to unbind the account if you no longer wish to manage this project

remotely.

Project Name:

Account:

Unbind the account if you no longer wish to manage this project remotely.

Unbind
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Table 9-1 Default Open Port Information

Port Number Protocol Service

9883 TCP Lysora Self-Organizing Network service
23561/23562 TCP Lysora Self-Organizing Network service
53 TCP/UDP DNS domain name service

67 uUbP DHCP service

69 UDP TFTP service

80/443/2062 TCP Web service

6380 TCP Database service

63245 TCP SSH service
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